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THE  PRIVACY  FOR  CONSUMERS  AND 
WORKERS  ACT 


TUESDAY,  JUNE  22,  1993 

U.S.  Senate, 
Subcommittee  on  Employment  and  Productivity,  of  the 
Committee  on  Labor  and  Human  Resources, 

Washington,  DC. 

The  subcommittee  met,  pursuant  to  notice,  at  9:35  a.m.,  in  room 

SI>-430  ,  „.  ^  ^    . 

Dirksen  Senate  Office  Building,  Senator  Paul  Simon  (chairman 
of  the  subcommittee)  presiding. 

Present:  Senators  Simon  and  Thurmond. 

Opening  Statement  of  Senator  Simon 

Senator  Simon.  The  subcommittee  hearing  will  come  to  order. 

We  are  having  a  hearing  today  on  S.  984,  the  Privacy  for  Con- 
sumers and  Workers  Act.  What  we  aim  to  do  is  to  protect  the  pri- 
vacy of  people  at  workplaces,  as  well  as  consumers,  and  do  it  in  a 
way  that  will  not  inhibit  and  harm  businesses.  And  we  think  that 
can  be  done. 

We  have  had  a  number  of  constructive  recommendations  related 
to  the  bill  as  it  was  originally  introduced  in  the  last  session  of  Con- 
gress. They  have  been  included  in  this  legislation.  It  is  very  easy 
in  a  world  of  increasing  technology  to  give  away  basic  rights  of  pri- 
vacy that  are  implied  in  the  Constitution.  The  phrase,  "the  right 
of  privacy,"  is  not  used  in  the  Constitution,  but  when  the  Constitu- 
tion was  written,  they  said,  as  they  wrote  it  in  1787,  that  you 
couldn't  be  forced  to  have  troops  quartered  in  your  home.  They  said 
you  couldn't  invade  your  home  unless  you  had  a  very  specific 
search  warrant. 

And  then  the  Ninth  Amendment  was  written  by  James  Madison 
when  he  wrote  the  Bill  of  Rights.  He  sent  a  rough  draft  of  the  Bill 
of  Rights  around  to  a  few  people,  and  Alexander  Hamilton  wrote 
back  and  said  if  you  spell  out  these  rights  in  the  Bill  of  Rights, 
there  will  be  some  people  who  will  say  these  are  the  only  rights 

people  have. 

So  James  Madison  wrote  the  little-noted  Ninth  Amendment, 
which  is  extremely  important  to  our  basic  liberties,  and  in  that 
Ninth  Amendment,  he  says  other  rights  not  spelled  out  here  are  re- 
served to  the  people. 

So  when  you  combine  that  with  the  provisions  on  quartering 
troops,  and  you  have  to  have  a  specific  search  warrant,  there  is 
clearly  an  impHed  right  of  privacy  that  is  there  in  the  Constitution. 

(1) 


But  those  who  wrote  it  did  not  ima^ne  telephones  and  computers 
and  television  screens  and  all  the  things  we  have  today. 

How  do  we  apply  those  basic  principles  to  the  technology  of 
today?  That  is  the  fundamental  question  we  are  asking  here  today, 
and  we  have  a  fairly  long  list  of  witnesses.  We  will  abide  bv  the 
5-minute  rule,  and  we  will  enter  all  statements  in  the  record,  but 
we  will  be  fairly  strict  in  the  enforcement  of  the  5-minute  rule. 

Let  me  also  apologize  to  witnesses  in  advance.  At  10:30,  the  Sen- 
ate is  schedulea  to  nave  a  vote,  and  I  will  have  to  go  over,  so  we 
will  have  at  that  point  a  10-  or  15-minute  recess  and  then  resume 
the  hearing. 

[The  prepared  statement  of  Senator  Simon  follows:] 

Prepared  Statement  of  Senator  Simon 

Today  the  Subcommittee  on  Employment  and  Productivity  will 
hear  testimony  regarding  S.  984,  the  Privacy  for  Consumers  and 
Workers  Act,  which  would  prevent  abuses  of  electronic  monitoring 
in  the  workplace. 

I  believe  the  legislation  before  us  todav  reflects  a  number  of  con- 
structive recommendations,  some  of  which  were  suggested  at  a 
hearing  held  before  this  subcommittee  last  Congress. 

As  I  have  said  before,  the  Privacy  for  Consumers  and  Workers 
Act  does  not  prohibit  electronic  monitoring  from  ever  being  used; 
it  does  say  it  should  not  be  abused.  S.  984  is  simply  a  right-to-know 
bill,  and  strikes  a  careful  balance  between  the  demands  for  techno- 
logical change  and  the  need  to  protect  an  individual's  privacy. 

Just  over  the  horizon  are  more  technology  breakthroughs  and  re- 
finements that  we  can't  even  envision  today.  Unless  we  begin  now 
to  define  privacy — and  in  particular  workplace  privacy — as  a  value 
worth  protecting,  these  new  technologies  will  be  upon  us  before  we 
are  ready  for  them.  Weighing  these  issues  will  allow  us  to  be  the 
masters  of  the  technology,  instead-of  its  slaves. 

Employees  should  not  be  forced  to  give  up  their  freedom,  dignity, 
or  sacrifice  their  health  when  they  go  to  work. 

Given  rising  health  care  costs  and  our  nation's  health  care  crisis, 
employees'  health  should  not  be  over  looked.  Workplace  stress  is 
one  of  our  counties  leading  health  problems.  The  stress  that  em- 
ployees face  due  to  electronic  monitoring  is  costly.  According  to  a 
1993  International  Labor  Union  report,  American  business  loses 
$200  billion  annually  in  health  care  costs  and  lost  productivity.  The 
American  Civil  Liberties  Union  (ACLU),  reports  that  stress  is  the 
symptom  of  potentially  serious  medical  problems  most  fi-equently 
reported  by  employees  who  are  subjected  to  covert  telephone  and 
computer  surveillance.  The  ACLU  also  reported  that  workplace 
stress  alone  is  costing  more  than  $50  billion  annually.  This  is  a 
cost  we  cannot  afford. 

Moreover,  current  electronic  monitoring  practices  operate  as  a 
form  of  de  facto  discrimination.  Women  are  disproportionately  rep- 
resented in  the  types  of  jobs  that  are  subjected  to  electronic  mon- 
itoring; such  as  clerical  workers,  telephone  operators,  and  customer 
services  representatives. 

Countries  such  as  Japan,  Germany,  Sweden,  Norway,  Austria, 
Britain,  and  France  seriously  limit  or  regulate  the  electronic  mon- 
itoring practices  of  business  because  of  strong  beliefs  of  workers' 


right-tx)-privacy,  and  concerns  for  worker  health  and  productivity. 
'Hiese  strong  competitor  countries  go  much  farther  than  S.  984. 
Moreover,  in  Japan,  laws  to  regulate  or  limit  electronic  monitoring 
aren't  needed.  Japanese  employers  on  the  whole  do  not  electroni- 
cally monitor  their  employees,  except  for  some  limited  personal 
data  such  as  payroll  records,  employee  qualifications,  and  service 
records.  The  practice  of  not  engaging  in  electronic  monitoring  stems 
from  a  general  reverence  for  privacy  in  Japanese  society.  One 
would  think  that  given  our  own  history,  our  reverence  would  be  as 

great. 

I  look  forward  to  the  testimony  being  presented  today. 

Our  first  witnesses  are  Franklin  Ettienne,  a  room  service  busser 
from  Boston,  MA,  and  Charles  Filler,  senior  associate  editor  of 
Macworld,  from  San  Francisco. 

We  are  very  pleased  to  have  both  of  you  with  us.  Mr.  Ettienne, 
well  start  with  you. 

STATEMENTS  OF  FRA>fKLIN  ETTIENNE,  ROOM  SERVICE 
BUSSER,  BOSTON,  MA,  AND  CHARLES  FILLER,  SENIOR  ASSO- 
CIATE EDITOR  MACWORLD,  SAN  FRANCISCO,  CA 

Mr.  Ettienne.  Good  morning,  ladies  and  gentlemen. 

Senator  Simon,  my  name  is  Franklin  Ettienne.  I  am  honored  by 
the  invitation  to  address  this  committee. 

I  have  lived  in  the  United  States  of  America  for  7  years.  My 
country  of  birth  is  Haiti.  It  was  not  easy  for  me  to  leave  my  home 
and  family,  but  I  wanted  to  come  to  America  to  study  and  have  a 
better  life. 

In  October  1986,  I  landed  in  America.  I  was  very  happy  and  ex- 
cited. I  no  longer  had  to  be  scared  of  the  military  or  secret  police. 
In  America,  no  one  is  persecuted,  everybody  is  welcome.  It  is  the 
country  of  freedom. 

My  first  job  in  America  was  at  a  restaurant  washing  dishes.  At 
the  same  time,  I  went  to  school  to  learn  English. 

In  1987,  I  started  to  work  at  the  Sheraton  Boston  Hotel.  I  knew 
I  was  expected  to  work  hard  and  be  honest.  After  6  months,  my  re- 
ward was  being  promoted  to  room  service  busser.  I  was  proud  to 
work  at  the  Sheraton,  and  I  believed  they  respected  me  and  my 
work. 

My  new  job  gave  me  the  opportunity  to  support  my  wife  and  two 
children,  as  well  as  go  to  school  full-time.  I  am  a  junior  at  Bunker 
Hill  Community  College  and  have  made  the  national  deans'  list. 

I  am  a  member  of  Local  26  of  the  Hotel  Employees  Restaurant 
Employees  International  Union.  In  August  of  1992,  the  union 
asked  me  to  look  at  some  videos  that  had  been  secretly  taped  in 
the  men's  locker  room  of  the  Sheraton  Boston  Hotel.  I  was  shocked 
at  what  I  saw;  shocked  and  upset.  The  video  showed  me  on  break, 
studying  and  doing  homework  in  the  locker  room.  Coworkers  were 
shown,  dressing  and  undressing. 

I  could  not  believe  what  I  saw.  I  was  very  angry.  I  felt  that  the 
Sheraton  Hotel  had  taken  something  away  from  me.  Instead  of  the 
anticipation  that  my  work  and  school  were  giving  me,  the  oppor- 
tunity to  build  a  better  life  for  myself  and  my  family,  I  began  to 
feel  nervous  and  under  stress. 


I  was  very  proud  to  get  this  invitation  to  address  the  U.S.  Sen- 
ate. I  thought  it  was  important  to  come  to  this  hearing  so  that 
what  happened  to  me  will  not  happen  to  other  people  who  come  to 
America  with  the  same  hopes  for  freedom. 

I  want  to  bring  up  my  three  children  with  the  expectation  that 
they  can  have  their  privacy  and  freedom.  In  America,  sometimes 
you  take  freedom  for  granted.  People  in  other  countries  are  fighting 
and  dying  for  it.  Yet  the  Sheraton  Hotel,  without  hesitation,  has 
denied  this  to  their  workers.  I  hope  this  committee  acts  to  protect 
our  rights. 

I  know  the  Sheraton  is  concerned  about  their  regulations.  Yet 
they  must  find  a  way  to  enforce  rules  without  sacrificing  our  indi- 
viduality or  the  personal  freedom  this  country  is  based  on. 

I  have  applied  to  become  a  U.S.  citizen  and  have  studied  with 
my  union  education  program.  I  have  read  the  history  of  many 
Americans  who  built  the  foundations  of  dignity  and  respect  for  in- 
dividual freedoms.  It  is  those  values  that  make  me  and  my  family 
strong. 

I  respectfully  suggest  you  keep  in  mind  protecting  these  liberties 
when  you  put  your  bill  together. 

Thank  you. 

Senator  Simon.  We  thank  you.  We  wish  you  the  best,  and  we 
hope  you^l  raise  that  right  hand  and  become  an  American  citizen 
very  soon;  you  are  going  to  be  a  good  one. 

Mr.  Filler. 

Mr.  Filler.  Thank  you  very  much,  Senator  Simon. 

As  a  consumer  and  business  magazine,  Macworld  is  naturally  in- 
terested in  the  role  computers  play  in  the  workplace,  and  we  have 
closely  followed  the  growing  concern  expressed  by  many  computer 
users  that  computer-based  surveillance  undermines  personal  pri- 
vacy on  the  job. 

Drawing  on  our  expertise  about  the  way  in  which  computers  op- 
erate, we  recently  published  a  wide-ranging  investigation  into  the 
effects  of  electronic  technologies  on  workplace  privacy. 

We  have  known  for  some  time  that  electronic  monitoring  has  be- 
come pervasive  in  occupations  involving  highly  repetitive  tasks. 
But  as  we  began  our  study,  we  found  little  hard  data  regarding 
how  easily  electronic  surveillance  could  be  applied  to  professional 
or  technical  jobs.  We  also  noticed  that  employers  themselves  have 
not  been  polled  about  their  use  of  electronic  surveillance  tools. 

Therefore,  Macworld  conducted  a  three-tiered  investigation.  We 
looked  at  software  products  that  manage  the  workplace  computing 
environment,  conducted  a  nationwide  survey  of  employers  to  deter- 
mine their  electronic  eavesdropping  practices,  and  spoke  to  employ- 
ers and  workers  about  their  views  on  this  subject. 

To  save  time,  I  will  concentrate  on  the  survey,  but  I  would  be 
happy  to  answer  questions  on  any  aspect  of  the  report. 

Before  I  explain  the  survey  results,  however,  I  should  note  that 
our  software  tests  show  that  in  an  office  environment  using  a  full- 
featured  network  operating  system,  and  operated  by  a  competent 
network  administrator,  every  computer  and  all  data  transferred 
within  that  network  is  an  open  book. 


Employees  who  assume  that  their  jobs  are  too  varied  or  complex 
to  evaluate  by  machine  fail  to  grasp  the  nearly  unlimited  electronic 
monitoring  potential  available  to  any  employer. 

So  itie  capacity  to  snoop  is  there,  but  is  it  used?  Macworld  asked 
top  corporate  managers  at  301  businesses  of  all  sizes  and  in  a  wide 
range  of  industries  how  much  they  peer  at  their  employees'  work 
on  their  computers  and  why.  Two  of  the  charts  up  there  explain 
some  of  our  results. 

The  survey  confirmed  that  electronic  eavesdropping  is  popular 
among  American  employers.  Some  22  percent  of  respondents  have 
engaged  in  searches  of  employee  computer  files,  voice  mail,  elec- 
tronic mail,  or  other  networking  communications.  In  large  compa- 
nies, that  figure  actually  rises  to  30  percent. 

Our  survey  sample  directly  represents  conditions  experienced  by 
about  one  million  workers.  Extrapolated  to  all  similarly  sized  com- 
panies, these  data  suggest  that  some  20  million  Americans  may  be 
monitored  on  the  job  through  their  computers. 

I  should  add,  however,  that  relatively  few  employers  use  elec- 
tronic surveillance  on  an  everyday  basis.  While  nearly  half  of  the 
managers  in  our  survey  endorsed  the  concept  of  electronic  surveil- 
lance, only  about  6  percent  of  respondents  conducted  electronic 
searches  50  or  more  times  in  the  preceding  2  years.  Most  employ- 
ers conducted  such  searches  very  few  times  during  that  period. 

These  data  strongly  suggest,  however,  that  advances  in  com- 
puter-based surveillance  technology  have  outpaced  the  minimal 
legal  protections  for  workplace  privacy.  Some  companies  argue  that 
self-regulation  better  serves  both  employer  and  employee  interests 
on  this  issue.  But  only  18  percent  of  respondents  had  a  written  pol- 
icy regarding  electronic  privacy. 

Moreover,  among  executives  who  acknowledge  using  electronic 
surveillance  methods,  secret  monitoring  is  the  norm. 

I  would  like  to  touch  briefly  on  one  other  aspect  of  our  investiga- 
tion which  is  privacy  for  individuals  in  their  financial,  consumer 
and  legal  transactions,  and  in  their  efforts  to  secure  a  new  job. 

In  recent  years,  home  addresses  and  phone  numbers,  marital, 
salary  and  employment  histories.  Social  Security  numbers,  buying 
habits,  business  affiliations,  vehicle  and  real  estate  holdings,  civil 
and  criminal  court  records,  and  much  of  the  rest  of  the  information 
trail  left  by  all  of  us  had  become  readily  available  from  scores  of 
commercial  or  governmental  on-line  databases.  To  explore  the  im- 
pact of  those  databases,  Macworld  conducted  an  on-line  experi- 
ment. 

First,  we  selected  18  prominent  individuals,  including  Office  of 
Management  and  Budget  Director  Leon  Panetta;  Hollywood  pro- 
ducer and  friend  of  President  Clinton,  Harry  Thomason;  football 
star  Joe  Montana;  and  Bank  of  America  CEO  Richard  Rosenberg. 
We  tried  to  find  out  everything  we  could  about  them  with  these  re- 
strictions. We  did  not  seek  legally  protected  data,  and  all  the  infor- 
mation we  looked  for  had  to  be  obtained  on-line. 

For  this  modest  search,  we  spent  only  about  $100  per  subject  and 
about  an  hour  per  subject.  Even  so,  we  unearthed  the  essential  fi- 
nancial, business,  legal,  marital  and  residential  histories  of  most  of 
our  subjects.  In  short,  we  compiled  electronic  dossiers. 
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There  are  good  reasons  for  many  records  to  remain  public  docu- 
ments, of  course,  but  easy  access  has  blurred  the  borders  of  private 
life.  Our  on-line  experiment  and  our  survey  highlight  a  daunting 
challenge:  How  can  society  protect  the  right  to  personal  privacy 
while  preserving  the  legitimate  prerogatives  of  employers  and  the 
vital  checks  and  balances  of  an  open  society? 

Clearly,  Grovernment  should  take  a  fresh  look  at  the  invasive 
electronic  technologies  that  offer  unprecedented  opportunities  to 
pry  into  private  moments  or  private  lives. 

I  applaud  your  efforts  to  tackle  this  difficult  subject.  Thank  you. 

[The  prepared  statement  of  Mr.  Filler  follows,  and  the  extra- 
neous material  appears  in  the  appendix:] 

Prepared  Statement  of  Charles  Filler 

My  name  is  Charles  Filler  and  I  am  a  senior  associate  editor  at  Macworld  maga- 
zine. I  am  also  the  author  of  two  books  concerning  the  social  and  political  implica- 
tions of  technology.  Macworld  is  a  consumer  and  business  magazine  that  helps  read- 
ers make  bujring  decisions  regarding  computer  products;  we  also  cover  issues  that 
pertain  to  the  social  impact  of  computers. 

Macworld  is  naturally  interesteo  in  the  role  computers  play  in  the  woritplace,  and 
we  have  closely  followed  the  growing  concern  expressed  by  many  computer  users 
that  computer-based  surveUlance  by  managers  has  undermined  personal  privacy  on 
the  job.  Our  expertise  about  the  way  in  which  workplace  technologies  operate  gives 
us  a  strong  basis  on  which  to  evaluate  those  concerns.  We  recently  conducted  an 
wide-ranran^  investigation  into  the  effects  of  electronic  technologies  on  employee 

{•rivacy.  Before  I  explain  our  findings,  which  appear  in  the  July  issue  of  Macworld, 
'd  like  to  offer  some  context. 

HOW  AGE  IS  the  ISSUE? 

The  1986  Electronic  Communications  Privacy  Act  prohibits  phone  and  data-line 
taps  with  two  exceptions:  law-enforcement  agencies  and  employers.  The  police  or 
FBI  can  tap  lines — -but  only  as  a  last  resort  under  court  order — to  gather  evidence 
on  criminal  conspirators,  drug  traffickers,  and  other  serious-crime  suspects.  ITie 
courts  permit  fewer  than  1000  such  taps  each  year,  nationwide.  Employers  suffer 
from  no  such  limits.  They  may  view  employees  on  closed-circuit  TV;  tap  their 

fthones,  e-mail,  and  network  communications;  and  rummage  through  their  computer 
lies  with  or  without  employee  knowledge  or  consent 24  hours  a  day  if  they  so 

desire. 

We've  known  for  some  time  that  electronic  monitoring  has  become  a  pervasive  em- 
ployer practice  for  occupations  involving  highly  repetitive  tasks.  Millions  of  times 
Ser  year  telephone  operators,  airline  sales  agents,  mail  sorters,  word  processors, 
ata-entry  clerks,  insurance  claims  adjusters,  and  even  computer  technical-support 
specialists,  often  working  on  terminals  connected  to  a  mainframe,  may  be  monitored 
constantly  or  intermittently  for  speed,  errors,  and  time  spent  working. 

Numerous  national  poUs  have  indicated  that  the  general  public  is  extremely  con- 
cerned about  personal  privacy.  Many  people  believe  that  the  computers  have  made 
their  lives  less  private.  Anecdotal  reports  from  individual  workers  and  from  a  newly 
established  privacy  information  service  in  California,  as  well  as  informal  polls  spon- 
sored by  labor  advocates  all  suggest  that  American  workers  are  deeply  concerned 
about  workplace  privacy. 

But  as  we  began  our  investigation,  we  found  little  hard  data  regarding  how  easily 
employers  can  spy  on  the  various  aspects  of  an  employee's  computing  environment. 
We  also  found  little  information  on  whether  electronic  surveillance  methods  could 
be  used  effectively  in  regard  to  professional  and  technical  jobs.  We  also  noticed  that 
employers  themselves  had  not  been  asked  how  widely  or  frequently  they  eavesdrop 
on  employees  through  their  computers. 

HOW  WE  SOUGHT  ANSWERS 

Macworld  then  conducted  a  three-tiered  investigation:  We  looked  at  the  software 
products  that  manage  the  workplace  computing  environment,  conducted  a  nation- 
wide survey  of  employers  to  determine  their  electronic  eavesdropping  practices,  and 
spoke  to  employers  about  their  views  of  electronic  surveillance. 


Macworld  examined  25  popular  network -management,  integrated  groupware,  elec- 
tronic-mail, and  remote-access  products  to  see  if  they  could  be  used  to  invade  em- 
ployee privacy,  and  if  so,  how  easily.  The  study  used  only  computer  software  de- 
signed for  the  Apple  Macintosh,  but  similar  tools  are  available  for  any  desktop  per- 
sonal computer,  as  well  as  mainframe-  and  mini-computer  based  systems. 

If  an  office  network  uses  a  full-featured  network  operating  system  and  is  run  by 
a  technically  sophisticated  networic  manager,  then  eveiy  computer  and  all  data 
transferred  within  that  network  is  an  open  book.  Working  from  a  computer  across 
the  rx)om  or  across  the  country,  a  network  manager— particularly  in  server-based 
local  area  networks  (systems  that  use  a  dedicated  central  computer  to  store  and  dis- 
tribute network  communications) — can  view  virtually  every  aspect  of  a  networked 
computing  environment  with  or  without  the  approval  or  knowledge  of  end  users. 
The  manager  can  see  the  contents  of  data  iiles  and  electronic-mail  messages, 
overwrite  private  passwords,  and  audit  any  employee's  time  and  activities  on  the 

network.  , .  .       i-,  ^        j 

All  the  major  groupware  products  that  combme  messaging,  file  management,  and 
scheduling  allow  network  administrators  to  change  passwords  at  any  time,  then 
read,  delete,  or  alter  any  messages  on  the  server.  With  few  exceptions,  network-ad- 
ministration programs  allow  astute  managers  to  read  files  transmitted  over  the  net. 
In  short,  these  tools  are  only  slightly  less  invasive  than  others  specifically  designed 
for  surveillance  and  used  primarily  on  mainframe  systems. 

The  implications  of  our  tests  are  clear:  Employees  who  assume  that  their  jobs  are 
too  variea  or  complex  to  evaluate  by  machine  fail  to  grasp  the  nearly  unlimited  elec- 
tronic monitoring  capability  available  to  any  employer. 

ACTUAL  EMPLOYER  PRACTICES 

The  capacity  to  snoop  is  there,  but  is  it  used?  Old  surveys  and  anecdotal  accounts 

suggest  tnat  in  some  industries telecommunications,  insurance,  and  banking,  for 

example — telephone  or  computer-based  monitoring  runs  as  high  as  80  percent  of  em- 
ployees. Such  estimates  may  be  inflated,  but  there  is  little  dispute  that  many  em- 
ployers monitor  routinely.  And  if  the  rapid  growth  of  snooping  tools  is  an  indication, 
monitoring  is  on  the  rise. 

But  virtually  no  rigorous  research  had  been  done  about  how  much  electronic 
eavesdropping  takes  place  on  the  job.  Therefore  Macworld  conducted  a  survey  of  top 
corporate  managers  at  301  businesses  of  all  si^es  and  in  a  wide  range  of  industries 
to  find  out  how  much  they  peer  into  their  employees'  work  on  their  computers,  and 
why  (see  the  chart,  "Electronic  Eavesdropping  At  Work  "). 

Nearly  22  percent  of  our  survey  sample  has  "engaged  in  searches  of  employee 
computer  files,  voice  mail,  electronic  mail,  or  other  networking  communications.  In 
large  companies  with  1000  or  more  employees,  the  figure  rises  to  30  percent.  Nearly 
16  percent  of  respondents  reported  having  checked  computerized  employee  work 
flics. 

The  average  company  in  our  study  employs  more  than  3,200  people,  so  the  total 
sample  directly  represents  conditions  experienced  by  about  1  million  workers.  When 
extrapolated  to  all  similarly  sized  companies,  these  data  suggest  that  some  20  mil- 
lion Americans  may  be  subject  to  electronic  monitoring  through  their  computers  (not 
including  telephones)  on  the  job.  Moreover,  among  executives  who  acknowledge 
using  electronic  surveillance  methods,  fewer  than  one-third  warn  employees  that 
such  methods  are  in  use. 

Our  findings  about  electronic  mail  were  particularly  interesting  in  light  of  a  com- 
mon myth.  Most  people  believe  that  electronic-mail  messages  are  secured  by  their 
personal  passwora-as  private  as  a  letter  in  the  U.S.  mail.  E-mail  is  actually  more 
like  a  postcard.  The  Electronic  Communications  Privacy  Act  treats  internal  woric- 
place  communications  as  company  property.  And  the  Macworld  survey  suggests  that 
many  employers  agree.  About  9  percent  of  respondents — representing  some  375,000 
employers — indicated  that  they  sometimes  search  employee  e-mail  files. 

I  should  add,  however,  that  relatively  few  employers  use  these  types  of  electronic 
surveillance  on  an  everyday  basis.  While  nearly  half  of  the  managers  in  our  survey 
endorse  the  concept  of  electronic  surveillance,  and  more  than  a  fifth  actually  use 
such  techjaiques,  only  about  6  percent  of  respondents  who  had  searched  employee 
work  files,  voice  mail,  electronic  mail,  or  networking  communications  did  so  50  or 
more  times  in  the  preceding  two  years.  About  71  percent  of  those  who  conducted 
such  searches  did  so  only  Uve  or  fewer  times  during  that  period. 

EMPLOYER  PRIVACY  POLICIES 

For  the  third  piece  of  our  investigation  I  spoke  directly  with  employers  about  their 
policies  and  practices.  Managers  who  endorse  electronic  surveillance  say  that  it 
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helps  them  ^auge  productivity  and  chart  the  work  flow  of  employees.  It  can  gen- 
erate statistics  on  individual  or  departmental  accomplishments  and  plot  future 
workloads.  Computer  monitoring  can  even  be  used  to  give  employees  feedback  and 
reduce  the  need  for  personal  attention  from  supervisors,  some  employers  argue. 
Twelve  percent  of  our  survey  respondents  endorsed  monitoring  for  evaluating  per- 
formance or  productivity. 

Monitoring  can  also  increase  employee  safety  or  adherence  to  company  rules,  ac- 
cording to  other  employers.  Some  trucking  companies,  for  example,  set  on-board 
monitors  to  record  speed,  engine-idling  time,  and  length  of  stops.  Such  systems  os- 
tensibly ensure  that  truckers  drive  safely  and  take  adequate  rest  breaks. 

And  companies  that  deal  in  sensitive  information  may  understandably  feel  com- 
pelled to  protect  valuable  data  against  disloyal  or  merely  careless  employees  who 
might  divulge  it  to  competitors.  Four  percent  of  our  survey  respondents  endorsed 
el^ronic  nranitoring  "for  routinely  verifying  employee  honesty."  A  much  higher 
number — 2  3  percent — called  electronic  monitoring  a  good  tool  where  reasonable  evi- 
dence of  wrongdoing — such  as  theft  or  negligence — comes  to  light. 

Many  companies  recognize  growing  consumer  demand  for  privacy  protections,  and 
they  have  stepped  forward  with  pioneering  consumer  privacy  policies  that  go  far  be- 
yond limited  legal  requirements.  But  few  company  policies  go  as  far  to  protect  em- 
ployee privacy  as  the  Privacy  for  Consumers  and  Workers  Act  would  mandate. 

Companies  that  have  led  the  way  on  consumer-privacy  concerns,  such  as  Amer- 
ican Express,  Citibank,  and  Equifax,  describe  their  electronic  monitoring  of  employ- 
ees as  strictly  limited.  But  they  would  not  release  internal  policies  on  employee  pri- 
vacy, and  they  acknowledged  surveillance  practices  beyond  what  would  be  allowed 
by  some  features  of  the  proposed  legislation. 

THE  MEANING  OF  OUR  DATA 

What  conclusion  can  be  drawn  from  our  electronic  privacy  investigation?  One  can 
hardly  fault  employers  for  trying  to  guard  against  meptitude  or  criminality.  But 
should  they  be  free  to  search  at  will  any  and  all  employee  computer  files,  electronic- 
mail,  voice-mail,  and  data  transmissions  over  a  company's  local  area  network? 

For  about  one-third  of  our  survey  respondents,  the  answer  is  no.  They  reject  elec- 
tronic surveillance  under  any  circumstances.  Many  employers  recognize  that  exces- 
sive monitoring  may  have  negative  side  effects — such  as  increases  stress  related  ill- 
ness, lowered  morale,  and  ironically,  lowered  productivity— defeating  an  often-ex- 
pressed punx>se  of  electronic  surveillance. 

We  certainly  can  conclude  that  technological  change  in  the  realm  of  computer 
monitoring  has  outpaced,  by  a  wide  margin,  the  development  of  laws  that  protect 
personal  privacy  on  the  iob.  Some  companies  argue  that  self-regulation  would  better 
serve  both  employer  and  employee  interests  on  this  issue.  But  according  to  our  sur- 
vey, only  18  percent  of  respond.ents'  companies  had  written  policies  regarding  elec- 
tronic privacy — fewer  than  the  number  that  actually  uses  electronic  surveillance 
tools.  In  effect,  many  employers  have  become  spies  who  covertly  target  their  own 
employees. 

A  MODEL  APPROACH  TO  EMPLOYEE  PRIVACY 

After  completing  my  research  on  electronic  privacy  I  outlined  basic  features  for 
a  good  electronic-privacy  policy  for  employers.  These  principles — which  overlap  with 
some  basic  features  of  S.  984 are  designed  to  safeguard  employee  privacy  with- 
out sacrificing  important  management  interests: 

Employees  are  entitled  to  reasonable  expectations  of  personal  privacy  on  the  job. 

Employees  know  what  electronic  surveillance  tools  are  used,  and  how  manage- 
ment uses  the  collected  data. 

Management  uses  electronic  monitoring  or  searches  of  data  files,  network  commu- 
nications, or  electronic  mail  to  the  minimum  extent  possible.  Continuous  monitoring 
is  not  permitted. 

Employees  participate  in  decisions  about  how  and  when  management  conducts 
electronic  monitoring  or  searches. 

Data  is  gathered  and  used  only  for  clearly  defined  work -related  purposes. 

Management  will  not  engage  m  secret  monitoring  or  searches,  except  when  credi- 
ble evidence  of  criminal  activity  or  other  serious  wrongdoing  comes  to  light. 

Monitoring  data  will  not  be  the  sole  factor  in  evaluating  employee  performance. 

Employees  can  inspect,  challenge,  and  correct  electronic  records  kept  on  their  ac- 
tivities or  files  captured  through  electronic  means. 

Records  that  have  become  irrelevant  to  the  purposes  they  were  collected  for  will 
be  destroyed. 


Monitoring  data  that  Identifies  individual  employees  will  not  be  released  to  any 
third  party,  except  to  comply  with  legal  requirements. 

Employees  or  prospective  employees  cannot  waive  privacy  rights. 

Managers  who  violate  these  privacy  principles  are  subject  to  discipline  or  termi- 
nation. 

MONITORING  OF  JOB  APPUCANTS 

I  would  also  like  to  draw  attention  briefly  to  a  closelv  related  issue — the  growing 
use  of  online  databases  for  pre-employment  checks  of  job  applicants  or  to  investigate 
new  employees.  Managers  have  become  some  of  the  biggest  users  of  online 
databases.  They  turn  to  these  tools  to  investigate  iob  seekers  or  recent  hires.  Such 
managers  check  online  credit  and  criminal  records  in  a  matter  of  minutes;  they 
often  reject  applicants  whose  records  show  a  large  debt  burden,  or  who  were  once 
convicted  of  a  crime,  however  old  the  conviction. 

This  practice  sometimes  screens  out  individuals  who  may  be  inappropriate  for  a 
given  job.  But  it  casts  a  wide  net.  Should,  for  example,  a  single  10-year-old  drunk- 
driving  conviction  forever  ban  a  person  from  work  involving  precision  equipment  or 
the  operation  of  heavy  machinery? 

When  data  is  not  available  in  electronic  form — such  as  with  school  transcripts — 
employers  often  hire  research  services  to  obtain  transcripts  and  deliver  their  con- 
tents to  the  client's  on-line  account  in  a  day  or  two. 

And  until  last  summer,  many  employers  searched  online  data  banks  to  find  out 
whether  a  job  seeker  had  ever  filed  a  workers-compensation  claim — an  insurance 
claim  for  an  on-the-job  injury.  Some  employers  refused  to  hire  anyone  who  had  ever 
filed  a  comp  claim.  The  Americans  with  Disabilities  Act,  signed  into  law  last  year, 
limits  the  use  of  such  data  banks  before  a  firm  offer  of  employment  has  been  made. 
But  if  an  employer  finds  a  history  of  compensation  claims  after  making  a  job  offer, 
the  employer  can  shift  the  prospective  employee  to  a  job  classification  that  reduces 
risk  of  reinjury.  If  in  the  employer's  opinion  no  appropriately  safe  job  is  available, 
the  job  offer  can  be  rescinded. 

Employers  have  a  responsibility  to  protect  themselves  from  potential  liability.  But 
the  increasing  use  of  electronic  research  tools  has  the  effect  of  opening  all  job  appli- 
cants to  a  kind  of  scrutiny  that  many  people  consider  unwarranted,  or  even  anti- 
thetical to  basic  principles  of  fairness.  It  begs  the  question:  Is  society  well  served 
by  a  business  culture  that  can  blacklist  people  with  the  cool  efficiency  of  a  high- 
speed modem? 

THE  LARGER  REALM  OF  PRIVACY 

Finally,  Macworld  looked  another  closely  related  issue — privacy  for  individuals  in 
their  financial,  consumer,  and  legal  transactions.  In  recent  years,  gathering  and 
sharing  personal  information  has  become  a  way  of  life  for  business  ana  government. 
People  have  kept  track  of  each  other  for  millennia,  of  course.  But  vast,  accessible 
computerized  databases  have  made  personal  data  easily  available  to  anyone  for  a 
modest  price.  -,■       ■ 

Home  addresses  and  phone  numbers;  marital,  salary,  and  employment  histories; 
social  security  numbers,  buying  habits,  corporate  affiliations;  names,  addresses  and 
income  estimates  of  neighbors  or  relatives;  vehicle  and  real  estate  holdings;  civil  and 
criminal  court  records,  and  much  of  the  rest  of  the  information  trail  left  by  all  of 
us  are  now  available  from  scores  of  commercial  or  governmental  sources.  Even  le- 
gally shielded  or  diiTicult-to-obtain  data — such  as  credit,  medical,  and  phone  records, 
as  well  as  arrests  that  do  not  result  in  convictions — are  routinely  revealed  to  a  wide 
range  of  qualified  or  merely  determined  and  savvy  requesters.  These  include  private 
investigators,  the  press,  FBI  agents,  lawyers,  insurance  companies,  corporate  spies, 
and  vindictive  ex-spouses. 

From  a  personal  computer  anywhere  in  the  world,  data  can  be  gathered  from 
limitlessly  oroad  and  diverse  sources.  The  ability  to  capture,  sort,  and  analyze  that 
data  is  often  nearly  instantaneous.  The  force  of  such  tools  has  overwhelmed  the  ca- 
pacity of  laws  and  social  mores  to  protect  privacy.  New  records  kept  by  government, 
corporations,  and  employers  come  online  all  the  time.  Nearly  every  quantifiable  as- 
pect of  our  lives — and  many  a  iudgment  call — finds  its  way  into  data  banks  where 
it  is  exchanged,  sold  and  resold,  again  and  again.  Easy  access  to  such  records  has 
blurred  the  borders  of  private  life. 

TTie  new  standards  of  electronic  intrusion  upset  the  balance  between  two  dis- 
tinctly American  values:  an  open  and  accountable  society,  and  the  right  to  be  left 
alone.  In  order  to  explore  the  significance  and  impact  of  new  electronic  research 
tools,  Macworld  conducted  an  online  experiment. 
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First  we  selected  18  prominent  individuals,  including  Office  of  Management  and 
Budget  Director  Leon  Panetta;  President  Clinton's  friend,  Holljrwood  producer  Harry 
Thomason;  football  star  Joe  Montana;  and  Bank  of  America  CEO  Richard  Rosen- 
beiig.  Then  we  tried  to  find  out  everything  we  could  about  them,  with  these  restric- 
tions: We  did  not  look  for  legally  protected  data,  and  all  the  information  had  to  be 
obtained  online. 

For  this  modest  search  we  spent  a  little  over  $100  and  about  one  hour  per  subject. 
Even  so,  we  unearthed  the  essential  financial,  legal,  marital,  and  residential  his- 
tories of  most  of  our  subjects  (see  the  chart,  "Shattering  the  Illusion  of  Privacy  "). 
In  short,  we  compiled  electronic  dossiers.  As  on-line  services  become  increasingly 
interconnected,  affordable,  and  fast,  the  ability  to  build  electronic  dossiers  may  be- 
come the  hottest  privacy  issue  of  the  next  century. 

Our  online  experiment,  combined  with  the  rest  of  Macworld's  investigation,  hi^- 
lights  a  daunting  challenge:  How  can  our  society  protect  the  right  to  personal  pri- 
vacy while  preserving  the  legitimate  prerogatives  of  employers  and  the  vital  checks 
and  balances  of  an  open  society?  The  answer,  in  part,  is  that  government  must  take 
a  fresh  look  at  invasive  electronic  technologies  tnat  offer  unprecedented  opportuni- 
ties to  pry  unnecessarily  into  our  private  moments  or  private  lives.  Experience  has 
shown  that  the  wholesale  erosion  of  personal  privacy  in  the  marketplace  and  the 
workplace  will  continue  unabated  without  such  intervention. 

Senator  Simon.  Thank  you. 

If  I  may  ask  you,  Mr.  Filler,  when  we  ask  are  privacy  policies 
known  to  employees,  and  roughly  two-thirds  respond  no 

Mr.  Filler,  lliat's  correct.  Senator. 

Senator  Simon.  — as  you  view  business  practices — and  you  are  in 
the  private  sector — would  it  hurt  those  businesses  if,  when  they 
have  surveys,  they  could  let  employees  know  in  advance  that  they 
are  going  to  have  them?  What  is  your  off-the-top-of-the-head  reac- 
tion? 

Mr.  Filler.  In  my  discussions  with  employers  in  researching  this 
report,  I  noticed  that  in  the  vast  majority  of  cases,  employers  did 
not  really  object  to  having  a  stated  policy  on  privacy,  but  I  think 
the  case  is  more  that  the  technological  capabilities  that  they  have 
obtained  have  gone  faster  than  their  internal  ability  to  regulate 
those  technologies. 

Senator  Simon.  And  if  we  had  some  guidelines  and  rules  in  the 
law,  this  would  not  impede  unnecessarily  things  that  employers 
need  to  do  from  time  to  time. 

Mr.  Filler.  I  don't  think  so,  sir.  I  would  just  point  out  that  I 
think  two  of  the  major  criticisms  that  are  made  by  employers  re- 
garding the  legislation  are,  one,  that  they  feel  that  self-regulation 
would  actually  be  a  more  effective  means  of  achieving  the  same 
goals.  In  response  to  that,  I  wanted  to  point  out  that  if  indeed 
that's  the  case,  there  is  not  very  much  evidence  of  it  out  in  the  pri- 
vate sector  right  now  because  so  few  companies  have  privacy  poli- 
cies, and  of  those  privacy  policies  themselves  among  the  few  com- 
panies who  are  willing  to  release  them  to  us — and  I  might  add  that 
it  was  very  few  companies  who  were  willing  to  do  so — those  policies 
were  very  mild  and  actually  went  only  a  short  distance  along  the 
path  that  you  are  travelling  with  your  legislation. 

Of  course,  the  other  aspect  is  the  question  of  employee  productiv- 
ity. Many  employers  feel  that  it  is  essential  to  have  the  ability  to 
survey  employees  in  order  to  verify  productivity  and  to  monitor 
work  progress.  But  I  might  point  out  that  the  concerns  are  based 
on  fear  of  competition  from  countries  that  actually  have  much  more 
protective  privacy  policies  for  employees. 
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Senator  Simon.  And  under  this  legislation,  we  would  not  prohibit 
employers  from  monitoring  productivity.  We  simply  say  these  are 
the  rules  you  have  to  follow  as  you  monitor  productivity. 

And  isn't  it  also  true  that  there  are  studies  that  show  that  em- 
ployees who  are  satisfied  are  more  productive  employees,  and  there 
is  an  element  of  dissatisfaction  and  unhappiness,  as  Mr.  Ettienne 
has  indicated,  when  employees  discover  that  they  have  been  mon- 
itored without  their  knowledge? 

Mr.  Filler.  Yes,  sir,  and  as  a  matter  of  fact,  there  has  been  some 
fairly  good  research  recently  done  on  this  subject  that  has  identi- 
fied excessive  monitoring  to  be  connected  with  undue  stress  in  the 
workplace,  which  of  course  leads  to  both  low  morale  and  reduced 
productivity.  And  I  think  many  enlightened  employers  understand 

that. 

As  a  matter  of  fact,  one  of  the  findings  of  our  survey  was  that 
about  a  third  of  all  employers  believe  that  electronic  monitoring  is 
never  an  acceptable  management  practice,  and  I  think  that  speaks 
strongly  toward  the  enlightened  perspective  that  employees  are  ac- 
tually not  seeking  to  be  dishonest  or  otherwise  sloughing  off  on  the 

job. 

Senator  Simon.  Mr.  Ettienne,  under  this  legislation,  the  video 
camera  that  was  in  your  locker  room  and  took  pictures  of  employ- 
ees dressing  and  undressing  and  so  forth  would  be  prohibited.  If 
you  prohibited  that  for  the  Sheraton  Hotel  where  you  work,  would 
that  in  any  way  do  harm  to  the  Sheraton  Hotel?  Do  you  under- 
stand my  question? 

Mr.  Ettienne.  Can  you  repeat  that  again  for  me,  please? 

Senator  Simon  Under  this  proposal  that  we  have  right  now,  the 
Sheraton  Hotel  could  not  take  the  kind  of  video  that  you  viewed; 
they  would  be  prohibited  from  taking  videos  in  a  bathroom  or  in 
a  dressing  room. 

Do  you  feel  that  if  we  were  to  make  this  the  law,  that  would  hurt 
the  Sneraton  Hotel? 

Mr.  Ettienne.  The  Sheraton  Hotel  is  wrong;  it  should  be  illegal. 
When  you  work  someplace,  the  reason  they  give  you  that  30- 
minute  break  or  45-minute  break  is  to  have  somewhere  that  you 
can  rest  and  mentally  be  free.  So  what  they  did  to  us  is  really 
wrong,  and  that  is  why  all  the  workers  at  Sheraton  are  very  upset, 
because  Sheraton  has  taken  something  away  from  them. 

So  I  believe  they  are  wrong,  and  the  reason  that  we  have  come 
forward  is  in  order  to  send  a  clear  message  to  the  American  people 
so  that  they  can  see  that  at  Sheraton,  they  don't  respect  workers' 
privacy. 

Senator  SiMON.  And  under  this  legislation,  if  law  enforcement  of- 
ficials felt  someone  was  exchanging  drugs  in  a  bathroom,  then  law 
enforcement  officials,  with  court  approval,  could  monitor,  but  other- 
wise you  can't  take  pictures  in  bathrooms  and  dressing  rooms. 
Would  that  be  a  good  thing? 

Mr.  Ettienne.  I  believe  that  is  why  they  have  security  working 
at  the  hotel,  so  that  if  they  know  someone  is  dealing  drugs  in  the 
hotel,  what  they  are  supposed  to  do  is  send  the  security  officials 
to  the  locker  room  in  order  to  catch  the  person  who  is  doing  that. 
When  they  put  the  hidden  cameras,  and  did  not  tell  us,  we  believe 
that  should  be  illegal.  They  did  not  tell  anybody,  even  the  union 
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president,  about  it.  So  they  know  that  they  have  taken  something 
away  from  us,  which  is  our  privacy.  They  are  supposed  to  have  the 
security  who  work  at  that  place  check  often  in  order  to  see  who  is 
deahng  the  drugs,  because  not  everybody  is  deahng  drugs  at  the 
Sheraton — also,  I  have  never  heard  of  anybodv  dealing  drugs  there. 

Senator  Simon.  All  right.  We  thank  you  both. 

Mr.  Filler,  I  would  be  interested  in  receiving  copies  of  any  arti- 
cles you  have  written  in  this  field,  because  I  think  you  are  onto 
something  that  is  really  very  basic  in  our  society. 

We  thank  you  both  very  much  for  your  testimony. 

Mr.  Filler.  Thank  you.  Senator  Simon. 

Mr.  Ettienne.  Thank  you,  sir. 

Senator  Simon.  Our  next  witnesses  are  Lewis  Maltby,  director  of 
the  National  Task  Force  on  Civil  Liberties  in  the  Workplace  of  the 
American  Civil  Liberties  Union;  Barbara  Easterling,  secretary- 
treasurer  of  the  Communications  Workers  of  America,  and 
Gwendylon  Johnson,  a  member  of  the  board  of  directors  of  the 
American  Nurses  Association. 

Unless  you  have  any  other  personal  preferences,  we'll  start  with 
you,  Ms.  Johnson. 

STATEMENTS  OF  GWENDYLON  JOHNSON,  BOARD  OF  DIREC- 
TORS, AMERICAN  NURSES  ASSOCIATION,  WASHINGTON,  DC; 
BARBARA  J.  EASTERLING,  SECRETARY-TREASURER,  COM- 
MUNICATIONS WORKERS  OF  AMERICA,  WASHINGTON,  DC, 
AND  LEWIS  L.  MALTBY,  DIRECTOR,  NATIONAL  TASK  FORCE 
ON  CIVIL  LIBERTIES  IN  THE  WORKPLACE,  AMERICAN  CI\TL 
LIBERTIES  UNION,  NEW  YORK,  NY 

Ms.  Johnson.  Thank  you.  Senator.  Good  morning. 

I  am  Gwendylon  Johnson,  former  president  of  the  DC.  Nurses 
Association  and  member  of  the  board  of  directors  of  the  American 
Nurses  Association.  I  appreciate  the  opportunity  to  testify  today 
representing  American  Nurses  Association  and  its  53  State  and 
Territorial  nurses  associations,  on  behalf  of  the  Nation's  2  million 
registered  nurses. 

ANA  supports  passage  of  S.  984,  the  Privacy  for  Workers  and 
Consumers  Act,  with  its  emphasis  on  providing  protections  against 
electronic  monitoring.  The  bill  addresses  three  factors  of  particular 
concern  to  nurses:  the  intrusive  and  basic  nature  of  electronic  mon- 
itoring; the  growth  in  technology  which  will  continue  to  make  new 
forms  of  monitoring  available,  and  the  added  stress  to  employees 
who  are  subjected  to  electronic  monitoring. 

Finally,  as  consumers  of  services  which  could  be  monitored,  and 
as  patient  advocates,  we  support  the  provisions  of  the  bill  which 
are  designed  to  protect  the  privacy  of  consumers. 

From  childhood,  most  of  us  are  taught  the  basic  tenets  of  respect 
for  the  privacy  of  others.  We  learn  not  to  listen  at  closed  doors,  and 
to  immediately  put  down  a  telephone  if  we  pick  it  up  and  hear 
voices.  We  learn  that  eavesdropping  is  wrong.  We  certainly  learn 
not  to  peek  through  other  people's  curtains  or  observe  our  friends 
through  cracked  doors.  Yet  the  sophisticated  technology  and  work- 
place production  demands  have  made  such  practices  com.monplace, 
even  acceptable,  in  too  many  workplaces  across  the  country. 
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In  recent  years,  we  have  seen  troubling  examples  of  electronic 
monitoring  which  unnecessarily  invades  the  privacy  of  nurses.  This 
committee  is  aware  of  the  case  of  nurses  at  a  hospital  in  Maryland 
who  discovered  a  hidden  video  camera  in  their  dressing  room, 
broadcasting  their  activities  to  an  in-house  cable  channel. 

This  is  unfortunately  not  an  isolated  incident.  Nurses  at  other  fa- 
cilities have  found  video  cameras  in  their  locker  rooms.  No  doubt 
many  other  monitoring  devices  have  gone  undetected.  This  practice 
is  discriminatory,  invades  privacy,  raises  sexual  harassment  con- 
cerns and  is  clearly  unacceptable. 

We  fully  support  the  provision  that  S.  984,  which  would  prohibit 
the  monitoring  of  locker  rooms,  bathrooms  or  dressing  rooms.  We 
do  not  believe  such  a  blatantly  intrusive  practice  should  be  legal. 

ANA  believes  that  workplace  privacy  issues  must  be  vigilantly 
monitored.  To  many  times,  employees  and  enforcement  officials  at- 
tempt to  use  medical  testing  or  technology  to  address  criminal, 
safety  and  compliance  activities  related  to  employee  behavior. 

Employers  have  a  responsibility  to  provide  employees  adequate 
orientation  to  their  jobs,  education  and  retraining  to  maintain  com- 
petency and  appropriate  supervision  and  evaluation.  In  addition, 
inappropriate  oehavior  should  be  properly  documented  and  ad- 
dressed according  to  relevant  employee/employer  procedures. 

It  is  imperative  that  Federal  law  protect  workers'  rights  to  pri- 
vacy. Currently,  protection  for  an  individual's  right  to  privacy  is 
unevenly  reflected  in  our  laws,  and  sadly  absent  from  laws  govern- 
ing workplace  policies  and  practices.  Senator  Simon's  floor  state- 
ment upon  introduction  of  S.  984  cites  a  troubling  irony.  The  Fed- 
eral Bureau  of  Investigation  cannot  wiretap  a  phone  conversation 
to  protect  the  national  security  without  a  court  order.  Yet  employ- 
ers are  permitted  to  listen  to  the  conversations  of  their  employees 
at  will. 

We  believe  that  S.  984  strikes  a  critical  balance  in  recognizing 
the  employer's  need  for  data  and  systems  to  improve  productivity 
and  a  worker's  right  to  privacy  and  dignity.  We  believe  it  gives  em- 
ployers the  latitude  needed  to  manage  workplace  concerns  while 
protecting  workers. 

Our  Nation  has  witnessed  a  tremendous  growth  in  technology. 
Nurses  provide  24-hour  health  care  in  a  wide  range  of  settings  and 
see  daily  incredible  advances  in  health  care  technology.  We  use 
equipment  that  did  not  exist  when  we  were  in  nursing  school.  We 
work  with  machines  which  were  unimaginable  a  few  short  years 
ago.  We  can  only  begin  to  imagine  what  technology  will  bring  to- 
morrow. These  Orwellian  technological  advances  have  given  rise  to 
the  need  for  regulations  and  systems  to  protect  the  health  and 
safety  of  health  care  workers. 

Likewise,  the  ability  of  employers  to  monitor  the  workplace 
through  electronic  means  will  continue  to  increase  with  techno- 
logical advances  and  computerization.  Already,  the  ability  of  em- 
ployers to  monitor  productivity  through  computers  has  raised  seri- 
ous concerns  in  some  work  environments. 

As  information  systems  are  adapted  more  widely  into  clinical 
nursing  practice,  the  temptation  to  use  them  for  employee  monitor- 
ing will  also  spread.  Will  we  soon  measure  the  productivity  of 
nurses  through  computerized  measurements  of  time  spent  at  the 


69-804  0-93-2 


14 

bedside?  Who  among  us  wants  our  time  with  a  health  care  provider 
doled  out  in  computer-measured  increments? 

ANA  supports  progpress  and  technological  advancement.  We  also 
support  a  workplace  which  protects  the  health,  safety  and  privacy 
of  nurses  and  other  workers.  Rapid  technological  advances  make  it 
increasingly  important  to  ensure  that  the  ability  to  monitor  is  not 
abused. 

We  are  very  troubled  by  the  link  between  electronic  monitoring 
and  increased  stress.  ANA  has  long  been  concerned  with  the  high 
level  of  stress  associated  with  nursing.  The  National  Institute  for 
Occupational  Safety  and  Health  has  lound  a  high  level  of  occupa- 
tional stress  among  nurses  and  other  hospital  workers.  Hospital 
work  requires  coping  with  some  of  the  most  stressful  situations 
found  anywhere. 

Hospital  workers  must  deal  with  life-threatening  injuries  and  ill- 
nesses, and  all  of  this  is  complicated  by  overwork,  understaffing, 
tight  schedules,  paperwork,  and  intricate  or  malfunctioning  equip- 
ment, complex  hierarchies  of  authority  and  skills,  dependent  and 
demanding  patients,  and  patient  deaths.  All  of  these  contribute  to 
stress. 

Senator  Simon.  If  you  could  conclude  your  statement,  please. 

Ms.  Johnson.  Yes.  ANA  fully  supports  the  provisions  which  re- 
quire that  consumers  be  notified  that  they  are  being  electronically 
monitored.  Nurses  are  first  and  foremost  patient  advocates,  gov- 
erned by  a  code  of  ethics  which  includes  respect  for  confidentiality. 
We  believe  that  consumers  have  a  right  to  know  which  conversa- 
tions are  private. 

We  appreciate  this  opportunity  to  share  our  views  on  electronic 
monitoring.  We  look  forward  to  working  with  you  to  develop  poli- 
cies to  strike  a  balance  between  employers'  need  to  know  and  the 
workers'  need  for  dignity  and  privacy.  We  think  S.  984  is  a  critical 
step  in  the  right  direction. 

'Thank  you. 

[The  prepared  statement  of  Ms.  Johnson  follows:] 

Prepared  Statement  of  Gwendylon  Johnson,  RN 

Good  morning,  I  am  Gwendylon  Johnson,  former  president  of  the  DC  Nurses  As- 
sociation, and  member  of  the  board  of  directors  of  the  American  Nurses  Association. 
I  appreciate  the  opportunity  to  testify  today  representing  the  American  Nurses  As- 
soaation  (ANA)  and  its  53  State  and  territorial  nurses  associations,  on  behalf  of  the 
Nation's  two  million  registered  nurses.  ANA  is  both  the  largest  professional  organi- 
zation of  registered  nurses  and  a  labor  organization,  representing  nurses  for  collec- 
tive bargaimng  purposes  through  State  Nurses  Associations.  We  commend  the  com- 
mittee for  holding  hearings  on  workplace  privacy  and  applaud  Senator  Simon's  long 
conunitment  to  protecting  the  rights  of  our  nation's  workers. 

ANA  supports  passage  of  S.  984,  the  Privacy  for  Workers  and  Consumers  Act  with 
its  emphasis  on  providing  protections  against  electronic  monitoring.  The  bill  ad- 
dresses three  factors  of  particulair  concern  to  nurses:  1)  the  intrusive,  invasive  na- 
ture of  electronic  monitoring;  2)  the  crowth  in  technology  which  will  continue  to 
make  new  forms  of  monitoring  available;  and  3)  the  added  stress  to  employees  who 
are  subjected  to  electronic  monitoring.  Finally;  as  consumers  of  services  which  could 
be  momtored  and  as  patient  advocates,  we  support  the  provisions  of  the  bill  which 
are  designed  to  protect  the  privacy  of  consumers. 

INVASION  OF  PRIVACY 

From  childhood  most  of  us  are  taught  the  basic  tenets  of  respect  for  the  privacy 
of  others.  We  learn  not  to  listen  at  closed  doors,  and  to  immediately  put  down  a 
telephone  if  we  pick  it  up  and  hear  voices.  We  learn  that  eavesdropping  is  wrong. 
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We  certainly  learn  not  to  peek  through  other  peoples'  curtains  or  observe  our  friends 
through  cracked  doors.  Yet  sophisticated  technology  and  workplace  production  de- 
mands have  made  such  practices  commonplace,  even  acceptable,  in  too  many  work- 
places across  the  country. 

In  recent  years  we  have  seen  troubling  examples  of  electronic  monitoring  which 
unnecessarily  invades  the  privacy  of  nurses.  This  committee  is  aware  of  the  case  of 
nurses  at  a  hospital  in  Maryland  who  discovered  a  hidden  video  camera  in  their 
dressing  room — broadcasting  their  activities  to  an  inhouse  cable  channel. 

This  IS  unfortunately  not  an  isolated  incident.  Nurses  at  other  facilities  have 
found  video  cameras  in  their  locker  rooms.  Nurses  in  Virginia  are  considering  legal 
action  in  a  similar  case.  No  doubt  many  other  monitoring  devices  have  gone  unde- 
tected. Althou^,  the  employers  defended  their  actions,  citing  concerns  about  illegal 
behavior,  sudi  intrusions  are  unwarranted. 

This  practice  is  discriminatory,  invades  privacy,  raises  sexual  harassment  con- 
cerns and  is  clearly  unacceptable. 

We  fully  support  the  provision  in  S.  984  which  would  prohibit  the  monitoring  of 
lodcer  rooms,  oathrooms  or  dressing  rooms.  We  do  not  believe  such  a  blatantly  in- 
trusive practice  rfiould  be  legal.  ANA  believes  that  workplace  privacy  issues  must 
be  vigilantly  monitored.  Too  many  times  employees  and  enforcement  officials  at- 
tempt to  use  medical  testing  or  technology  to  address  criminal,  safety  and  compli- 
ance activities  related  to  employee  behavior. 

ANA  has  opposed  the  use  of  truth  testing  in  long  term  care  and  child  care  settings 
proposed  previously  in  Congress.  ANA  submitted  extensive  comments  on  the  use  of 
truth  testing  as  regulated  by  the  Department  of  Labor  for  employees  involved  in  the 
manufacture  and  distribution  of  pharmaceutical  agents.  As  we  stated  in  those  in- 
stances the  use  of  technology  should  not  be  used  as  a  substitute  for  long  established 
management  principles. 

Employers  have  a  responsibility  to  provide  employees  adequate  orientation  to 
their  jobs,  education  and  retraining  to  maintain  competency  and  appropriate  super- 
vision and  evaluation.  In  addition,  inappropriate  behavior  should  be  properly  docu- 
mented and  addressed  according  to  relevant  employee/emoloyer  procedures. 

ANA  firmly  believes  that  employers  have  a  responsibility  to  provide  appropriate 
notice  to  employees  regarding  workplace  environment.  This  notice  should  include  in- 
formation on  electronic  monitoring  policies  expectations  and  policies.  Without  sudi 
notice  employees  cannot  be  viewed  as  accepting  employment  with  informed  consent. 

It  is  imperative  that  federal  law  protect  workers'  rights  to  privacy.  Currently,  pro- 
tection for  an  individual's  right  to  privacy  is  unevenly  reflected  in  our  laws,  and 
sadly  absent  from  laws  governing  workplace  policies  and  practices.  Senator  Simon's 
floor  statement  upon  introduction  of  S.  984  cites  a  troubling  irony.  The  Federal  Bu- 
reau of  Investigation  cannot  wiretap  a  phone  conversation  to  protect  the  national 
security  without  a  court  order,  yet  employers  are  permitted  to  listen  to  the  conversa- 
tions 01  their  employees  at  will. 

We  believe  that  S.  984  strikes  a  critical  balance  in  recognizing  the  employer's 
need  for  data  and  systems  to  improve  productivity  and  a  worker's  rights  to  privacy 
and  dignity.  The  bill  would  not  completely  prohibit  electronic  monitoring.  However, 
it  protects  workers  by  requiring  employers  to  post  a  notice  advising  employees  that 
they  may  be  electronically  monitored  and  to  provide  written  notice  describing  the 
forms  of  monitoring  to  be  used,  the  data  to  be  collected  and  similar  information. 

We  believe  these  provisions  give  employers  the  latitude  needed  to  manage  work- 
place concerns  while  protecting  workers. 

TECHNOLOGICAL  GROWTH 

Our  Nation  has  witnessed  a  tremendous  growth  in  technology.  Nurses  provide  24 
hour  heallii  care  in  a  wide  range  of  settings  and  see  daUy  incredible  advances  in 
health  care  technology.  We  use  equipment  that  did  not  exist  when  we  were  in  nurs- 
ing school.  We  work  with  machines  which  were  unimaginable  a  few  short  years  ago. 
We  can  only  begin  to  imagine  what  technology  will  bring  tomorrow.  These  Orwellian 
technological  advances  have  given  rise  to  the  need  for  regulations  and  systems  to 
protect  the  health  and  safety  of  health  care  workers. 

Likewise,  the  ability  of  employers  to  monitor  the  workplace  through  electronic 
means  will  continue  to  increase  with  technological  advances  and  computerization — 
in  ways  we  can  only  imagine.  Already,  the  abUity  of  employers  to  monitor  productiv- 
ity through  computers  has  raised  serious  concerns  in  some  work  environments. 

As  information  systems  are  adapted  more  widely  into  clinical  nursing  practice,  the 
temptation  to  use  them  for  employee  monitoring  will  also  spread.  Will  we  soon 
measure  the  productivity  of  nurses  through  computerized  measurements  of  time 
spent  at  the  bedside?  Wno  among  us  wants  our  time  with  a  health  care  provider 
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doled  out  in  computer  measured  increments?  Unfortunately,  consumers  already 
complain  about  poor  bedside  manner  and  insufficient  time  with  their  primary  pro- 
viders. Patient  contact  quotas  have  resulted  in  a  conveyor  belt  like  provision  of  care 
in  some  facilities. 
ANA  supports  progress  and  technological  advancement.  We  also  support  a  work- 

6 lace  which  protects  the  health,  safety,  and  privacy  of  nurses  and  other  workers. 
,apid  technological  advances  make  it  increasing  important  to  ensure  that  the  abil- 
ity to  monitor  is  not  abused. 

n  hospital  care  there  are  many  examples  of  electronic  monitoring  which  are  pro- 
ductive. For  example,  monitoring  in  emergency  areas  and  critical  care  units  can 
greatly  enhance  patient  care  and  safety.  We  obviously  support  such  uses  of  elec- 
tronic monitoring.  Our  concern  lies  onl^  with  that  which  is  invasive. 

S.  984  maintams  a  balance,  protectmg  the  rights  of  workers,  and  acknowledging 
the  demand  for  and  advantages  of  technological  advancement. 

ELECTRONIC  MONITORING  AND  STRESS 

We  are  very  troubled  by  the  link  between  electronic  monitoring  and  increased 
stress.  ANA  has  long  been  concerned  with  the  high  level  of  stress  associated  with 
nursing.  The  National  Institute  for  Occupational  Safety  and  Health  (NIOSH)  has 
found  a  hi^  level  of  occupational  stress  among  nurses  and  other  hospital  workers. 
Hospital  work  requires  coping  with  some  of  the  most  stressful  situations  found  in 
any  workplace. 

m  its  1988  publication,  Guidelines  for  Protecting  the  Health  and  Safety  of  Health 
Care  Workers,  NIOSH  states:  "Hospital  workers  must  deal  with  life-threatening  in- 
juries and  illnesses  complicated  by  overwork,  understafling,  tight  schedules,  paper- 
work, intricate  or  malfunctioning  equipment,  complex  hierarchies  of  authority  and 
skills,  dependent  and  demanding  patients,  and  patient  deaths;  all  of  these  contrib- 
ute to  stress." 

For  nurses,  who  sire  working  daily  under  the  pressure  of  providing  care  in  life  and 
death  situations,  the  added  stress  of  wondering  who  is  watching  them  change 
clothes,  or  similar  invasions  of  privacy  and  is  unnecessarily  burdensome.  We  believe 
that  those  practices  should  be  ulegal. 

PROTECTIONS  FOR  CONSUMERS 

ANA  fully  supports  the  provisions  which  require  that  consumers  be  notified  that 
they  are  being  electronically  monitored.  Nurses  are  aware  of  the  range  of  health 
care  information  which  could  be  divulged  in  a  phone  conversation.  Nurses  in  insur- 
ance oflices  and  other  settings  where  there  may  be  phone  monitoring  must  know 
if  they  are  being  monitored  and  should  be  able  to  advise  their  patients  and  clients. 

Nurses  are  first  and  foremost  patient  advocates,  governed  by  a  code  of  ethics 
which  includes  respect  for  confidentiality.  We  know  that  the  consequences,  for  con- 
sumers, of  misuse  of  information  could  range  from  embarrassment  to  discrimination. 

Senator  Simon  cites  an  example  of  a  caller  discussing  a  sensitive  health  care 
issue,  such  as  an  AIDS  insurance  claim.  Given  the  widespread  discrimination 
against  people  with  AIDS  and  the  complexities  of  the  illness,  the  conversation  might 
be  veiy  different  if  the  consumer  is  aware  the  call  is  being  monitored.  The  same 
is  true  of  discussions  of  other  health  conditions — even  though  they  may  be  less  dev- 
astating. 

ANA  t>elieves  that  consumers  should  have  the  right  to  choose  the  information  they 
will  divulge  in  conversations  in  such  situations.  They  have  a  right  to  know  which 
conversations  are  truly  private.  We  all  have  a  right  to  know  that  our  conversations 
are  not  listened  to  secretly. 

CONCLUSION 

The  American  Nurses  Association,  appreciates  this  opportunity  to  share  our  views 
on  electronic  monitoring.  We  look  forward  to  working  with  Senator  Simon  and  other 
members  of  this  committee  as  we  strive  to  strike  a  balance  between  employers'  need 
to  know  and  workers'  need  for  dignity  and  privacy.  We  believe  S.  984  is  a  critical 
step  in  the  right  direction.  Thank  you. 

Senator  Simon.  Thank  you  for  an  excellent  statement. 

Barbara  Easterling,  no  stranger  to  this  committee. 

Ms.  Easterling.  Good  morning,  Senator.  I  am  Barbara 
Easterling,  secretary-treasurer  of  the  Communications  Workers  of 
America. 
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In  recent  vears,  employers  have  dramatically  expanded  their  use 
of  concealea  electronic  surveillance.  It  has  oeen  estimated  that 
each  work  day,  20  million  wage  earners  are  subjected  to  secret 
electronic  monitoring  at  job  sites  across  America.  Supervisors  spy 
annually  on  hundreds  of  millions  of  telephone  calls  between  work- 
ers ana  the  public.  A  stress  epidemic  exists  at  many  American 
workplaces  due  in  part  to  the  marked  increase  in  the  use  of  elec- 
tronic monitoring. 

Thousands  of  service  workers  are  strimg  out,  bugged,  and  coming 
unplu^ed. 

Mr.  Chairman,  a  study  issued  2  years  ago  by  the  University  of 
Wisconsin  and  CWA  contains  striking  evidence  that  workers  em- 
ployed by  the  American  Telephone  and  Telegraph  Company  and 
the  seven  regional  Bell  operating  companies  in  jobs  that  were  mon- 
itored electronically  experienced  higher  levels  of  psychological 
stress  and  more  physical  problems  than  did  workers  employed  by 
those  eight  companies  in  jobs  that  were  not  monitored. 

With  regard  to  stress,  me  study  revealed  that  monitored  workers 
suffered  more  depression,  higher  levels  of  extreme  anxiety,  and 
more  severe  fatigue  than  did  nonmonitored  workers  employed  by 
the  same  companies. 

Looking  at  physical  health,  one  of  the  most  disturbing  findings 
of  the  study  is  that  telephone  workers  who  were  electronically  mon- 
itored were  more  than  twice  as  likely  to  be  plagued  by  wrist  pain 
as  were  nonmonitored  workers.  Of  special  concern,  a  recent  report 
disclosed  that  workplace  stress  costs  employers  $200  billion  a  year. 
This  is  an  enormous  financial  burden  that  the  United  States  can- 
not afford  if  it  is  to  compete  successfully  in  the  global  marketplace. 

Ironically,  the  stress  that  is  derived  from  electronic  monitoring 
may  diminish  the  productivity  that  such  surveillance  is  intended  to 
enhance.  Employers  claim  that  secret  electronic  surveillance  is  nec- 
essary to  ensure  quality  of  service,  but  evidence  demonstrates  that 
the  absence  of  concealed  electronic  surveillance  may  actually  im- 
prove the  quality  of  service. 

Twelve  years  ago,  legislation  prohibiting  secret  telephone  mon- 
itoring was  signed  into  law  in  West  Virginia  by  then  Governor  Jay 
Rockefeller.  Despite  the  absence  of  sucn  surveillance,  the  Chesa- 
peake and  Potomac  Telephone  Company  of  West  Virginia  ranked 
first  in  America  among  Bell  System  companies  in  six  of  12  cus- 
tomer satisfaction  categories.  The  West  Virginia  law  was  over- 
turned during  the  tenure  of  the  successor  to  Governor  Rockefeller, 
and  this  occurred  in  part  because,  at  a  time  when  West  Virginia 
was  enduring  a  severe  recession,  and  its  unemployment  rate  was 
then  amongst  the  highest  in  the  Nation,  AT&T  threatened  not  to 
locate  a  major  manuiacturing  facility  in  that  State  unless  the  mon- 
itoring law  was  changed. 

As  Ms.  Johnson  has  said,  it  is  disturbing  irony  that  the  Federal 
Bureau  of  Investigation  is  required  by  law  to  obtain  a  court  order 
to  wiretap  a  telephone,  even  in  cases  that  pose  a  threat  to  our  na- 
tional security,  but  that  employers  are  permitted  to  spy  at  will  on 
their  own  personnel  and  on  the  public  through  electronic  eaves- 
dropping on  their  telephone  calls. 

In  order  to  stop  the  invasion  of  privacy,  erosion  of  dignity,  and 
expansion  of  stress-related  illness  caused  by  secret  electronic  mon- 
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itoring,  CWA  supports  the  enactment  of  the  Privacy  for  Consumers 
and  Workers  Act,  S.  984,  which  you  have  introduced.  The  legisla- 
tion would  provide  wage  earners  with  the  right  to  know  when  and 
under  what  conditions  monitoring  will  take  place.  Under  the  bill, 
an  employer's  use  of  electronic  monitoring  would  diminish  as  an 
employee's  period  of  service  with  the  employer  increases. 

But  even  under  this  bill,  no  matter  how  long  a  worker  had  per- 
formed his  or  her  duties  in  an  exemplary  manner,  the  employer 
would  always  retain  the  right  to  use  secret  electronic  monitoring 
should  management  suspect  that  the  worker  was  engaged  in  con- 
duct which  violated  criminal  or  civil  law,  or  which  constituted  will- 
ful gross  misconduct.  The  legislation  would  prohibit  the  abuse  of 
secret  electronic  monitoring  by  employers,  but  it  would  not  stop  the 
legitimate  use  of  secret  electronic  monitoring  by  them. 

Mr.  Chairman,  approval  of  the  Privacy  for  Consumers  and  Work- 
ers Act  would  permit  workers  to  earn  their  living  without  being 
subjugated  to  the  environment  of  an  electronic  sweatshop.  Equally 
significant,  enactment  of  the  legislation  would  strengthen  the  right 
to  privacy  at  a  time  when  the  growing  use  of  surveillance  tech- 
nologies at  the  workplace  has  endangered  this  most  fundamental 
of  American  values. 

Thank  you. 

[The  prepared  statement  of  Ms.  Easterling  follows:] 

Prepared  Statement  of  Barbara  J.  Easterling 

The  Communications  Woriiera  of  America  (CWA)  appreciates  the  opportunity  to 
provide  testimony  in  support  of  legislation  that  would  restrict  secret  electronic  mon- 
itoring in  the  workplace.  ,  ,       ,  . 

By  way  of  background,  CWA  represents  more  than  600,000  workers  employed  m 
the  telecommunications,  printing,  publishing  and  broadcasting  industries,  as  well  as 
in  the  health  care  field  and  in  State  and  local  government. 

Secret  electronic  monitoring  is  the  merciless  whip  that  drives  the  rapid  pace  for 
workers  in  the  service  sector  of  the  economy.  i  j    i 

In  recent  years,  employers  have  dramatically  expanded  their  use  of  concealed  elec- 
tronic surveillance.  It  has  been  estimated  that  each  workday  20  million  wage  earn- 
ers are  subjected  to  secret  electronic  monitoring  at  iobsites  across  America.  Super- 
visors spy  annually  on  hundreds  of  millions  of  telephone  calls  between  workers  and 
the  public  businesses  covertly  count  the  number  of  keystrokes  employees  produce 
each  minute  on  video  display  terminals.  Management  stealthily  photographs  work- 
ers who  are  honorably  carrying  out  their  duties  at  offices  and  plants. 

A  stress  epidemic  exists  at  many  American  workplaces  due,  in  part,  to  the 
mariced  increase  in  the  use  of  electronic  monitoring.  i         ji 

Thousands  of  service  workers  are  strung  out,  bugged  and  coming  unplugged! 
Unremitting  job  pressure  derived  from  electronic  surveillance  has  corroded  their  em- 
ployment environment.  •  j      xv 

To  illustrate  the  abusive  nature  of  secret  electronic  momtonng,  consider  these 

true  labor  relations  cases.  xi.      4.       j     -^u 

—A  young  woman  employed  as  a  travel  reservation  agent  was  threatened  with 
discipline  for  not  achieving  the  office  productivity  standard.  She  explained  that  she 
had  been  trying  to  cope  with  morning  sickness  (her  first  pregnancy)  and  the  sudden 
death  of  her  mother.  These  reasons  were  not  acceptable  to  management. 

—A  middle-age  man  whose  worit  was  subject  to  telephone  service  observation  was 
admitted  to  a  hospital  after  taking  a  drug  overdose.  He  said  that  he  needed  one 
more  "upper"  to  face  the'  start  of  another  day.  ,  .     j  .u  * 

—A  computer  operator  discovered  several  months  after  she  was  hired  that  a  com- 
puter was  keeping  track  of  her  workday  activities,  including  her  time  in  the  bath- 
room. The  employee  was  not  'notified  before  she  was  hired  that  her  employer  mon- 
itored the  workforce  in  this  insidious  way. 

—A  travel  reservationist  spoke  with  a  co-worker  between  calls  on  a  matt«r  that 
had  no  bearing  on  her  capacity  to  perform  her  job  duties.  The  reservatiomst  was 
unaware  that  the  headset  she  wore  contained  a  hidden  device  which  commumcated 
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her  comments  to  a  supervisor.  She  was  punished  for  the  content  of  her  private  con- 
versation. 

— ^A  newspaper  kept  a  secret  record  of  every  time  that  the  telephone  number  of 
the  union  at  represented  its  workers  was  dialed  and  from  what  extension. 

— ^Nurses  in  a  hospital  discovered  that  management  had  installed  a  concealed 
camera  in  their  locker  room.  The  camera  was  monitored  by  male  security  guards 
who  watched  the  nurses  change  clothes  into  their  hospital  uniforms  and  later 
change  back  to  their  non-work  attire.  The  nurses  were  kept  in  the  dark  about  this 
"peeping  Tom"  invasion  of  their  privacy. 

— During  contract  negotiations  in  Cleveland,  Ohio  between  the  United  Auto  Work- 
ers and  NCdland  Steel  Products,  members'  of  the  union's  bargaining  committee  be- 
came aware  that  the  company  was  using  a  video  camera  to  spy  on  the  workers  as 
they  planned  strategy  to  discuss  wages  and  working  practices. 

these  and  many  other  examples  demonstrate  that  electronic  monitoring  is  an  in- 
human system  based  on  lack  of  trust. 

From  a  related  standpoint,  concealed  electronic  surveillance  has  even  invaded  the 
oflices  of  leaders  of  the  Federal  Government.  The  Washington  Post  reported  last  No- 
vember that  former  Secretary  of  State  James  A.  Baker  III  avoided  having  his  tele- 
phone calls  placed  through  the  Operations  Center  at  the  State  Department  because 
the  Operations  Center  made  a  standard  practice  of  eavesdropping  illegally  on  the 
telephone  conversations  of  Department  officials. 

When  he  became  secretary  of  State  in  1989,  Mr.  Baker  said,  "No  way  am  I  going 
to  have  my  phone  conversations  routrnelv  monitored,"  according  to  one  source  close 
to  Baker,  the  Post  recounted.  Mr.  Baker^  emphatic  statement  reflects  the  desire  of 
thousands  of  workers  whose  telephone  conversations  have  been  subject  to  secret  sur- 
veillance. 

The  effort  to  monitor  the  telephone  calls  of  the  former  Secretary  of  State — who 
was,  perhaps,  the  closest  political  advisor  of  President  Bush — underscores  the  need 
for  Congress  to  take  action  to  restrain  this  abusive  practice. 

ELECTRONIC  MONITORING  AND  WORKERS'  HEALTH 

Management's  use  of  electronic  surveillance  is  taking  a  devastating  toll  on  the  oc- 
cupational safety  and  health  of  wage  earners  in  the  form  of  hei^tened  psychological 
stress  and  increased  physical  strain. 

A  study  issued  2  years  ago  by  the  University  of  Wisconsin  and  CWA  contains 
striking  evidence  that  electronic  monitoring  of  telephone  workers  has,  at  a  mini- 
mum, the  potential  to  influence  conditions  that  produce  ill  health. 

The  stuay  revealed  that  workers  employed  by  the  American  Telephone  and  Tele- 
graph Company  (AT&T)  and  the  seven  regional  Bell  operating  companies  in  jobs 
ttiat  were  monitored  electronically  experienced  higher  levels  of  psychological  and 
physical  problems  than  did  woriiers  employed  by  those  eight  companies  in  jobs  that 
were  not  monitored  electronically. 

The  research  is  significant  because  it  is  the  first  major  investigation  into  the  rela- 
tionship between  health  symptoms  and  telephone  workers  who  are  monitored  elec- 
tronically. 

With  regard  to  stress,  the  University  of  Wisconsin  study  disclosed  that  monitored 
workers  at  AT&T  and  the  seven  regional  Bell  operating  companies  suffered  more 
depression,  higher  levels  of  extreme  anxiety  and  more  severe  fatigue  or  exhaustion 
than  did  nonmonitored  workers  employed  by  the  same  companies. 

Specifically,  81  percent  of  monitored  workers  who  were  surveyed  complained  of 
depression  as  compared  with  69  percent  of  workers  who  were  not  monitored.  Stmi- 
lariy,  72  percent  of  monitored  workers  stated  that  they  endured  extreme  anxiety  as 
contrasted  with  57  percent  of  telephone  woricers  who  were  not  monitored.  Also,  79 
percent  of  monitorea  wage  earners  reported  problems  with  severe  fatigue  or  exhaus- 
tion as  compared  with  63  percent  of  nonmonitored  wage  earners. 

Looking  at  physical  health,  51  percent  of  monitored  employees  at  AT&T  and  the 
seven  regional  Bell  operating  companies  declared  that  they  were  plagued  by  sore 
wrists.  Triis  means  that  electronically  monitored  telephone  woricers  were  more  than 
twice  as  likely  to  suflier  wrist  pain  as  were  nonmonitored  workers!  In  addition,  81 
percent  of  monitored  employees  cited  problems  with  neck  pressure  as  contrasted 
with  60  percent  of  nonmonitored  employees. 

Of  special  concern,  it  has  been  estimated  that  workplace  stress  costs  American 
employers  $200  billion  a  year  through  increased  absenteeism,  diminished  productiv- 
ity, higher  compensation  claims,  rising  health  insurance  fees  and  additional  medical 
expenses.*  This  is  an  enormous  cost  that  the  United  States  cannot  afford  if  it  is  to 
compete  successfiiUy  in  the  global  marketplace.  The  portion  of  the  $200  billion  cost 
of  stress  that  is  attributable  to  electronic  monitoring  is  uncertain.  Ironically,  the 
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stress  that  is  derived  from  electronic  monitoring  may  reduce  the  productivity  that 
such  surveillance  is  intended  to  increase. 

DISTORTED  EMPHASIS  ON  QUANTITATIVE  MEASUREMENTS 

Many  employers  in  the  service  sector  are  using  high-tech  monitoring  to  transform 
their  workplaces  into  electronic  assembly  lines,  reminiscent  of  19th  century  fac- 
tories. 

•World  Labor  Report  1993,  page  7  ^  r        j      .       r 

Just  as  manufacturers  in  industrial  plants  accelerate  the  pace  of  production  for 
blue-collar  workers,  employers  of  office  workers  use  computers  to  compress  the  time 
allowed  for  employees  to  complete  their  tasks.  As  a  result,  unwinking  computers 
have  become  surrogate  supervisors  at  thousands  of  jobsites,  pushing  wage  earners 
to  work  at  top  speed. 

A  graphic  illustration  of  the  way  in  which  computers  are  used  to  control  work 
routines  is  seen  in  the  telephone  industry.  A  typical  operator  handles  more  than 
1,100  calls  in  a  IVi  hour  shift.  The  operator  has  absolutely  no  control  over  when 
the  next  call  will  be  routed  to  her.  A  central  computer  determines  if  the  operator 
receives  three  calls  in  a  row  or  300  in  a  row. 

The  operator  is  required  to  complete  each  call  in  about  30  seconds  or  less.  If  the 
operator  fails  to  handle  her  calls  within  the  prescribed  30  second  average  worii  time 
(AWT),  then  the  operator  can  be  disciplined  or  dismissed. 

liie  emphasis  on  quantitative  measurement  places  operators  in  the  anxiety-pro- 
ducing dilemma  of  having  to  choose  between  performing  their  duties  in  a  manner 
that  satisfies  the  needs  of  the  public  or  attaining  the  average  work  time  dictated 
by  the  company  computer.  -r       r  i.  •        j- 

If  an  operator  receives  a  call  from  a  customer  who  suffers  from  a  speech  impedi- 
ment, a  hearing  problem,  a  leamine  handicap,  a  language  barrier,  an  illiteracy  hin- 
drance or  any  other  disability  which  requires  additional  time,  the  operator  may  be 
placed  in  an  especially  stressful  situation. 

In  such  a  circumstance,  the  operator  is  well  aware  that  it  is  her  dutv  to  provide 
quality  service  to  the  customer.  At  the  same  time,  the  operator  is  highly  cognizant 
Uiat  the  clock  is  running  and  that  the  average  work  time  for  completing  the  call 
forms  an  integral  part  other  performance  evaluation.  In  addition  to  confronting  the 
dilTicult  choice  between  serving  the  customer  or  preserving  her  employment,  tl^  op- 
erator may  fear  that  the  call  is  subject  to  telephone  service  observation  by  Ma  Bell  s 
intrusive  sibling,  Big  Brother.  ,      i^  ^      xu  *  u  -i 

All  of  this  can  combine  to  produce  a  cauldron  of  stress  for  the  operator  that  bous 

over.  .  ,      •  x-x  *• 

To  illustrate  the  distorted  priorities  that  management  s  emphasis  on  quantitative 
standards  can  engender,  I  am  including  an  account  from  a  CWA  member  of  an  in- 
stance in  which  a  telephone  company  manager  willfully  disconnected  a  call  from  a 
person  who  had  dialed  the  company  and  was  telling  an  operator  the  caller  was  con- 
sidering committing  s-icide.  The  manager  disconnected  the  call  after  15  minutes  be- 
cause the  manager  claimed  that  the  length  of  the  call  was  "ruining"  the  average 
work  time  (AWT)  of  the  operators  under  the  manager's  supervision.  As  naentioned 
earlier,  telephone  company  operators  are  expected  to  complete  calls  from  the  pubhc 

in  about  30  seconds.  • ,  j  ^i.  * 

The  account  of  this  case  in  which  a  telephone  company  manager  decided  that  cur- 
tailing the  length  of  the  call  was  more  important  than  saving  the  life  of  the  would- 
be  suicide  follows: 

Dear  CWA,  ,    ,  ^   ^  u     -^    nn- 

The  article  I  just  read  on  monitoring  in  the  workplace  touched  my  heart,  ihe 
memories  of  my  TSPS  operator  job,  and  of  my  slight  business-office  job,  are  not  good 

QT1C8 

I  see  you  know  all  about  the  operators'  AWTs,  [sic]  but  you  don't  know  how  im- 
portant that  number  is  to  the  managers.  The  AWT  is  their  rating,  they  will  do  any- 
thing to  improve  it.  What  sticks  in  my  mind  year  after  year  (since  1982)  is  the  tune 
my  supervisor  cut-off  a  life  and  death  situation  from  my  TSPS  position.  I  was  domg 
my  best  with  a  very  sad  person  thinking  of  committing  suicide.  This  was  around 
the  holiday  season  4  or  5  years  ago.  My  service-assistant  at  the  beginning  of  the 
call  was  advised  by  me  (I  slipped  her  a  note,  not  giving  myself  away  to  the  would- 
be-suicide)  of  the  phone  number  and  nature  of  the  call  within  the  first  few  minutes. 
I  did  my  best  to  reason  and  talk  with  this  person,  while  I  hoped  my  supervisor  was 
doing  her  job  by  getting  police  to  that  person's  location.  About  15  minutes  later, 
while  I  was  still  tadking  with  this  person,  and  making  progress,  one  of  the  managers 
came  over,  who  was  alerted  to  this  long  call  I  was  on,  and  just  disco miected  the 
call.  I  was  stunned,  then  a  collect  caller  popped  in  on  my  position.  I  sat  there  dumb- 
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founded  for  a  few  seconds,  thinking  what  this  poor  suicide  person  did  next.  To  tWs 
day,  I  never  found  out.  The  manager  said,  and  I  quote  You're  ruining  my  work- 
time.'  There  is  no  need  for  me  to  say  anymore.  .       ,     ,^  , 

Feel  free  to  call  me  anytime.  The  TSPS  world  is  a  jungle.  The  managers  have  no 
dignity.  I  know,  I  had  dozens  of  them  in  my  4+  years  as  an  operator.  Thank  God, 

I'm  away  from  that.  _,.  , 

Sincerely, 

THE  FALSE  CLAIM  THAT  MONITORING  ENSURES  SERVICE  QUALITY 

Employers  claim  that  the  use  of  secret  electronic  monitoring  is  necessary  to  en- 
sure quality  of  service.  Evidence  demonstrates,  however,  that  the  absence  of  con- 
cealed electronic  surveillance  may  actually  improve  quality  of  service. 

Twelve  years  ago,  legislation  that  prohibited  secret  telephone  monitoring  was 
signed  into  law  in  West  Virginia  by  then-Gk)vemor  Jay  Rockefeller.  Despite  the  ab- 
sence of  such  surveillance,  the  Chesapeake  and  Potomac  Telephone  Company  of 
West  Virginia  ranked  first  in  America  among  Bell  System  companies  in  6  of  12  ois- 
tomer  satisfaction"  categories,  according  to  the  company's  official  journal  C  and  F 
Mountain  Lines.  A  company  vice  president  was  quoted  in  the  publication  as  statmg 
proudly,  "Customers  told  us  we  do  an  outstanding  job." 

Of  special  interest,  the  Bell  System  transferred  some  of  its  directory  assistance 
operators  from  Washington,  DC,  where  monitoring  was  permissible,  to  West  Vir- 
ginia after  monitoring  there  was  prevented. 

The  West  Virginia  law  was  subsequently  overturned  during  the  tenure  of  the  suc- 
cessor to  Governor  RockefeUer.  This  occurred  in  part  because— at  a  time  when  West 
Virginia  was  enduring  a  severe  recession  and  its  unemployment  rate  was  among  the 
highest  in  the  Nation— AT&T  threatened  not  to  locate  a  major  manufacturing  facil- 
ity in  that  state  unless  the  monitoring  law  was  changed. 

More  recently,  secret  electronic  monitoring  has  been  eliminated  in  several  tele- 
phone company  woriisites  without  any  reported  diminution  in  quality  of  service.  In 
such  cases,  the  absence  of  monitoring  reduced  accompanying  financial  costs  for  su- 
pervisoiy  personnel  and  for  monitoring  equipment,  allowing  the  potential  for  higher 
profits. 


LEGISLATIVE  REMEDY 


More  than  two  centuries  ago— before  our  Founding  Fathers  took  up  arms  to  fight 
the  American  Revolution— invasion  ofprivacy  meant  forced  entiy  into  private  homes 
by  British  soldiers  and  mercenaries.  The  framers  of  the  Constitution  did  not  foresee 
ihe  onrush  of  technology  that  would  foster  the  use  of  electronic  eavesdropping  de- 
vices more  insidious  iJian  any  enemy  sol  Mer  they  faced  on  the  battlefield. 

Today,  protecting  citizens  from  concealed  electronic  surveillance  is  increasingly 
becoming  one  of  the  leading  concerns  of  the  Information  Age.  ^ 

Congress  must  take  steps  to  ensure  that  employers  do  not  destroy  our  nations 
basic  freedoms  through  the  abusive  practice  of  secret  electronic  monitoring. 

It  is  a  disturbing  irony  that  the  Federal  Bureau  of  Investigation  (FBI)  is  requu^d 
by  law  to  obtain  a  court  order  to  wiretap  a  telephone — even  in  cases  that  pose  a 
threat  to  our  national  security— but  that  employers  are  free  to  spy  at  will  on  their 
own  personnel  and  on  the  public  through  electronic  eavesdropping  on  their  tele- 
phone calls.  ,  ,.      ..  ,  r   4. 

In  order  to  stop  the  invasion  of  privacy,  erosion  of  dignity  and  expansion  ot  stress- 
related  illnesses  caused  by  secret  electronic  monitoring,  CWA  supports  enactment 
of  the  Privacy  for  Consumers  and  Workers  Act,  S.  984,  introduced  by  Senator  Paul 

Simon  (D-IL).  .  ^    ,     u  ■  ^.^  ^ 

The  legislation  would  provide  wage  earners  for  the  first  time  with  the  right  to 
know"  when  and  under  what  conditions  monitoring  will  take  place.  The  bill  would 
require  employers  to  cive  workers  advance  notice  of  the  tvpes  of  electronic  surveil- 
lance that  will  be  used  and  the  purposes  for  which  they  will  be  used. 

Under  the  bill,  an  employer's  use  of  electronic  monitoring  would  dimmish  as  an 
employee's  period  of  service  with  the  employer  increases.  .  -,    ,     • 

But  no  matter  how  long  an  employee  had  performed  his  or  her  job  duties  m  an 
exemplary  manner,  the  employer  would  always  retain  the  right  to  use  secret  elec- 
tronic monitoring  should  management  suspect  that  the  employee  is  engaged  m  con- 
duct which  violated  criminal  or  civil  law  or  constituted  willful  gross  misconduct. 

Therefore,  the  legislation  would  prohibit  the  abuse  of  secret  electronic  monitoring 
by  employers  but  it  would  not  stop  the  legitimate  use  of  secret  electronic  monitoring 
by  employers.  , 

Enactment  of  the  Privacy  for  Consumers  and  Workers  Act  would  permit  workers 
to  earn  their  living  without  being  subjugated  to  the  environment  of  an  electronic 
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sweatshop.  Equally  signiflcant,  passage  of  the  legislation  would  strengthen  the  ri^t 
to  privacy  of  every  citizen  at  a  tinie  when  the  growing  use  of  surveillance  tech- 
nologies at  the  workplace  has  endangered  this  most  fundamental  of  American  val- 
ues. 

Senator  Simon.  Thank  you  very  much. 

Mr.  Maltby. 

Mr.  Maltby.  Good  morning,  Mr.  Chairman. 

Our  first  response  to  stories  like  Mr.  Ettienne's  and  the  nurses 
that  Ms.  Johnson  described  is  shock.  The  second  is  confusion.  Isn't 
there  a  right  to  privacy  in  this  country,  we  ask.  The  answer  in  this 
situation,  unfortunately,  is  no. 

When  most  people  think  about  the  right  to  privacy,  what  they 
really  have  in  mind  is  the  right  to  privacy  found  in  the  Federal 
Constitution.  This  right  is  real  and  very  important.  But  like  all 
constitutional  rights,  it  applies  only  to  the  Government.  The  Con- 
stitution and  Bin  of  Rights  do  not  apply  in  any  way  to  any  private 
corporation  in  this  country. 

When  most  workers  go  to  work  in  the  morning,  they  might  just 
as  well  be  going  into  a  foreign  country.  They  are  equally  beyond 
the  reach  of  the  Constitution  in  both  cases. 

Unfortunately,  Federal  law  does  very  little  to  fill  the  void  here. 
When  it  comes  to  electronic  surveillance  on  the  job,  we  have  only 
the  Electronic  Communications  Privacy  Act  of  1986  to  protect  us. 
ECPA  is  an  amendment  to  the  old  1968  Omnibus  Crime  Control 
Act. 

From  the  standpoint  of  consumers  and  employees,  ECPA  is  a  lot 
like  many  consumer  contracts.  The  big  print  gives  it  to  you,  and 
the  small  print  takes  it  away. 

Section  2511  of  ECPA  does  generally  prohibit  the  interception  of 
electronic  communications.  However,  the  section  also  contains  an 
exception  for  interceptions  "in  the  ordinary  course  of  business." 

What  this  has  come  to  mean  through  the  defining  process  of  Fed- 
eral litigation  is  that  employers  cannot  deliberately  monitor  per- 
sonal communications  that  someone  might  make  at  work.  If  an  em- 
ployer has  separate  telephone  phones  that  emplovees  can  use  for 
personal  calls,  those  phones  cannot  be  monitored.  When  there  is 
only  one  set  of  phones,  and  an  employer  is  monitoring  for  quality 
control  purposes  and  accidentally  picKS  up  a  personal  call,  under 
ECPA,  they  are  obliged  to  hang  up  as  soon  as  they  realize  the  call 
is  personal. 

But  if  the  communication  is  work-related  in  any  way  at  all,  the 
employer  can  do  anything  it  wants.  Your  employer  can  intercept 
your  electronic  mail  without  your  knowledge,  tap  your  telephone, 
watch  you  with  a  hidden  video  camera,  and  bug  your  office,  all 
without  violating  any  Federal  or  State  law. 

Where  business-related  communication  is  concerned,  the  em- 
ployer has  all  the  rights;  the  employee  has  none. 

State  law  is  no  better.  No  State  legislature  in  this  country  has 
ever  passed  a  law  protecting  people's  privacy  from  electronic  sur- 
veillance at  work,  and  to  the  best  of  our  knowledge,  not  State  legis- 
lature is  even  contemplating  doing  it  now. 

The  end  result  is  that  we  have  no  real  right  to  privacy  on  the 
job.  The  Federal  Constitution  does  not  apply.  The  only  Federal 
statute  is  a  very  limited  application,  and  there  is  no  State  law  at 
all. 
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If  we  are  to  have  a  meaningful  right  to  privaw  on  the  job  in  this 
country,  we  must  have  a  new  law  to  create  it.  Senator  Simon,  you 
and  your  subcommittee  and  the  staff  have  done  an  excellent  job  of 
creating  a  bill  that  will  protect  the  right  of  workers  and  consumers 
to  privacy  and  do  it  in  a  way  that  does  not  impede  the  legitimate 
needs  and  interests  of  employers.  The  American  Civil  Liberties 
Union  supports  S.  984,  and  we  hope  the  committee  will  as  well. 

Thank  you. 

[The  prepared  statement  of  Mr.  Maltby  follows:] 

Prepared  Statement  of  Lewis  L.  Maltby 

Mr  Chairman  and  members  of  the  subcommittee,  thank  you  for  inviting  the 
American  Civil  Liberties  Union  (ACLU)  to  testify  before  you  today  in  support  of  S. 
984,  The  Privacy  for  Consumers  and  Workers  Act.  The  ACLU  is  a  private,  non-profit 
orcanization  of  over  275,000  members  dedicated  to  the  protection  of  civil  ri^ts  and 
ci^  liberties.  I  direct  the  ACLU's  National  Task  Force  on  Civil  Liberties  in  the 
Workplace.  _  ,  .  ... 

We  believe  that  S.  984,  if  enacted,  will  be  an  unportant  step  forward  m  protecting 
the  privacy  of  Americans  at  work.  . 

The  ACLU  is  deeply  concerned  about  the  state  of  privacy  in  the  workplace  today. 
The  use  of  computers  and  other  electronic  equipment  is  exploding.  It  is  estimated 
that  almost  so  million  Americans  wiU  use  computers  at  work  by  the  turn  of  the  cen- 

While  this  holds  the  promise  of  multiplying  our  productivity,  it  also  poses  threats 
to  our  privacy.  Computer  screens  can  be  read  without  the  user's  knowledge.  Tele- 
phone calls  can  be  secretly  monitored  and  recorded.  Electronic  mail  can  be  covertly 
intercepted.  Hidden  microphones  and  video  cameras  can  record  our  eveiy  move 
without  our  knowledge.  Not  only  are  these  practices  technically  feasible,  but  the 
rapidly  declining  cost  of  electronic  technology  also  makes  them  very  afibrdable.  Un- 
fortunately, many  companies  are  taking  advantage  of  these  conditions  to  violate  the 
privacy  of  their  employees.  The  ACLU  receives  over  50,000  complaints  every  year. 
The  majority  of  those  complaints  do  not  involve  any  government  agency;  they  are 
complaints  about  the  workplace.  Privacy  violations  are  the  most  conimon  workplace 
complaint.  We  have  had  nurses  discover  hidden  video  cameras  in  their  shower  room. 
We  have  had  employees  whose  oflices  have  been  bugged.  We  have  had  employees 
whose  phones  have  been  tapped.  .      xu  * 

Despite  this  the  ACLU  is  not  opposed  to  electronic  surveillance.  We  recognize  that 
managers  need  to  monitor  the  quality  and  quantity  of  employees'  work;  and  that, 
in  an  electronic  age,  some  of  that  monitoring  will  be  electronic. 

A  balance  needs  to  be  struck,  however.  Employees  are  human  beings.  They  have— 
or  at  least  ought  to  have— a  right  to  privacy.  That  right  should  not  disappear  when 
people  go  to  work.  Employers  need  information  about  job  performance,  but  that  need 
must  be  balanced  against  employees'  reasonable  expectations  of  privacy. 

Unfortunately,  current  law  does  not  strike  such  a  balance.  In  fact,  it  does  not  even 
attempt  to  strike  a  balance.  The  ACLU  supports  S.  984  because  it  provides  needed 
protection  for  personal  privacy  that  current  law  does  not  provide. 

The  principal  law  in  this  area  is  the  Electronic  Communications  Privacy  Act 
(ECPA),  a  1986  amendment  to  the  1968  Wiretap  Law.  Section  2511  of  the  ECPA 
prohibits  the  interception  or  disclosure  of  electronic  communications.  However,  the 
section  creates  an  exception  for  interception  done  in  "the  ordinary  course  of  busi- 

ncss." 

What  this  has  come  to  mean,  through  the  defining  process  of  federal  litigation, 
is  that  employers  cannot  deliberately  monitor  an  employee's  personal  communica- 
tions which  are  made  at  work.  For  example,  if  an  employer  provides  separate  tele- 
phones for  employees  to  make  personal  telephone  calls,  those  telephones  may  not 
be  monitored.  Where  separate  telephones  do  not  exist,  and  employees  must  make 
their  personal  calls  on  their  business  phones,  the  employer  must  hang  up  once  it 
realizes  it  is  monitoring  a  personal  call.  But  if  the  electronic  communication  is  work 
related,  the  employer  can  do  anything  it  wants.  While  the  ECPA  takes  the  valuable 
step  of  protecting  personal  communications  from  employer  monitoring,  it  does  not 
even  attempt  to  balance  the  rights  of  employers  and  employees  where  business  com- 
munications are  concerned.  For  business  communications,  the  employer  has  all  the 
rights,  the  employee  has  none. 

State  law  also  fails  to  protect  our  privacy.  There  are  no  State  statutes  reguiatmg 
the  use  of  electronic  surveillance  on  the  job.  There  is  a  common  law  right  to  privacy 
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in  virtually  every  State,  which  frequently  applies  to  employees.  This  ri^t,  however, 
covers  only  the  few  indefensible  abuses  that  no  sensible  employer  would  engage  in 
anyway — such  as  strip  searches.  It  offers  no  protection  in  tne  more  common  cases 
where  the  rights  of  employers  and  employees  must  be  balanced. 

We  believe  the  current  state  of  the  law  is  unconstitutional  and  unfair.  As  mem- 
bers of  Congress,  you  need  to  know  what  your  staffs  are  doing.  You  might  sit  in 
on  an  important  meeting  to  see  how  your  staff  handled  it.  But  you  would  not  bug 
the  room,  so  you  could  listen  in  without  their  knowledge. 

'ICnowledge"  is  the  essence  of  S.  984.  The  bill  does  not  restrict  an  employer's  abil- 
ity to  monitor  tJie  work  of  its  employees,  but  it  requires  that  the  employer  tell  the 
einployees  when  they  are  being  watched  or  Ustened  to. 

Eliminating  covert  surveillance  is  not  only  fair,  but  it  improves  employee  perform- 
ance in  the  long  run.  The  technocrats  who  design  these  workplace  surveillance  sys- 
tems have  forgotten  that  employees  are  people.  You  can  slice  them  up  into  tmy 
pieces  and  scrutinize  them  under  a  microscope,  but  in  the  process  their  spirit  is  de- 
stroyed. An  employee  who  does  not  care  is  not  a  productive  employee. 

The  report  on  electronic  surveillance  by  the  Congressional  Office  of  Technology 
Assessment  discusses  several  real  world  situations  that  illustrate  this.  The  most 
well-known  is  the  Hotel  Billing  Information  System  (HOBIS)  office  in  Tempe,  AZ. 
Under  an  arrangement  worked  out  by  AT&T  and  the  Communications  Workers  of 
America  (CWA),  all  100  operators  were  organized  into  an  autonomous  work  group. 
Covert  monitoring  was  ehminated.  The  results  are  eye-opening.  Quality  of  service 
improved.  Customer  complaints  went  down.  Absenteeism  decreased.  Grievances  de- 
clined. Management  costs  went  down.  Training  costs  went  down.  From  everyone's 
perspective:  employees',  managements',  and  the  customers',  the  office  worked  better 
without  covert  surveillance. 

'The  same  lesson  emerges  from  the  West  Virginia  experience.  For  several  years. 
West  Virginia  had  a  statute  forbidding  covert  5  electronic  surveillance  at  work.  Dur- 
ing that  time.  West  Virginia  Bell's  operators  were  rated  better  that  most  of  their 
secretly  monitored  counterparts  in  other  States. 

Most  Americans  cherish  deeply  their  right  to  privacy.  No  one  should  have  to 
spend  years  of  their  working  life  never  knowing  when  they  are  being  secretly  photo- 
graphed or  when  their  employer  is  listening  to  their  telephone  conversations.  S.  984 
18  a  modest  step  towards  constructing  a  balanced  law  of  workplace  privacy.  We  urge 
you  to  support  it.  We  look  forward  to  working  with  you  on  this  important  matter. 

Senator  Simon.  We  thank  you  for  your  testimony. 

Ms.  Johnson,  you  are  a  nurse.  When  you  mentioned  instances  in 
Maryland  and  Virginia  of  nurses  being  monitored  in  their  dressing 
rooms,  if  an  individual  does  that,  we  have  a  name  for  that,  don't 
we?  What  do  we  call  that? 

Ms.  Johnson.  Voyeurism. 

Senator  Simon.  Yes,  voveurism,  but  I  was  looking  for  another 
phrase — ^"peeping  Tom."  We  do  not  permit  an  individual  to  do  that. 
We  call  that  person  a  "peeping  Tom,"  and  that  person  can  be  ar- 
rested and  prosecuted,  and  properly  so. 

Does  there  seem  to  be  some  analogy  between  a  camera — inciden- 
tally, we  are  being  videotaped  here  today — does  there  seem  to  be 
some  analogy  between  the  "peeping  Tom  and  a  hospital  or  a  cor- 
poration doing  the  same  thing? 

Ms.  Johnson.  Senator,  every  nurse  that  I  have  spoken  with  feels 
exactly  that  way.  They  feel  that  it  is  absolutely  unallowable,  unac- 
ceptable for  that  kind  of  behavior  to  take  place,  and  they  have  re- 
ferred to  it  in  terms  from  "peeping  Tom"  to  voyeurism,  in  terms  of 
the  observation  of  nurses. 

I  as  an  obstetrical  nurse  have  to  change  clothes  every  day  when 
I  go  to  work.  I  would  find  it  terribly  offensive  to  think  that  some- 
one would  be  monitoring  the  dressing  or  undressing  of  anyone,  par- 
ticularly of  nurses. 

Senator  Simon.  Ms.  Easterling,  you  talked  about  the  West  Vir- 
ginia company  that  received  high  marks.  What  is  your  overall  ob- 
servation, not  just  in  West  Virginia,  but  overall?  How  many  of  the 
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Bell  companies  do  you  know  follow  policies  of  monitoring  with 
warning  their  employees,  and  how  many  do  it  in  a  way  that  is  of- 
fensive without  warning?  „  n  /a 

Ms.  Easterling.  We  do  have  some  agreements  with  the  Bell  Op- 
erating Companies  as  well  as  with  AT&T  on  monitoring  proce- 
dures. I  would  like  to  tell  you  that  they  are  adhering  to  those  poli- 
cies, but  at  the  same  time  I  must  tell  you  that  we  have  several  in- 
cidents in  the  grievance  procedure  that  they  are  not  abiding  by  the 
policies. 

I  would  say  probably  50  percent  have  some  type  of  agreement 
with  us  on  the  issue.  However,  we  are  not  at  a  point  where  we  can 
say  to  you  tiiat  the  agreement  is  there  to  treat  the  employees  fair- 
ly, to  notify  them  in  advance,  and  then  to  live  up  to  that  agree- 
ment. There  is  always  the  feeling  somehow,  some  wav,  that  the  em- 
ployee is  going  to  try  to  do  something  that  they  should  not  be  doing 
and  that  the  easiest  way  for  the  company  to  handle  it  is  by  mon- 
itoring them.  The  employees  do  indeed  suffer  a  great  deal  of  stress 
because  of  this,  and  I  can  personally  speak  to  that,  having  been  a 
telephone  operator,  that  the  very  thought  that  you  never  knew 
when  or  at  what  time  someone  was  going  to  be  monitoring  you  kept 
you  under  a  great  deal  of  stress  for  8  hours  a  day. 

Also,  something  that  you  might  say  to  a  coworker  and  would  be 
picked  up  by  the  monitoring  on  them  at  the  time  was  often  used 
against  you.  So  even  though  that  was  what  you  might  call  a  per- 
sonal comment,  those  comments  were  entered  in  your  record  and 
held  against  you  just  as  well. 

Senator  Simon.  And  in  terms  of  productivity,  those  who  enter 
into  agreement  and  those  who  don't  enter  into  agreement  with  you, 
is  there  any  difference  in  productivity  in  these  companies? 

Ms.  Easterling.  Our  contracts  were  just  renegotiated  last  year, 
and  we  have  not  had  an  opportunity  to  track  that,  but  we  intend 

to  do  so.  1      1        Ti    n 

Senator  Simon.  And  what  about — I  mentioned  the  Bell  compa- 
nies, but  you  have  GTE  and  a  lot  of  smaller  companies. 

Ms.  Easterling.  I  don't  believe  we  have  any  agreements  in  any 
of  the  smaller  companies  or  in  GTE. 

Senator  Simon.  And  the  reality  is  that  the  employees  who  are 
not  covered  by  any  kind  of  union  agreement,  there  is  just  virtually 
unlimited  access,  then? 

Ms.  Easterling.  That  is  one  of  our  major  reasons  for  being  here. 
We  find,  for  example,  that  in  the  telemarketing  areas,  or  in  small 
companies,  that  the  employees  who  are  using  the  telephone,  work- 
ing on  the  telephone,  are  usually  very  low  paid  women.  So  con- 
sequently, it  is  a  very  abusive  activity,  we  feel,  against  those  indi- 
viduals, and  as  always,  we  are  concerned  about  people  we  rep- 
resent, but  also  those  who  don't  have  anybody  to  represent  them 
as  well. 

Senator  Simon.  Mr.  Maltby,  if  I  could  ask  you  to  put  on  a  dif- 
ferent hat,  and  imagine  that  you  are  an  employer.  What  harm 
comes  to  the  employer  if  we  pass  this  and  we  require  notification, 
with  rare  exceptions,  when  we  think  the  law  may  be  violated? 

Mr.  Maltby.  Senator,  it  is  really  not  such  a  hard  hat  to  put  on, 
because  for  most  of  my  adult  life,  I  was  a  senior  manager  in  the 
private  sector. 
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Senator  Simon.  In  what  field?  What  did  you  do? 

Mr.  Maltby.  Do  you  remember  the  horrible  tragedy  on  Bhopal, 
India  several  years  ago,  Senator,  when  a  toxic  chemical  tank  over- 
flowed and  killed  and  entire  town?  It  is  not  well-known,  but  Union 
Carbide  has  the  same  sorts  of  tanks  with  the  same  sorts  of  chemi- 
cals in  the  United  States.  And  the  reason  that  those  chemical 
tanks  and  many  others  do  not  overflow  is  because  the  company  to 
which  I  was  formerly  executive  vice  president  made  very  reliable 
electronic  control  systems  to  keep  those  tanks  under  control.  So  I 
was  in  a  very,  very  safety-sensitive  business  where  the  quality  of 
the  product  literally  was  protecting  many  people's  lives.  And  we  did 
not  do  electronic  surveillance  of  this  type.  Our  feeling  was  that  it 
would  have  made  the  products  much  more  dangerous. 

There  was  an  interesting  Harris  poll  that  was  done  several  years 
ago  that  showed  that  a  majority  of  American  employees  consciously 
and  deliberately  do  less  than  their  best  work,  and  it  is  clearly  re- 
lated to  the  way  they  feel  about  their  companies  and  the  way  they 
feel  their  companies  are  treating  them. 

If  we  are  going  to  have  the  kind  of  competitiveness  and  produc- 
tivity we  need  in  the  future,  we  have  to  get  employees  more  com- 
mitted to  their  companies  and  more  committed  to  their  jobs  than 
they  are  right  now.  There  may  be  many  things  we  have  to  do  to 
create  that,  but  clearly,  treating  people  with  dignity  and  respect  on 
the  job  is  an  absolutely  indispensable  part  of  that  solution. 

Senator  Simon.  I  could  not  agree  more.  I  think  we  have  to  im- 
prove labor-management  relations  in  this  country,  and  we  have  to 
improve  productivity— but  that  means  the  small  gestures  on  both 
sides  that  can  be  so  meaningful  both  to  labor  and  to  management. 

We  are  pleased  to  be  joined  by  Senator  Thurmond. 

Opening  Statement  of  Senator  Thurmond 

Senator  Thurmond.  Thank  you  very  much,  Mr.  Chairman. 
I  regret  I  had  to  be  in  another  committee  meeting  this  morning 
and  could  not  be  here  sooner,  but  I  will  take  pleasure  in  reading 

the  record. 

To  save  time,  Mr.  Chairman,  I  ask  unanimous  consent  that  my 
opening  statement  appear  in  the  record  following  your  statement. 

Senator  Simon.  It  will  be  entered  in  the  record. 

Senator  Thurmond.  Thank  you. 

[The  prepared  statement  of  Senator  Thurmond  follows:] 

Prepared  Statement  of  Senator  Thurmond 

Mr.  Chairman,  it  is  a  pleasure  to  be  here  this  morning  to  receive 
testimony  concerning  S.  984,  the  "Privacy  for  Consumers  and 
Workers  Act  of  1993  .  I  would  like  to  join  you  and  the  other  mem- 
bers of  the  committee  in  welcoming  our  witnesses  here  today. 

Mr.  Chairman,  businesses  are  constantly  seeking  ways  to  m- 
crease  the  quality  and  efficiency  of  their  services  and  work  product 
by  using  the  advances  in  electronic  and  telecommunication  tech- 
nology. As  the  volume  and  value  of  these  services  and  work  prod- 
ucts increases,  businesses  are  finding  it  essential  to  use^  electronic 
monitoring  as  a  means  of  staying  competitive  in  the  1990's  and  into 
the  next  century. 
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The  bill  before  us  todayl  S.  984,  would  substantially  limit  the 
ability  of  companies  to  maintain  a  quality  workplace.  It  does  this 
by  placing  strict  limitations  on  the  use  of  cameras,  telephones,  com- 
puters, and  other  electronic  devices  to  monitor  employees.  While 
employee  privacy  should  be  protected  in  certain  situations,  that 
privacy  must  be  balanced  against  the  need  of  businesses  to  mam- 
tain  quality  services  in  a  competitive  market. 

On  the  whole,  I  beheve  that  most  employers  use  monitoring  to 
increase  their  productivity  and  to  ensure  a  quality  product  and  a 
quahty  workplace.  I  realize  that  these  are  a  few  who  have  been 
abusive  in  tiieir  actions.  However,  I  must  question  whether  a  Fed- 
eral mandate  in  this  area  fully  takes  into  account  the  varying 
needs  and  circumstances  of  the  employers  involved  with  this  issue. 
I  am  also  concerned  that  the  definitions  in  this  legislation  are  so 
broad  and  ambiguous  that  businesses  will  have  difficulty  applying 

them.  11/.  tn/  \    r 

In  addition,  I  have  concerns  about  the  breadth  of  section  10(c)  ot 
the  bill  and  its  practical  meaning.  That  section  prohibits  the  collec- 
tion or  use  of  data  "obtained  by  electronic  monitoring  of  an  em- 
ployee when  the  employee  is  exercising  First  Amendment  Rights. 

Mr.  Chairman,  some  type  of  notice  or  restrictions  may  be  reason- 
able. However,  we  should  question  whether  to  mandate  these  ac- 
tions, and  if  so,  exactly  what  form  and  manner  that  should  take. 

Again,  I  would  like  to  welcome  our  witnesses  here  today  and  I 
look  forward  to  reviewing  their  testimony. 

Senator  Simon.  Do  you  have  any  questions  of  this  panel.  Senator 
Thurmond? 

Senator  Thurmond.  We  are  going  to  have  a  vote  in  just  a 
minute.  If  you  don't  mind,  I'll  submit  some  written  questions. 

Senator  Simon.  Yes,  we  will  have  written  questions,  and  we  may 
have  written  questions  for  other  witnesses,  also. 

We  thank  all  of  you  very,  very  much  for  your  testimony. 

Our  next  panel  includes  Richard  J.  Barry,  a  member  of  Security 
Companies  Organized  for  Legislative  Action — and  my  staff  tells  me 
that  in  1988  when  I  was  on  the  presidential  campaign,  he  was  one 
of  tfiose  who  provided  security  at  that  point.  John  Gerdelman  is 
senior  vice  president  of  customer  markets  for  MCI,  in  Arlington, 
VA.  And  Michael  Tamer  is  president  of  Teknekron  Infoswitch  Cor- 
poration of  Fort  Worth,  TX. 

We  are  very  pleased  to  have  all  three  of  you  here,  and  unless  you 
have  any  special  wishes,  we  will  just  start  with  you,  Mr. 
Gerdelman. 

STATEMENTS  OF  JOHN  GERDELMAN,  SENIOR  VICE  PRESI- 
DENT, CUSTOMER  MARKETS,  MCI,  ARLINGTON,  VA;  MICHAEL 
J.  TAMER,  PRESIDENT,  TEKNEKRON  INFOSWITCH  CORPORA- 
TION,  FORT  WORTH,  TX,  AND  RICHARD  J.  BARRY,  MEMBER, 
SECURITY  COMPANIES  ORGANIZED  FOR  LEGISLATIVE  AC- 
TION, BOSTON,  MA 

Mr.  Gerdelman.  Thank  you,  Mr.  Chairman.  I  want  to  thank  you 
for  inviting  me  to  appear  here  today  on  behalf  of  MCI  Communica- 
tions Corporation  to  discuss  S.  984. 

I  am  responsible  for  all  customer  service  and  sales  operations  for 
MCI  consumer  markets,  serving  residential  customers. 
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In  its  broad  scope,  this  legislation  addresses  many  different 
forms  of  electronic  monitoring  of  employees  in  the  workplace,  in- 
cluding "telephone  service  observation.  This  kind  of  monitoring, 
which  involves  listening  to  calls  being  made  or  received  by  an  em- 
ployee to  monitor  the  quality  of  service  provided  by  the  employee, 
is  an  essential  part  of  MCrs  customer  service  program. 

For  that  reason,  we  would  like  Congress  to  understand  why  and 
how  such  activities  serve  our  customer  interests.  We  would  also 
like  Congress  to  understand  what  it  would  mean  to  our  customers 
and  to  our  employees  if  our  present  telephone  service  monitoring 
practices  were  restricted  or  prohibited,  as  S.  984  currently  pro- 
poses. 

Unlike  other  marketplaces,  our  marketplace  was  not  competitive. 
It  was  controlled  by  an  entrenched  monopoly  which  for  years  was 
the  only  available  source  of  the  services  we  wanted  to  offer. 

MCI  knew  that  there  was  a  demand  for  an  alternative  source  for 
such  services.  But  we  also  understood  that  just  being  an  alter- 
native source  would  not  be  enough  to  make  it  a  successful  competi- 
tor. In  order  to  overcome  the  inertia  and  numerous  other  advan- 
tages which  favored  the  incumbent,  we  would  have  to  fight  for 
market  share,  which  we  did  on  all  fronts,  such  as  price,  innovation, 
and  the  one  factor  which  directly  touches  consumers,  quality  of  cus- 
tomer service. 

MCFs  commitment  to  assuring  quality  customer  service  is  one  of 
the  things  new  employees  learn  about  their  new  employer.  Employ- 
ees are  well-trained  and  given  ample  time  to  gain  experience  in  ful- 
filling their  own  responsibilities  toward  attaining  this  quality  com- 
mitment. It  is  clear  they  understand  and  support  this  commitment 
not  only  as  a  sound  competitive  corporate  policy,  but  also  as  an  em- 
ployment policy  that  offers  personal  challenges  and  opportunities 
for  advancement. 

Our  customer  service  professionals  who  handle  inbound  calls 
from  MCI  customers  constitute  the  front-line  testing  ground  for  the 
sincerity  of  MCI's  commitment  to  customer  service.  These  employ- 
ees understand  that  the  telephone  service  monitoring  process  is  a 
key  practical  ingredient  of  their  training  and  evaluation  and  that 
these  programs  are  designed  to  directly  benefit  them  as  well  as  the 
company  i  guiding  and  improving  their  workplace. 

New  service  trainees  are  monitored  periodically  during  a  5  to  7- 
week  training  period  by  trainers,  supervisors,  and  managers  who 
use  the  monitoring  to  coach  them  in  developing  their  call-nandhng 
performance  levels.  The  frequency  and  amount  of  monitoring  will 
vary  according  to  the  trainee's  learning  and  performance  capabili- 
ties. Typically,  a  trainee  is  monitored  five  to  ten  times  a  month. 
The  feedback  is  immediate  and  promptly  applied  by  the  employee 
in  subsequent  calls  to  the  customers. 

Experienced  customer  service  professionals  are  monitored  peri- 
odically to  assess  the  quality  of  their  interactions  with  customers. 
This  practice  results  in  the  completion  of  a  "quality  monitoring 
summary."  This  standardized  form  evaluates  the  employee's  per- 
formance and  includes  observations  concerning  the  employee's  han- 
dling of  the  call.  Completed  summaries  are  shared  with  employees 
so  they  better  understand  how  to  improve  their  skills. 
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Let  me  emphasize,  please,  that  our  employees  are  neither  dis- 
cipHned  nor  penalized  on  the  basis  of  the  monitoring.  But  they  do 
receive  rewards  for  positive  actions,  such  as  awards  for  savings  ac- 
counts that  would  have  canceled,  or  demonstrating  high  quality  or 
other  productive  call  abilities. 

Apart  from  customer  service,  telephone  monitoring  also  plays 
several  important  roles  in  our  sales  activities.  Although  we  don't 
formally  use  monitoring  information  as  marketing  information, 
monitoring  in  both  sales  and  customer  service  allows  us  to  quickly 
discern  trends  and  developments  in  the  concerns  and  interests  of 
our  customers.  The  more  we  learn  about  the  ways  people  respond 
to  our  sales  call,  the  more  sensitive  our  people  will  be  in  respond- 
ing to  the  concerns  of  our  prospective  customers. 

An  important  point  is  MCI's  monitoring  of  its  telephone  sales 
personnel  is  also  designed  to  help  ensure  comphance  with  the  "do 
not  call"  requirements  of  the  Telephone  Consumer  Protection  Act. 

The  company's  monitoring  practices  are  not  designed  or  imple- 
mented to  play  games  of  "Gotcha"  with  employees.  We  do  not  mon- 
itor to  trap  unwary  employees  in  misdeeds  or  in  personal  matters, 
and  we  do  not  use  monitoring  as  a  whip  or  a  prod  for  punishment. 
So  we  are  greatly  troubled  by  the  current  provisions  of  S.  984,  be- 
cause they  seem  to  reflect  these  very  worst  assumptions  about  how 
and  why  telephone  service  observation  is  performed  by  companies 

like  MCI. 

In  its  present  form,  the  bill  puts  telephone  service  observation  on 
the  same  restrictive  footing  with  video  surveillance  and  other  very 
different  forms  of  electronic  monitoring,  despite  the  complete  lack 
of  evidence  of  comparable  abuse.  It  simply  does  not  acknowledge 
that  telephone  monitoring  does  benefit  employees  and  consumers. 

By  virtually  banning  unannounced  monitoring  for  all  but  new 
employees,  it  has  lost  sight  of  two  very  fundamental  facts.  First,  it 
must  be  remembered  that  telephone  service  monitoring  is  limited 
to  calls  which  are  conducted  by  the  employee  acting  on  behalf  of 
the  employer,  within  the  scope  of  performing  his  or  her  job  respon- 
sibilities. MCI  employees  are  provided  with  unmonitored  phones  to 
m£^e  personal  calls,  both  inboimd  and  outbound,  and  there  are  no 
personal  privacy  interests  of  the  employee  at  stake  in  monitoring 
the  business  calls. 

Second,  to  a  large  extent,  the  benefits  of  telephone  monitoring  for 
purposes  I  described  earlier  will  only  be  obtained  if  the  monitoring 
is  unannounced,  that  is,  performed  without  letting  the  employee 
know  when  it  will  occur. 

So  in  conclusion,  MCI  strongly  believes  that  responsible  tele- 
phone monitoring  of  customer  service  and  sales  representatives  is 
an  essential  part  of  qur  training  and  performance  evaluation  pro- 
grams. S.  984  fails  to  give  adequate  consideration  to  the  experience 
of  companies  like  MCI  in  proposing  to  place  unreasonable  restric- 
tions on  monitoring  and  thereby  threatening  to  eliminate  our  abil- 
ity to  live  up  to  our  commitment  to  our  customers. 

Thank  you  very  much,  Mr.  Chairman. 

[The  prepared  statement  of  Mr.  Gerdelman  follows:] 
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Prepared  Statement  of  John  Gerdelman 

Mr.  Chairman  and  members  of  the  subcommittee,  I  want  to  thank  you  for  inviting 
me  to  appear  here  today  on  behalf  of  the  MCI  Communications  Corporation  to  dis- 
cuss S.  984,  the  proposed  "Protection  for  Consumers  and  Workers  Act."  I  am  John 
Gerdelman  and  am  responsible  for  the  management  of  all  customer  service  and 
sales  operations  for  MClConsumer  Markets,  which  serve  residential  customers. 

In  its  broad  scope,  S.  984  addresses  many  different  forms  of  "electronic  monitor- 
ing" of  employees  in  the  workplace,  including  "telephone  service  observation."  This 
kind  of  monitoring,  which  involves  listening  to  calls  being  made  or  received  by  an 
employee  to  monitor  the  quality  of  service  provided  by  the  employee,  is  an  essential 
part  of  MCI's  customer  service  program. 

For  that  reason,  we  want  Congress  to  understand  why  and  how  such  activities 
serve  our  customer's  interests.  We  also  want  Congress  to  understand  what  it  would 
mean  to  our  customers  and  our  employees  if  our  present  telephone  service  monitor- 
ing practices  were  restricted  or  prohibited  as  S.  984  currently  proposes. 

MCI's  FOCUS  on  customer  SERVICE 

Unlike  other  marketplaces,  our  marketplace  was  not  competitive.  It  was  con- 
trolled by  tin  entrenched  monopoly  which  for  years  was  the  only  available  source 
of  the  services  we  wanted  to  offer. 

MCI  knew  that  there  was  a  demand  for  an  alternative  source  for  these  services. 
But  MCI  understood  that  just  being  an  alternative  source  would  not  be  enough  to 
make  it  a  formidable  and  successful  competitor.  In  order  to  overcome  the  famili- 
arity, inertia,  and  numerous  other  advantages  which  favored  the  incumbent  in  this 
market,  MCI  would  have  to  fight  for  its  market  share  on  all  fronts:  price,  innova- 
tion, and  the  one  factor  which  directly  touches  consumers,  quality  of  customer  serv- 
ice. .      . 

For  25  years,  MCI  has  worked  and  thrived  on  its  commitment  to  provide  its  cus- 
tomers with  the  finest  quality  service  available.  As  the  global  telecommunications 
marketplace  has  rapidly  opened  to  ever-increasing  competition  over  a  continually- 
expanding  range  of  services,  our  commitment  to  customer  service  has  helped  us  not 
only  to  attrtict  new  customers  but  to  hold  onto  our  old  ones  as  well. 

TELEPHONE  SERVICE  MONITORING  AND  "CONSISTENT  CALL  HANDLING 

MCI's  commitment  to  assuring  quality  customer  service  is  one  of  the  First  things 
new  employees  learn  about  their  new  employer.  Employees  are  well  trained  and 
given  ample  time  to  gain  experience  in  fulfilling  their  own  responsibilities  toward 
attaining  this  quality  commitment.  It  is  clear  they  understand  and  support  this 
commitment  not  only  as  a  sound  competitive  corporate  policy  but  also  as  an  employ- 
ment policy  that  offers  personal  challenges  and  opportunities  for  advancement. 

Our  customer  service  professionals  who  handle  in-bound  calls  from  MCI  cus- 
tomers constitute  the  front-line  testing  ground  for  the  sincerity  of  MCI's  commit- 
ment to  customer  service.  These  employees  understand  that  the  telephone  service 
monitoring  process  is  a  key  practical  ingredient  of  their  training  and  evaluation. 
These  programs  are  designed  and  implemented  to  directly  benefit  them  as  well  as 
the  company  in  guiding  and  improving  their  work. 

MCI's  telephone  monitoring  practices  for  customer  service  can  best  be  understood 
in  the  context  of  its  "Consistent  Call  Handling"  program.  The  call  handling  program 
provides  service  professionals  guidelines  and  procedures  to  follow  in  resrwnding  to 
certain  types  of  customer  calls,  such  as  those  involving  billing,  credit  card  accounts, 
or  other  service  arrangements. 

New  customer  service  professional  are  monitored  periodically  through  a  5-7  week 
training  period  by  supervisors,  managers  and  trainers  who  use  the  monitoring  to 
"coach  them  in  developing  their  call  handling  performance  level.  The  frequency  and 
amount  of  monitoring  wUlvary  according  to  the  learning  and  performance  canabUi- 
ties  and  responses  (kmonstrated  by  the  new  employees.  Typically,  this  involves  5 
to  10  instances  of  monitoring  per  month,  performed  on  the  basis  of  1  to  3  call  inter- 
vals which  are  interspersed  with  "coaching"  feedback.  For  this  kind  of  monitoring, 
the  feedback  is  immediate  and  promptly  applied  by  the  employee  in  subsequent 

calls.  •  J-     11 

Even  experienced  customer  service  professionals  are  monitored  periodically  to  as- 
sess the  quality  of  their  interactions  with  MCI  customers.  Such  monitoring  results 
in  the  completion  of  a  "quality  monitoring  Summary"  which  evaluates  the  employ- 
ee's performance  by  reference  to  the  call  handling  guidelines  and  procedure  and 
"customer  care"  categories.  The  latter  include  observations  concerning  the  employ- 
ee's handling  of  the  monitored  call,  including  how  the  employee  initially  responds 
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to  the  call,  verifies  account  information,  and  offers  assistance,  as  well  as  whether 
the  employee  identifies  and  satisfies  customer  needs.  In  addition,  observations  are 
made  aoout  the  employee's  communications  skills  and  use  of  systems  and  resources. 
The  completed  summaries  are  shown  to  and  discussed  with  monitored  employees. 
Employees  are  not  disciplined  or  penal?ed  in  any  way  on  the  basis  of  such  monitor- 
ing, but  they  may  receive  rewaros  for  Positive  actions,  such  as  "saving"  accounts, 
or  for  demonstrating  high  quality  or  other  productive  call  abilities.  Sometimes,  the 
customer  with  whom  the  employee  was  speaking  will  subsequently  be  called  by  MCI 
Quality  Management  and  asKed  to  participate  m  a  brief  "customer  satisfaction  sur- 
vey" regarding  their  earlier  call  to  MCI  customer  service. 

TELEPHONE  MONITORING  AND  TELEPHONE  SALES 

Apart  from  customer  service,  telephone  monitoring  also  plays  several  important 
roles  in  MCI's  telephone  sales  activities. 

As  with  customer  service  personnel,  monitoring  of  telephone  sales  personnel  is  an 
important  training  and  evaluation  tool.  MCI  uses  certain  quantitative  measures  for 
sales  and  productivity.  In  sales,  as  in  customer  service,  it  is  the  nonquantifiable 
quality  of  the  interaction  between  the  MCI  employee  and  the  customer  that  is  the 
key  to  success.  TTiis  is  the  most  revealing  element  in  assessing  the  effort  and  skill 
in  the  employee's  performance. 

Although  MCI  does  not  formally  use  any  monitoring  information  as  marketing  in- 
formation, monitoring  in  both  the  sales  and  customer  service  areas  allows  us  to 
quickly  discern  trends  and  development  in  the  concerns  and  interests  of  our  cus- 
tomers The  more  we  know  about  why  people  call  us,  the  more  able  we  are  to  provide 
precisely  the  customer  service  they  neea.  Similarly,  the  more  we  learn  about  the 
ways  in  which  people  respond  to  our  sales  calls,  the  more  agile  and  sensitive  will 
our  people  be  in  gauging  the  receptivity  of  the  prospective  customers  we  contact  by 
telephone.  With  regard  to  the  latter  interest,  MCl's  monitoring  of  its  telephone  sales 
personnel  is  also  designed  to  help  ensure  their  compliance  with  the  "Do-Not-Call" 
requirements  of  the  Telephone  Consumer  Protection  Act. 

TELEPHONE  SERVICE  OBSERVATION  AND  S.  984 

MCI's  monitoring  practices  are  not  designed  or  implemented  to  be  games  of 
"Grotcha!"  with  our  employees.  We  do  not  monitor  to  trap  unwary  employees  in  mis- 
deeds or  personal  matters,  and  we  do  not  use  monitoring  as  a  whip  or  prod  for  pun- 
ishment, production  or  control. 

But  we  are  greatly  troubled  by  the  current  provisions  of  S.  984  because  they  seem 
to  reflect  these  very  worst  assumptions  about  why  and  how  "telephone  service  obser- 
vation" is  performed  by  companies  like  MCI. 

In  its  present  form,  S.  984  puts  telephone  service  observation  on  the  same  re- 
stricted footing  aa  video  surveillance  and  other  very  different  forms  of  "electronic 
monitoring,"  despite  the  complete  absence  of  evidence  of  abuse.  There  is  no  recogni- 
tion that  telephone  monitoring  greatly  benefits  employees  and  consumers  as  well  as 
employers. 

Under  the  bill's  provisio,  MCI  would  no  longer  be  able  to  engage  in  its  current 
practice  of  unannounced  telephone  monitoring  with  respect  to  any  customer  service 
or  telephone  sales  personnel  who  has  been  a  company  employee  for  more  than  60 
working  days.  It  would  be  prohibited  from  doing  even  announced  telephone  monitor- 
ing in  connection  with  sucn  employees  once  they  have  been  with  MCI  for  a  cumu- 
lative period  of  5  years.  For  personnel  who  have  been  MCI  employees  for  more  than 
60  worlting  days  but  less  than  5  years,  we  would  be  permitted  to  conduct  monitoring 
for  up  to  2  hours  per  week,  but  only  if  we  give  the  individual  employee  24  hours 
advance  written  notice  of  the  date  and  hours  during  which  the  monitoring  will 
occur. 

Restricting  or,  worse  yet,  prohibiting  monitoring  solely  on  the  basis  of  how  long 
an  employee  has  worked  for  the  employer  is  wholly  irrational.  This  standard  fails 
to  consider  that  the  person  who  has  been  an  employee  for  10  years  may  only  have 
been  a  customer  service  representative  for  10  days.  Even  if  the  provision  were  re- 
written in  terms  of  more  than  5  years  performing  a  specific  kind  of  job,  there  simply 
is  no  reliable  correlation  between  how  long  a  person  has  spent  doing  a  particular 
job  and  how  well  the  job  is  being  done. 

On  the  other  hand,  even  if  you  could  prove  a  reliable  correlation  between  length 
of  service  and  current  quality  of  service,  this  would  not  justify  exempting  veteran 
employees  from  monitormg  for  customer  service  and  consumer  protection  purposes. 
Experienced  employees  may  still  require  monitoring  for  training  purposes,  sinM 
they  are  the  ones  most  likely  to  be  given  new  or  more  complex  assignments.  In  addi- 
tion, the  justification  for  monitoring  as  a  performance  evaluation  tool  does  not  di- 
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minish,  especially  with  respect  to  customer  service  and  consumer  protection  con- 
cerns, based  on  how  long  the  employee  has  been  on  the  job. 

In  virtually  banning  unannounced  monitoring  for  all  but  new  employees,  the  bUl 
has  lost  sight  of  two  very  fundamental  facts  about  telephone  monitonng: 

First,  it  must  be  remembered  that  telephone  service  monitoring  is  limited  to  tele- 
phone calls  which  are  conducted  by  the  employee  acting  on  behalf  of  the  employer 
and  within  the  scope  of  performing  his  or  her  job  responsibilities.  MCI  and  others 
who  responsibly  use  telephone  monitoring  for  training  and  evaluation  in  the  context 
of  customer  service  and  consumer  protection  interests  fuUy  recognize  that  employees 
should  have  access  to  unmonitored  phones  for  the  purpose  of  making  or  receiving 
personal  calls.  S.  984  fails  to  address  the  issue  that  there  are  no  personal  privacy 
interests  of  the  employee  at  stake  in  the  monitoring  of  business  calls. 

Second,  it  must  be  understood  that,  to  a  large  extent,  the  benefits  of  telephone 
monitoring  for  the  purposes  described  above  will  only  be  obtained  if  the  monitoring 
is  unannounced;  that  is,  performed  without  letting  the  employee  know  when  it  will 
occur.  The  monitoring  must  be  unannounced  because  this  is  the  only  way  to  ensure 
that  the  employer  obtains  a  representative  sampling  of  the  employee's  typical  tele- 
phone performance,  rather  than  one  which  has  been  affected  by  knowleoge  of  the 
monitoring. 

MCI  ftifly  explains  its  telephone  monitoring  practices  to  its  employees  and  pro- 
spective employees  before  monitoring  occurs,  so  that  they  will  understand  the  rea- 
sons for  such  monitoring.  We  also  share  the  results  of  monitoring  promptly  with  the 
employee,  so  that  an  evaluation  and  discussion  of  the  results  can  help  the  employee 
to  improve  his  or  her  performance. 

CONCLUSION 

MCI  strongly  believes  that  responsible  monitoring  of  telephone  service  representa- 
tives is  an  essential  part  of  any  training  or  performance  evaluation  program  where 
customer  service  and  consumer  protection  are  important  interests  to  be  served.  S. 
984  fails  to  give  adequate  consideration  to  the  experience  of  companies  like  MCI  in 
proposing  to  place  unreasonable  restrictions  on  such  monitoring  and  thereby  threat- 
ening to  eliminate  the  benefits  of  such  programs  for  employees  and  consumers  as 
well  as  employers. 

Senator  Simon.  We  thank  you,  Mr.  Gerdelman, 

Mr.  Tamer. 

Mr.  Tamer,  Mr.  Chairman,  Senator  Thurmond,  I  appreciate  the 
opportunity  to  speak  before  this  committee  on  legislation  that  may 
have  a  profound  effect  on  my  company,  Teknekron  Infoswitch  Cor- 
poration, and  the  industry  it  serves,  the  call  center  marketplace. 

Teknekron  has  been  in  the  call  center  marketplace  in  excess  of 
15  years  as  a  provider  of  telecommunications  technology  and  serv- 
ices to  call  centers.  Call  centers  are  integral  parts  of  businesses 
that  provide  customer  service  to  predominantly  inbound  telephone 
callers.  Examples  would  be  airline  reservation  centers,  public  utili- 
ties, and  catalog  companies.  For  these  businesses,  the  ability  to 
evaluate  the  effectiveness  and  competitiveness  of  their  call  center 
operations  is  largely  dependent  upon  obtaining  reliable,  quan- 
titative and  qualitative  data  through  electronic  monitoring. 

We  believe  S.  984,  if  not  substantially  revised,  will  not  only  harm 
businesses,  but  ultimately  and  most  importantly,  their  employees 
and  customers. 

This  is  not  to  say  portions  of  the  legislation  are  not  good.  In  fact, 
some  sections  are  very  well-done.  Specifically,  Section  4  of  the  leg- 
islation detailing  the  contents  of  notice  to  employees  is  by  and 
large  a  needed  element  in  the  workplace. 

However,  we  believe  that  the  definitions  in  the  legislation  are  too 
broad  and  ambiguous  and  that  Sections  5,  6,  and  8  are  largely  un- 
workable. These  sections  construct  artificial  parameters  without  re- 
gard to  the  uniqueness  of  different  industries  and  the  complexities 
involved. 
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First,  this  legislation  impacts  work  products.  In  the  call  center 
environment,  an  agent's  handling  of  a  customer's  call  for  placingaii 
order  or  inquiring  about  service  is  that  agent's  work  product.  This 
basic  premise  is  msclosed  upon  hiring. 

Second,  a  fundamental  concept  of  business  is  the  need  to  quan- 
tify and  qualify  an  employee's  work  product. 

And  third,  our  industry  has  just  begun  to  explore  the  potential 
of  quality  measurement  through  statistical  process  control.  This 
legislation  may  impair  the  industry's  initiatives  focusing  on  true 
total  quality  management. 

We  appreciate  that  an  employee  needs  to  be  protected  from  ex- 
cessive intrusive  monitoring.  We  also  believe  employers  need  to  be 
protected  from  overzealous  monitoring  by  supervisors,  which  ulti- 
mately contributes  to  a  decline  in  morale  and  productivity. 

The  legislation  as  drafted  protects  neither.  We  suggest  there  are 
alternative  methods  for  providing  this  protection,  developed  by  har- 
nessing available  technology  to  assure  fair  and  objective  treatment 
of  employees,  while  providing  immensely  improved  data  and  infor- 
mation collection  to  employers. 

Technology  currently  exists  and  is  used  by  our  customers  to  es- 
tablish a  process  which  enhances  the  work  product  and  protects  the 
employee,  the  employer,  and  the  customer.  Examples  are  for  accu- 
racy and  consistency  in  monitoring,  parameters  and  constraints 
may  be  automatically  established,  such  as  by  length  of  call,  time 
of  day,  type  of  product.  For  more  efficient  evaluation,  a  supervisor 
may  pre-record  a  session  and,  together  with  an  employee,  review 
it  at  a  more  convenient  time  with  an  opportunity  for  playback.  For 
use  as  an  employee  training  tool,  a  supervisor's  notes  and  com- 
ments may  be  input  to  be  considered  later  by  the  employee.  For  ac- 
curacy in  performance  evaluations,  an  employee  may  review  the  re- 
sults of  monitoring  in  comparison  to  the  supervisor's  comments. 
For  self-training,  an  employee  may  pre-select  and  experiment  with 
self-selected  parameters. 

And,  perhaps  most  importantly,  the  monitor  may  be  monitored. 
This  means  that  any  evaluation  system  used  for  an  employee  may 
also  include  a  similar  system  for  tne  monitor.  The  monitor  s  actual 
scoring  trends  can  be  reviewed  in  relationship  to  their  peers  and 
the  company's  standards.  And  the  monitoring  can  also  include  the 
ability  to  decipher  any  discriminatory  practices  of  the  reviewing  su- 
pervisor, such  as  between  the  sexes,  the  aging,  the  disabled,  or  mi- 
norities. This  can  ensure  not  only  fair  recording  of  the  data,  but 
strong  confidence  by  the  employee  that  the  people  monitoring  can- 
not abuse  their  employees. 

The  telephone  center  for  inbound  calling  is  a  rising  area  of  em- 
ployment in  this  country.  There  are  estimated  to  be  over  40,000 
call  centers  in  existence  today.  New  job  market  opportunities,  such 
as  telecommuting,  which  is  tne  performance  of  the  telephone  serv- 
ice representative  functions  at  home,  have  opened  up  tremendous 
opportunities  for  the  disabled,  the  elderly,  and  the  working  parent. 
Telecommuting  jobs  are  expected  to  increase  dramatically  for  the 
rest  of  this  decade.  Also  benefited  are  those  who,  for  one  reason  or 
another,  cannot  physically  go  to  a  place  of  business  and  yet  can  re- 
ceive virtually  any  service  over  the  phone.  This  legislation,  if  not 
significantly  modified,  will  adversely  affect  these  job  markets. 
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We  offer  the  following  recommendations.  First  and  most  impor- 
tantly, the  monitors  must  be  monitored.  Second,  monitoring  may 
only  be  used  for  business  purposes.  Third,  data  or  information  in 
whatever  form  must  be  recorded,  stored,  and  made  available  for 
the  protection  of  the  employee  and  employer  for  a  reasonable  pe- 
riod of  time. 

Four,  all  similarly  situated  employees  must  be  monitored  consist- 
ently. In  other  words,  one  group  may  not  be  monitored  only  in  the 
morning,  while  they  are  well-rested,  and  the  other  only  late  in  the 
day. 

And  five,  monitoring  must  be  disclosed,  but  restraints,  especially 
time  restraints,  if  any,  must  be  created  with  enough  flexibihty  to 
avoid  destroying  the  accuracy  and  reliability  of  the  information  col- 
lected. 

Finally,  Mr.  Chairman,  I  believe  it  would  be  enormously  bene- 
ficial for  this  committee  if  the  technology  currently  utilized  by  our 
customers  could  be  demonstrated.  This  could  provide  Senators  and 
their  staff  with  an  understanding  of  how  technology  protects  work- 
ers from  abuse  while  providing  businesses  with  the  information 
vital  to  their  competitiveness  and  successful  service  to  their  cus- 
tomers. 

Mr.  Chairman,  I  cannot  overemphasize  how  proud  you  would  be 
of  the  impressive  service  America's  leading  companies  provide  to 
the  ultimate  and  most  important  customer — the  Ajnerican  people. 

Thank  vou  for  the  opportunitv  to  provide  vou  with  the  informa- 
tion on  this  very  important  subject.  We  look  forward  to  working 
with  the  committee  on  this  matter. 

[The  prepared  statement  of  Mr.  Tamer  follows:] 

Prepared  Statement  of  Michael  J.  Tamer 

Ml .  Chairman  and  members  of  the  subcommittee,  I  appreciate  the  opportunity  to 
speak  before  this  conmiittee  on  legislation  that  may  have  a  profound  affect  on  my 
company,  Teknekron  Infoswitch  Corporation,  and  the  industry  it  serves,  the  Call 
Center  marketplace. 

Teknekron  has  been  in  the  Call  Center  marketplace  in  excess  of  15  years  as  a 
provider  of  telecommunications  technology  and  services  to  Call  Centers.  Call  Cen- 
ters are  integral  parts  of  businesses  that  provide  customer  service  to  predominantly 
in-bound  callers  over  the  telephone.  Businesses  utilize  Call  Centers  either  for  reve- 
nue generation  such  as  airlines  sales,  insurance  transactions,  or  catalogue  sales;  or 
for  revenue  protection  such  as  banking  transactions  (credit  management),  public 
utility  services  or  computer  support  activities.  For  these  businesses,  the  ability  to 
evaluate  the  effectiveness  and  competitiveness  of  their  Call  Center  operations  is  ab- 
solutely critical  and  this  ability  is  largely  dependent  upon  obtaining  reliable  (quan- 
titative and  qualitative  data  through  electronic  monitonne.  We  believe  S.  984,  if  not 
substantially  revised,  not  only  will  harm  businesses  but  ultimately,  and  most  impor- 
tantly, their  employees,  and  customers. 

This  is  not  to  say  portions  of  the  legislation  are  not  good,  in  fact  some  Sections 
are  veiy  well  done.  Specifically,  section  4  of  the  legislation,  detailing  the  contents 
of  notice  to  employees  is  by  and  large  a  needed  element  in  the  workplace.  Nor,  obvi- 
ously, would  we  object  to  the  legislation's  privacy  protections  for  locations  such  as 
bathrooms  and  locker  rooms.  This  type  of  intrusive  monitoring  is  patently  offensive. 
But  frankly,  we  believe  that  the  definitions  in  the  legislation  are  too  broad  and  am- 
biguous, and  that  sections  5,  6,  and  8  are  largely  unworkable.  These  Sections  con- 
struct artificial  parameters  without  regard  to  the  unicpeness  of  different  industries 
and  the  complexities  involved.  While  we  may  be  submitting  more  specific  legislative 
comments  later  to  the  committee  staff  on  these  and  other  matters,  let  me  address 
our  chief  concerns  now: 

1.  This  legislation  impacts  work  products.  In  the  Call  Center  environment,  an 
agent's  hancDing  of  a  customer's  call  Tor  placing  an  order,  or  inquiring  about  service, 
is  that  agent's  woric  product. 
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2.  A  fiindamental  concept  of  business  is  the  need  to  quantify  and  qualify  an  em- 
ployees' work  product.  The  ability  to  manage  a  business  depends  on  the  ability  to 
review  employees'  work  product  (in  the  Call  Center  service  ouslness,  this  includes 
such  areas  as  verification  that  proper  etiquette  was  followed,  appropriate  pricing 
and  product  information  was  disclosed,  and  that  an  adequate  nuniber  of  trtms- 
actions  are  processed). 

3.  Employees  understand  that  their  work  product  is  serving  the  customer  by  tele- 

fihone.  Every  employee,  in  whatever  capacity,  is  subject  to  performance  evaluation, 
n  the  Call  Center  environment,  it  is  simply  that  this  evaluation  involves  success- 
fully processing  telephone  related  transactions. 

4.  'This  legislation  will  adversely  affect  industry  initiatives  focusing  on  the  Total 
Quality  Management  (TQM).  U.S.  companies  have  found  it  increasingly  important 
to  perform  qualitative  and  quantitative  evaluations  in  their  efforts  to  compete  in  a 
gloDal  marketplace.  While  the  legislation  recognizes  distinctions  in  continuous  mon- 
itoring and  random  access  monitoring,  the  restrictions  contained  in  sections  5,  6  and 
8,  tdong  with  the  broadly  based  definitions,  may  ultimately  preclude  initiatives  in 
TQM. 

Monitoring  inbound  calls  in  a  Call  Center  environment  protects  a  company,  its 
employees  and  its  customers,  as  it  allows  for  an  accurate  and  effective  evaluation 
of  the  quality  or  cpiantity  of  services  provided  by  an  employee  to  a  company's  cus- 
tomers. Quantitative  measurements  are  not  new  (quantum  measurements  have  fre- 
quently been  an  element  of  the  workplace  in  job  positions  ranging  from  salespeople 
to  assembly  line  woriiers).  Nor,  obviously,  are  qualitative  measurements.  What  is 
new  is  the  evolution  of  technology  in  making  such  measurements.  We  appreciate 
that  an  employee  needs  to  be  protected  from  excessive  intrusive  monitoring.  We  also 
believe  employers  need  to  be  protected  from  over-zealous  monitoring  by  supervisors, 
which  ultimately  contributes  to  a  decline  in  morale  and  productivity.  The  legisla- 
tion, as  drafted,  protects  neither.  We  suggest  there  are  alternative  methods  for  pro- 
viding this  protection  other  than  that  proposed  in  the  legislation  (specifically  the 
tenure  caps,  and  notice  windows).  These  methods  are  developed  by  harnessing  avail- 
able technology  to  assure  fair  and  objective  treatment  of  employees,  while  providing 
immensely  improved  data  and  information  collection  to  employers. 

Technology  currently  exists  and  is  used  by  our  customers  to  establish  a  process 
which  enhances  the  work  product  and  protects  the  employee,  the  employer,  and  the 
customer.  For  instance,  to  assure  accuracy  and  consistency  in  monitoring,  param- 
eters and  constraints  may  be  automatically  established  (by  length  of  call,  by  time 
of  day,  by  type  of  product);  for  more  efficient  evaluation,  a  supervisor  may  prerecord 
a  session  and  review  it  at  a  more  convenient  time  with  an  opportunity  for  playback; 
for  use  as  an  employee  training  tool,  a  supervisor's  notes  and  comments  may  be 
input  to  be  consioered  later  by  the  employee;  for  accuracy  in  performance  evalua- 
tions, an  employee  may  review  the  results  of  monitoring  in  comparison  to  the  super- 
visor's comments;  for  self-training,  an  employee  may  pre-select  and  experiment  with 
self-selected  parameters;  and  perhaps  most  importantly,  the  monitor  may  be  mon- 
itored. This  means  that  any  evaluation  system  used  for  an  employee  may  also  in- 
clude a  similar  system  for  the  monitor  (the  supervisor).  The  monitors'  actual  scoring 
trends  can  be  reviewed  in  relationship  to  their  peers  and  the  company^s  standards, 
and  the  monitoring  can  also  include  tne  ability  to  decipher  any  discriminatory  prac- 
tices of  the  reviewing  supervisor  such  as  between  the  sexes,  the  aging,  the  disabled 
or  minorities.  This  can  insure  not  only  fair  recording  of  the  data  but  strong  con- 
fidence by  the  employee  that  the  people  monitoring  cannot  abuse  their  employees. 

The  telephone  center  for  in-bound  calling  is  a  rising  area  of  employment  in  this 
country.  There  are  estimated  to  be  over  40,008  Call  Centers  in  existence  today. 
Companies  are  increasingly  recognizing  that  customers  can  be  served  over  the 
phone  with  high  quality  of  service  and  at  a  reduced  cost  compared  to  face-to-face 
communication.  New  job  market  opportunities  such  as  telecommuting,  which  is  the 
performance  of  the  telephone  service  representative  functions  at  home,  have  opened 
up  tremendous  opportunities  for  the  disabled,  the  elderly  and  the  working  parent. 
'Telecommuting  jobs  are  expected  to  increase  dramatically  for  the  rest  of  this  decade. 
Equally  benefited  are  those  who,  for  one  reason  or  another,  cannot  physically  go  to 
a  place  of  business,  and  yet  can  receive  virtually  any  service  over  the  phone.  The 
legislation,  if  not  significantly  modified,  will  adversely  affect  these  job-markets. 

In  conclusion,  Teknekron  Infoswitch  believes  that  when  used  fairly  and  ethically, 
monitoring  in  the  Call  Center  environment  can  benefit  the  employer,  the  employee, 
and  the  customer.  As  mentioned  before,  we  believe  that  this  protection  cannot  be 
ensured  by  artificial  constraints,  but  instead  by  an  equitable  process.  In  this  regard 
Teknekron  Infoswitch  has  the  following  recommendations  for  any  electronic  mon- 
itoring legislation  that  this  Committee  and  the  Senate  may  consider 

1.  First  and  most  importantly,  the  monitors  must  be  monitored. 
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2.  Monitoring  may  only  be  used  for  business  purposes. 

3.  Data  or  information  in  whatever  form  (visual,  audio,  etc.)  must  be  recorded, 
stored,  and  made  available  for  the  protection  of  the  employee  and  employer  for  a 
reasonable  period  of  time. 

4.  All  similarly  situated  employees  must  be  monitored  consistently  (in  other 
words,  one  group  may  not  be  monitored  only  in  the  morning  when  they  are  weD 
rested  and  another  only  late  in  the  day). 

5.  Disclosure  must  be  made  to  employees  of  the  substance  of  the  monitoring  (in 
other  words,  what  quantitative  and  qualitative  factors  are  being  evaluated  and  how 
are  those  factors  interrelated). 

6.  Monitoring  must  be  disclosed  (but  restraints,  especially  time  restraints,  if  any, 
must  be  created  with  enough  flexibility  to  avoid  destroying  the  accuracy  and  reli- 
ability of  the  information  collected). 

Finally,  Mr.  Chairman  and  members  of  the  subcommittee,  I  believe  it  would  be 
enormously  beneficial  to  this  committee  if  the  technology  currently  utilized  by  our 
customers  could  be  demonstrated.  This  could  provide  Senators  and  their  staffs  with 
an  understanding  of  how  technology  protects  workers  from  abuse  while  providing 
businesses  with  mformation  vital  to  their  competitiveness  and  successful  service  to 
their  customers.  Mr.  Chairman,  I  cannot  overemphasize  how  proud  you  would  be 
of  the  impressive  service  America's  leading  companies  provide  to  the  ultimate  and 
most  important  customer,  the  American  people. 

Thank  you  for  the  opportunity  to  provide  you  with  information  on  this  very  impor- 
tant subject.  We  look  forward  to  working  with  the  committee  on  this  matter. 

Senator  Simon.  We  thank  you,  Mr,  Tamer. 

Mr.  Barry. 

Mr.  Barry.  Thank  you,  Mr.  Chairman,  Senator  Thurmond. 

My  name  is  Richard  J.  Barry.  I  am  the  co-founder,  owner  and  ex- 
ecutive vice  president  of  First  Security  Services  Corporation  in  Bos- 
ton, MA.  We  are  a  22-year-old,  privately-held  company  providing 
security  alarm,  security  officer  and  investigative  services  in  the 
Northeast.  We  presently  employ  approximately  3,000  people  and 
deliver  over  80,000  hours  of  private  security  services  weekly. 

I  am  also  speaking  today  on  behalf  of  the  Security  Companies 
Organized  for  Legislative  Action,  known  as  SCOLA,  a  coalition  of 
five  trade  associations  representing  the  guard,  alarm,  armored  car, 
and  investigative  service  industries.  Together,  our  organization 
represents  more  than  3,000  firms  in  the  private  security  industry, 
and  more  than  one  million  employees.  The  firms  represented  by 
our  group  range  fi*om  small,  family-owned  concerns  to  major  cor- 
porations with  international  operations. 

We  appreciate  this  opportunity  to  share  our  views  on  S.  984,  the 
Privacy  for  Consumers  and  Workers  Act.  As  you  know,  Mr,  Chair- 
man, Mr.  Vincent  Ruffolo,  of  Blue  Island,  IL,  SCOLA's  chairman, 
had  the  privilege  of  testifying  before  your  subcommittee  in  1991  on 
this  same  subject,  and  I  bring  his  thanks  and  appreciation  for  our 
appearance  here  today. 

We  were  concerned  then  by  overly-broad  language  that  would 
have  seriously  impaired  the  ability  of  business  to  safeguard  pa- 
trons, employees,  personnel  and  business  assets  from  criminal  ac- 
tivity and  other  threats  in  and  about  the  business  premises. 

S.  984  represents  a  significant  response  to  many  of  the  security 
concerns  presented  by  Mr.  Ruffolo  at  that  time.  Nevertheless,  our 
industry  still  has  serious  reservations  about  the  day-to-day  impact 
on  employees  who  implement  security  programs. 

S.  984  is  administratively  complex  and  burdensome  for  employ- 
ers, and  we  have  many  questions  about  its  application  to  specific 
situations.  We  hope  that  its  scope  can  be  narrowed  to  address  more 
precisely  the  privacy  interests  of  those  in  the  workplace  without 
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sacrificing  the  legitimate  and  needed  electronic  technology  security 
applications. 

We  also  ask,  since  the  bill  was  only  recently  introduced,  that  the 
hearing  record  be  kept  open  to  allow  additional  statements  to  be 
submitted. 

We  agree  that  protecting  consumer  and  worker  privacy  in  the 
workplace  is  important.  We  also  believe,  however,  that  those  inter- 
ests must  be  in  balance  with  the  appropriate  use  of  electronic  secu- 
rity and  safety  systems  to  protect  consumers'  and  workers'  safety 
and  to  preserve  company  assets. 

The  key  word  is  "appropriate."  We  do  not  condone  abusive  or  ca- 
pricious use  of  security  equipment  or  procedures.  We  know  fi*om 
our  own  experience,  however,  that  workers  and  the  general  public 
expect  and  demand  electronic  security  systems  in  many  workplace 
environments.  An  example  that  comes  to  my  mind  is  a  large,  na- 
tionally-recognized hospital  in  Boston.  The  sheer  size  of  that  facil- 
ity makes  it  impossible  to  provide  a  secure  and  safe  environment 
for  workers,  patients,  visitors,  without  the  use  of  electronic  sys- 
tems. 

In  himdreds  of  thousands  of  other  workplaces,  electronic  tech- 
nology is  accepted  as  a  key  component  in  eliminating  crime  and 
other  unacceptable  behavior  by  and  toward  employees  and  others 
on  the  employer's  premises. 

Mr.  Chairman,  we  recognize  that  striking  the  appropriate  bal- 
ance between  an  atmosphere  of  adequate  safety  and  security  on  the 
one  hand  and  individuals'  privacy  rights  on  the  other  is  quite  a 
challenge,  and  it  deserves  a  thoughtful  approach.  It  is  impossible, 
however,  to  contemplate  all  the  situations  which  may  be  covered 
under  this  bill  and  to  be  confident  about  how  its  provisions  would 
be  applied. 

A  number  of  the  concepts  in  the  bill,  such  as  continuous  elec- 
tronic monitoring,  periodic  inspection,  random  monitoring,  and  the 
provisions  concerning  work  groups  and  persons  with  cumulative 
employment  for  5  years,  are  extremely  difficult  to  imagine  in  their 
practical  applications  without  wondering  if  they  would  effectively 
prohibit  commonly  used  types  of  safety  and  security  systems. 

It  seems  unlikely  that  this  bill  is  intended  to  expose  employers 
to  liability  for  using  measures  that  make  the  workplace  safer;  yet 
we  are  concerned  that  just  such  an  unintended  result  may  be  dic- 
tated by  S.  984. 

It  is  important  to  note  that  many  premises'  protection  systems 
are  activated  by  a  person's  entry  into  a  secured  area — for  example, 
hospital  pharmacies.  Department  of  Defense  record  rooms,  or  bank 
money  rooms.  As  we  read  S.  984,  such  systems  would  be  random 
or  periodic  and  subject  to  Section  5.  However,  an  employee  or  tres- 
passer whose  mission  is  to  steal  or  tamper  with  information  or  ma- 
terials, or  to  harass  a  coworker,  may  also  enter  a  secured  area 
where  he  or  she  can  today  be  electronically  monitored,  engaging  in 
whatever  his  or  her  nefarious  mission  may  be. 

Under  S.  984,  however,  monitoring  systems  activated  by  the  mo- 
tion of  a  person's  approach  and  entry  into  a  secured  area  would  be- 
come practically  unusable  until  the  employer  had  reasonable  sus- 
picion that  an  employee  had  broken  or  was  about  to  break  a  law 
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and  that  the  misconduct  would  involve  significant  economic  loss  to 
the  employer  or  other  employees. 

Even  with  this  exception,  there  may  be  little  an  employer  can  do 
as  a  practical  matter,  since  mechanical  systems  do  not  aistingfuish 
between  authorized  and  unauthorized  persons. 

I  would  conclude,  Mr.  Chairman,  by  stating  that  with  crime  and 
violence  in  the  workplace  an  ever  growing  concern,  we  sincerely 
hope  that  S.  984  and  its  companion  bill  in  the  House  will  be 
amended  to  authorize  legitimate  security-focused  monitoring  in  the 
workplace  to  deter  activities  that  diminish  productivity.  Such  mon- 
itoring is  important  to  deter  both  conduct  that  is  actually  criminal, 
such  as  physical  assaults  and  battery,  pilferag^e,  thefts  against  em- 
ployees themselves,  and  inappropriate  behavior  by  emplovees  to- 
ward coworkers  that  impairs  the  psychological  quality  of  the  work 
environment. 

I  conclude  by  thanking  you  again,  Mr.  Chairman. 

[The  prepared  statement  of  Mr.  Barry  follows:] 

Prepared  Statement  of  Richard  J.  Barry 

Mr.  Chairman,  my  name  is  Richard  J.  Barry.  I  am  the  co-founder,  owner,  and  ex- 
ecutive vice  president  of  First  Security  Services  Corporation,  headquartered  in  Bos- 
ton, Massachusetts.  We  are  a  privately  owned  busmess,  providing  security  alarm, 
security  officer,  and  investigative  services  in  the  Northeast.  My  firm  currently  em- 
ploys 3,000  people  and  provides  in  excess  of  80,000  hours  of  security  services  per 
week. 

I  am  also  speaking  today  on  behalf  of  Security  Companies  Organized  for  Legisla- 
tive Action,  known  as  SCOLA,  a  coalition  of  five  trade  associations  representing  the 
guard,  alarm,  armored  car,  and  investigative  services  industries.  Together,  our  orga- 
nization represents  more  than  3,000  firms  in  the  private  security  industry,  and 
more  than  one  million  employees.  The  firms  represented  by  our  group  ran^e  from 
small,  family-owned  concerns  to  major  corporations  with  international  operations. 

We  appreciate  this  opportunity  to  share  our  views  on  S.  984,  the  Privacy  for  Con- 
sumers and  Workers  Act.  As  you  know,  Mr.  Chairman,  Mr.  Vincent  Rufl'olo,  of  Blue 
Island,  nUnois,  had  the  privilege  of  testifying  before  your  subcommittee  in  1991  on 
behalf  of  SCOLA  concerning  this  same  subject.  You  may  recall  our  concern  at  that 
time  with  what  we  believed  to  be  overly  broad  language  that  would  have  seriously 
impaired  the  ability  of  business  to  safeguard  its  patrons  and  employees,  and  to  pro- 
tect personal  and  business  assets  located  in  ana  about  the  business  premises.  We 
believed  the  language  in  that  bill  would  have  also  made  it  diflicult  to  document  off- 
premises  fraud,  theft,  and  sabotage. 

Mr.  Chairman,  while  S.  984  represents  a  significant  response  to  many  of  the  secu- 
rity concerns  presented  by  Mr.  Ruffolo  at  that  time,  our  industry  stUl  has  serious 
reservations  aoout  the  day-to-day  application  of  this  bill  and  its  impact  on  the  abil- 
ity of  an  employer  to  implement  security  measures.  Fm  sure  you  would  agree  that 
businesses  shouldn't  be  placed  in  the  position  of  having  to  consult  a  lawyer  Tor  every 
specific  use  of  legitimate  security  tecnnology.  As  it  stands  now,  8.  984  appears  to 
be  administratively  complex,  with  questionable  interpretations  on  how  it  applies  to 
specific  situations,  and  seems  to  be  unnecessarily  burdensome  especially  for  small 
business. 

The  security  industry  is  understandably  interested  in  this  issue',  Mr.  Chairman, 
and  believes  the  committee  would  benefit  from  a  thorough  analysis  by  security  pro- 
fessionals out  in  the  field.  Since  the  bill  was  only  recently  introduced,  we  hope  the 
hearing  record  will  be  kept  open  long  enough  to  allow  additional  time  for  statements 
to  be  submitted  from  businesses  which  wUl  be  affected  by  its  provisions. 

Mr.  Chairman,  we  agree  that  protecting  consumer  and  woiker  privacy  in  the 
workplace  is  wholly  appropriate  and  important.  We  also  believe,  however,  that  those 
interests  must  be  m  balance  with  the  appropriate  use  of  security  to  protect  consum- 
er's and  worker's  seifety  and  to  safeguard  company  assets.  The  overriding  word  here, 
Mr.  Chairman,  is  the  word  "appropriate".  SCOLA  does  not  condone  abusive  or  caori- 
cious  use  of  security  equipment  or  procedures,  such  as  using  cameras  in  a  locker 
room  without  legal  cause.  Yet  both  workers  and  the  general  public  expect,  even  de- 
mand, reliable  security  in  many  workplace  situations,  such  as  cameras  in  elevators, 
remote  areas,  or  parking  facilities. 
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Striking  the  appropriate  balance  between  legitimate  security  and  the  right  to  pri- 
vacy is  the  concern,  of  course,  and  deserving  of  a  thoughtful  approach.  It  is  impos- 
sible, however,  to  contemplate  all  the  business  situations  which  may  be  covered 
under  this  bill  and  be  confident  about  the  application  of  its  provisions. 

In  our  business,  we  ask  a  lot  of  questions;  that's  the  nature  of  our  work.  For  in- 
stance, if  there  is  theft,  how  do  you  identify  the  perpetrator?  If  there  are  security 
problems,  how  do  you  expose  the  situation?  If  drugs  are  being  abused  or  deal  trans- 
acted in  the  workplace,  now  can  you  document  the  activity?  U  there  is  industrial 
espionage,  how  do  you  confirm  your  suspicions?  If  there  is  a  charge  of  sexual  harass- 
ment, how  might  you  document  the  allegation?  Mr.  Chairman,  we  would  ask  those 
same  questions  regarding  the  application  of  this  bill.  Technology  in  the  security 
business  is  advancing  rapidly,  and  newer,  more  innovative  ways  are-being  developed 
to  address  the  solution  of  those  security  questions.  We  need  to  know  how  those 
methods  could  be  applied  under  the  provisions  of  this  bill. 

Imagine,  for  example,  a  large  building  with  a  bank  of  video  monitors  that  continu- 
ously afford  the  opportunity  to  view  each  of  the  areas  monitored  for  security  pur- 
poses. If  the  images  presented  rotate  from  one  area  to  another;in  a  sequence,  with 
a  manual  override  that  can  be  controlled  from  the  control  center,  is  this  "continuous 
monitoring",  or  is  it  "random",  or  "periodic"?  The  definition  of  "continuous  electronic 
monitoring"  may  contemplate  such  a  situation,  but  "periodic  inspection  of  continu- 
ous video  monitoring  from  an  off-site  location  ...  to  deter  crime  and  provide 
evidence  to  law  enforcement  personnel"  [Section  1(1)]  does  not  clearly  answer  this 
question,  as  we  read  it. 

This  inquiry  becomes  particularly  significant  in  light  of  the  section  5(b)  (3)  prohi- 
bition on  random  or  periodic  monitoring  of  any  employee  who  has  a  cumulative  em- 
ployment of  5  years,  although  it  appears  that  random  or  periodic  monitoring  is  p>er- 
mitted  without  restriction  only  within  an  employee's  first  60  working  days  with  an 
employer.  While  we  wonder  about  the  practical  applicability  of  the  "working  group" 
concept  to  random  or  periodic  monitoring,  subject  to  notification  of  those  employees, 
we  are  greatly  troubled  by  the  prohibition  against  intermittent  monitoring  oi  5-year 
veteran  employees.  Random  monitoring  undertaken  for  security  purposes — the  mul- 
tiple video  monitoring  system  described  previouslyl  for  example — would  probably  be 
unable  to  avoid  picking  up  the  images  of  these  veteran  employees  if  they  happened 
to  pass  through  any  of  the  areas  in  which  security  cameras  were  in  place.  It  seems 
unlikely  that  the  intent  is  to  expose  the  employer  to  liability  under  this  act  for  using 
measures  that  make  the  workplace  a  safer  environment,  yet  we  are  concerned  that 
just  such  an  anomaly  may  be  created  by  the  current  language  of  the  biU. 

There  are  other  questions  in  our  mind  also,  Mr.  Chairman.  For  instance,  could 
a  picket  line  be  monitored  if  there  is  the  threat  of  violence?  Some  retail  establish- 
ments and  or  restaurants  with  bars,  for  example,  have  a  high  rate  of  employee  turn- 
over and  a  constant  problem  with  theft.  How  would  the  provisions  of  this  bill  apply 
in  those  workplaces/  What  effective  methods  of  security  could  be  utilized?  Under 
what  conditions  and  subject  to  what  prerequisites? 

Mr.  Chairman,  as  you  know,  a  companion  bill  has  been  introduced  in  the  House 
by  Mr.  Williams,  H.R.  19(X),  which  addresses  this  same  issue.  In  comparing  the  two 
bills,  we  noticed  some  differences  which  need  clarification.  For  instance,  in  the  sec- 
tions addressing  the  review  of  continuous  electronic  monitoring,  H.R.  1900  provides 
an  exception  for  the  review  of  electronic  data  obtained  from  video  monitoring  which 
is  used  to  deter  crime  by  persons  and  to  provide  evidence  to  law  enforcement  per- 
sonnel. The  Senate  biU  does  not  seem  to  contain  that  direct  exception.  We  would 
like  to  know  how  that  legitimate  exception  would  be  treated  under  the  Senate  bill. 

In  another  example  that  needs  clarification,  the  IMvacy  Protection  sections  of 
both  S.  984  and  H.R.  1900  would  not  allow  electronic  monitoring  in  bathrooms,  lock- 
er rooms,  or  dressing  rooms.  However,  the  House  bill  provides  a  exception  in  the 
case  of  a  reasonable  suspicion  of  criminal  activity.  Again,  S.  984  does  not  seem  to 
address  this  specific  exemption. 

In  one  last  example  concerning  workers  compensation,  the  Senate  imposes  a 
threshold  of  $25,000,  where  no  threshold  exists  m  the  House  version.  To  a  small 
business,  Mr.  (Zlhairman,  a  $5,000  claim  can  represent  a  truly  significant  level. 

Mr.  Chairman,  given  the  challenges  before  your  committee  on  this  important 
issue,  we  would  respectfully  urge  that  the  use  of  legitimate  security  measures  be 
provided  with  a  specific,  but  workable  exemption  regarding  the  application  of  S.  984. 
All  workers  and  citizens  have  a  right  to  a  safe,  prosperous  work  environment,  and 
the  legitimate  use  of  security  adds  greatly  to  that  goal.  Employers  are  diligent  and 
sincere  in  their  efforts  to  provide  security  and  safety  to  employees;  this  is  supported 
by  the  Nation's  cost  figures  for  security  and  systems.  We  believe  employees  could 
be  protected  from  indiscriminate  and  unfair  use  of  electronic  security  and  safety  sys- 
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tems  by  having  the  burden  of  proof  on  the  employer  to  ensure  that  the  system's  use 
was  only  for  security  and  safety  of  the  employees  and  the  general  public. 
ThanK  you,  Mr.  Chairman. 

Senator  Simon.  I  thank  you.  You  used  the  word  "balance,"  and 
I  think  that  is  what  we  are  trying  to  find.  I  think  the  evidence  is 
fairly  clear  from  the  first  witness,  Mr.  Filler,  that  things  have  got- 
ten out  of  balance. 

You  mentioned  the  hospital.  You  heard  a  representative  of  the 
American  Nurses  Association  testify  about  videos  in  dressing 
rooms,  wash  rooms  and  bathrooms,  and  Mr.  Ettienne  testified  to 
the  same.  If  there  is  no  suspicion  of  the  laws  being  violated  and 
under  S.  984  if  you  had  suspicion  you  then  could  get  a  court  order, 
and  then  there  could  be  unannounced,  secret  monitoring,  is  there 
any  justification  for  just  video  tapping  bathrooms? 

Mr.  Barry.  I  would  not  say  that  there  is  any  justification  in 
some  of  the  examples  that  were  used.  However,  in  the  case  of  the 
situation  in  the  hotel  locker  room,  I  believe  that  it  had  been  pub- 
lished that  the  investigation  was  initiated  by  complaints  from  other 
employees  who  were  disturbed  with  some  of  the  conditions  that  ex- 
isted in  the  locker  room. 

The  monitoring  of  the  locker  room  was  done,  according  to  the  re- 
ports that  we  read  in  the  paper,  under  legitimate  and  legal  proce- 
dures. 

Senator  Simon.  Under  what  are  now  legitimate  and  legal  proce- 
dures. 

Mr.  Barry.  Correct,  and  the  letter  of  the  law,  according  to  those 
who  did  it,  was  followed.  They  have  no  way  of  knowing  if  they  are 
accurate  or  right  in  their  assumption. 

However,  usually,  they  are  initiated  by  complaints  from  cowork- 
ers who  are  disturbed  by  some  type  of  conduct  that  is  taking  place 
in  these  areas  that  we  speak  about. 

Very  seldom  is  the  video  that  is  taken  in  that  type  of  an  atmos- 
phere subjected  to  the  public  viewing  that  this  particular  film  did. 
And  it  is  generally,  in  the  times  that  I  am  familiar  with,  restricted 
to  use  for  the  strict  evidence  for  the  purpose  that  it  was  installed. 

Senator  Simon.  But  if  there  is  no  suspicion  that  the  law  is  being 
violated,  is  there  any  justification  for  that  kind  of  video? 

Mr.  Barry.  I  would  say  no. 

Senator  Simon.  All  right.  Mr.  Gerdelman,  in  your  business  at 
MCI,  you  mentioned  first  of  all  people  who  are  starting  out,  that 
they  need  to  be  monitored. 

Mr.  Gerdelman.  Yes. 

Senator  Simon.  Can't  they  be  notified  that  they  are  going  to  be 
monitored,  and  you  live  within  the  law? 

Mr.  Gerdelman.  All  our  employees  are  notified  at  the  time  they 
start  employment  that  we  do  randomly  monitor.  In  fact,  they  do 
sign  a  statement  acknowledging  that  we  monitor.  We  feel  that  the 
highest  quality  that  we  can  achieve  is  via  unannounced,  so  that  we 
truly  see  an  average  call.  And  actually,  some  employees  prefer  not 
to  know  when  because  they  don't  feel  the  stress  when  it  is  routine 
and  random. 

Senator  Simon.  What  if  the  CEO  of  MCI  were  to  say  to  you,  *Tou 
had  a  phone  conversation  with  Senator  Simon,  and  you  should 
have  handled  it  better.  You  said  this  and  this,  and  you  should  have 
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said  something  else."  Would  you  welcome  such  a  phone  call  from 
your  CEO  and  that  kind  of  monitoring? 

Mr.  Gerdelman.  Well,  actually,  most  of  our  calls  are  not  per- 
sonal in  nature.  They  are  between  a  customer  for  business  reasons. 

Senator  Simon.  Well,  this  is  for  business  reasons.  You  are  calling 
me  about  this  legislation. 

Mr.  Gerdelman.  Well,  telephone  service  observations  are 
healthy,  and  it  does  improve  the  quality,  if  that  would  help  my 
quality.  But  most  of  the  time,  when  we  listen  to  employees,  it  is 
for  coaching,  and  it  helps  them,  and  they  appreciate  the  feedback. 
And  I  learn  from  my  CEO.  He  helps  me  in  presentations. 

Senator  Simon.  And  if  your  CEO  wants  to  coach  you,  you  would 
not  resent  that? 

Mr.  Gerdelman.  I  don't  resent  coaching,  no.  Coaching  is  good.  It 
helps  you  be  a  winning  team.  And  in  fact,  recently,  we  were  noti- 
fied that  Fortune  Magazine  mentioned  that  we  are  rated  one  of  the 
best  in  the  telecommunications  industry,  which  is  part  of  the  qual- 
ity monitoring  that  we  do. 

Senator  Simon.  Mr.  Tamer,  how  would  what  your  company  does 
violate  S.  984  right  now?  I  am  not  real  clear. 

Mr.  Tamer,  Our  company  provides  technologies  that  allow  call 
centers  to  run  their  businesses,  and  our  technology  covers  two 
areas.  It  covers  continuous  electronic  monitoring  of  the  telephone 
system  and  the  statistics  that  come  from  the  technology.  Then  we 
also  provide  software  products  that  allow  companies  to  analyze  and 
evaluate  the  productivity  and  quality  of  their  call  centers,  which  al- 
lows them  to  chart  and  plot  the  distinction  between  the  two  so  that 
the  comp£Lnies  can  address  both  of  those  issues,  because  it  is  very 
difficult  for  them,  because  they  have  go  to  make  a  decision  between 
how  many,  how  often,  and  how  well  do  I  do  it. 

So  we  Dring  technology  forward  and  solutions  forward  that  allow 
companies  to  get  a  better  understanding  of  what  their  employees 
are  doing,  what  sort  of  service  levels  they  want  to  provide  to  their 
customers,  and  finally,  how  efficiently  and  how  cost-effectively  can 
they  do  it  for  them. 

Senator  Simon.  OK.  Let's  just  say  Mrs.  Smith  is  disabled  and  is 
taking  care  of  telephone  business.  You  mentioned  that  this  is  one 
of  the  things,  that  people  who  are  disabled  can  do  this  in  their 
homes.  And  she  is  notified  that  she  is  going  to  be  monitored  for  the 
next  week  on  how  she  handles  things.  And  that  complies  with  this 
law.  What,  beyond  that,  should  be  necessary  for  Mrs.  Smith  in  that 
situation? 

Mr.  Tamer.  Under  the  law  as  I  understand  it,  Mr.  Chairman,  she 
would  only  be  monitored  if  she  were  under  5  years.  If  Mrs.  Smith 
were  working  out  of  her  home  in  a  telecommuting  environment, 
and  she  was  over  5  years,  you  would  not  be  able  to  get  any  sort 
of  data  whatsoever  on  her  performance  of  her  work  out  of  her 
home.  So  under  5  years,  you  could  get  the  data  associated  with  her, 
and  it  could  be  used,  but  over  5  years,  as  I  understand  the  legisla- 
tion, she  would  not  be  able  to  be  monitored. 

Senator  Simon.  And  let  me  just  add,  this  legislation  is  not  writ- 
ten in  stone;  we  want  to  be  fair  to  business. 

Mr.  Tamer.  I  understand. 
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Senator  Simon.  And  as  you  mentioned,  Mr.  Barry,  we  have  made 
modifications.  But  generally,  after  5  years,  you  know  whether  you 
have  a  good  employee  or  whether  you  don't  have  a  good  employee, 
and  it  seems  to  me  it  would  be  rare  that  you  would  need  to  monitor 
someone  after  5  years.  And  then  there  can  be — unless  my  staff  cor- 
rects me — if  there  is  notification,  that  employee,  Mrs.  Smith,  could 
be  monitored. 

Mr.  Tamer.  Mr.  Chairman,  I  have  two  responses  to  that.  First, 
for  the  most  part,  monitoring  in  our  industry  is  used  for  training, 
and  the  number  of  years  that  you  are  employed  may  directly  affect 
your  knowledge  of  that  particular  application  or  it  may  not.  Actu- 
ally, the  more  years  you  are  employed,  you  may  find  that  your 
tasks  switch  from  handling  this  type  of  service  call  to  that  type  of 
service  call  to  that  type  of  service  call,  so  your  requirement  for 
training  would  continue  above  and  beyond  the  5  years.  And  as  you 
move  more  and  more  people  out  into  the  home,  which  we  want  to 
occur,  because  it  provides  tremendous  opportunity,  we  have  to  be 
able  to  get  to  that  person  to  provide  extensive  training,  probably, 
and  monitoring  is  an  excellent  way  to  do  that. 

Senator  Simon.  And  the  bill  permits  that  at-home  monitoring.  In 
fact,  it  says  that  it  permits  the  discharge  of  an  employee  solely  on 
the  basis  of  monitoring — of  course,  which  happens  now,  anyway,  if 
it  is  at  an  at-home  facility. 

Mr.  Tamer.  Mr.  Chairman,  parts  of  the  bill,  I  do  not  know  the 
correct  interpretation.  If  I  have  taken  that  section  wrong — my  un- 
derstanding of  that  section  was  that  it  only  discussed  the  reviewing 
of  the  material  and  that  you  could  review  continuous  monitoring  of 
someone  who  was  outside  the  standard  billing.  I  did  not  see  the 
connection  between  reviewing  continuous  monitoring  and  the  ex- 
emption from  anybody  over  5  years  being  able  to  be  monitored  at 
all.  I  did  not,  and  if  that  is  so,  then  you  could  monitor  them  out 
of  their  home. 

Senator  Simon.  Let  me  ask  all  three  of  you  to  do  this — ^because 
frankly,  I  don't  want  to  have  another  hearing  2  years  from  now;  I 
want  to  move  this  legislation  and  get  something  done.  I  would  be 
interested  if  in  the  next  30  days,  you  could  get  me  specific  language 
suggestions  for  changing  the  legislation  that  you  think  would  be 
helpful.  Obviously,  some,  I  am  likely  to  accept,  some  I  am  not  likely 
to  accept.  But  we  want  this  to  be  a  practical  bill.  We  also  believe 
there  should  be  greater  protection  for  employees  than  there  is 
now — ^in  terms  of  their  basic  civil  liberties  and  the  ability  to  com- 
municate without  fear.  We  think  that  is  in  the  interest  of  employ- 
ers, and  we  think  it  is  in  the  interest  of  employees.  We  don't  want 
to  hurt  MCI;  we  don't  want  to  hurt  your  business,  Mr.  Tamer;  we 
don't  want  to  hurt  your  business,  Mr.  Barry.  We  do  want  to  protect 
people.  We  are  interested  in  security,  but  we  are  also  interested  in 
civil  liberties. 

It  does  seem  to  me  that  people  of  good  will  ought  to  be  able  to 
fashion  something  that  is  constructive  in  this  area. 

Mr.  Barry.  Mr.  Chairman,  I  would  like  to  speak  to  a  point  that 
you  made,  if  I  might,  in  regard  to  the  suspicion  by  law  enforcement 
that  would  support  the  initiation  of  electronic  monitoring. 

Senator  Simon.  Yes. 
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Mr.  Barry.  That  ties  into  a  oortion  of  the  statement  that  I  did 
not  get  to,  and  it  deals  with  directly  how  private  security  firms 
interface  with  law  enforcement.  And  today,  unfortunately,  we  are 
all  familiar  with  the  cutbacks  in  public  law  enforcement,  both  at 
the  Federal  and  State  levels.  And  the  private  businesses  that  we 
serve  find  themselves  unable  to  obtain  the  services  of  public  law 
enforcement  because  of  the  constraints  on  their  manpower.  So  most 
of  the  investigations  that  companies  begin  are  initiated  by  private 
investigative  services,  who  then  at  some  point  work  with  the  law 
enforcement  to  provide  them  whatever  evidence  they  have  to  sup- 
port law  enforcement  procedure. 

So  quite  often,  the  evidence  that  is  gained  is  gained  by  a  private 
investigative  firm  before  it  goes  to  the  police  department,  and  the 
interface  with  police  departments  is  very  good  in  the  public  and 
private  security.  And  it  became  very  apparent  recently  in  the  elec- 
tronic surveillance  of  the  garage  at  the  World  Trade  Center,  when 
hours  and  hours  of  surveillance  of  vehicles  coming  and  going  from 
that  garage,  unknown  to  those  people  that  were  in  it,  be  they  em- 
ployees, delivery,  or  whatever.  However,  with  the  advent  of  the  ex- 
plosion, that  videotape  was  reviewed,  and  miles  and  miles  of  use- 
less videotape  happened  to  contain  some  evidence  that  became  sig- 
nificant as  an  investigative  tool  to  assist  in  the  solving  of  that 
bombing. 

So  quite  often  the  evidence  that  is  gathered  by  electronic  surveil- 
lance cameras  is  not  known  to  be  valuable  until  some  time,  as  in 
that  example. 

So  there  is  a  good  working  relationship  between  law  enforcement 
and  private  investigators.  However,  much  of  the  work  that  is  done 
is  done  by  private  investigators  before  the  law  enforcement  has  the 
time  to  commit  manpower  to  a  criminal  or  sexual  harassment  or 
whatever  the  investigation  might  be.  I  would  just  want  the  commit- 
tee to  be  aware  of  that. 

Senator  Simon.  Well,  we  understand  there  is  that  cooperation, 
and  we  want  that  cooperation  to  continue.  The  bill  does  differen- 
tiate, however,  between  a  dressing  room,  a  bathroom,  and  a  garage. 
And  I  am  not  ready,  fi-ankly,  to  say  — and  meaning  no  disrespect 
to  your  company — ^that  a  private  security  agency  can  go  in  and  vid- 
eotape a  batnroom  or  a  dressing  room  in  any  private  business. 

Mr.  Barry.  Nor  do  we  ask  for  that. 

Senator  Simon.  This  legislation  says  if  that  is  going  to  be  done, 
then  it  has  to  be  not  your  company,  but  it  has  to  be  law  enforce- 
ment people  who  do  that. 

We  thank  you  for  your  testimony  here  today,  and  we  thank  all 
the  witnesses.  Again,  not  just  the  witnesses,  out  any  others  who 
have  any  suggestions  for  changes  in  the  legislation  if  you  can  get 
that  to  us  wiUiin  the  next  30  days,  frankly,  I  want  to  get  this  bill 
moving.  Thank  you  very  much. 

[The  following  prepared  statement  was  submitted  for  the  record:] 

Prepared  Statement  of  Diane  K.  Bowers,  President,  Council  for  Marketing 

AND  Opinion  Research 

Mr.  Chairman  and  members  of  the  subcommittee,  my  name  is  Diane  K.  Bowers. 
I  am  president  of  the  Council  for  Marketing  and  Opinion  Research  (CMOR).  We  ap- 

ftreciate  the  opportunity  to  submit  this  statement  addressing  S.  984,  the  "Privacy 
or  Consumers  and  Workers  Act." 
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CMOR  is  a  coalition  of  research  associations,  survey  and  polling  organizations, 
and  manufacturers  representing  all  segments  of  the  research  industiy  from  research 
providers  to  research  buyers.  CMOR  was  established  in  the  fall  of  1992  to  speak 
on  behalf  of  the  entire  marketing  and  opinion  research  industiy  on  issues  of  re- 
spondent cooperation  and  government 

affairs* 

Mr.  Chairman,  we  applaud  you  for  addressing  workplace  privacy  issues.  You  and 
Representative  Williams  have  identified  problems  that  clearly  warrant  attention.  As 
^Ited,  however,  S.  984  would  undermine  the  ability  of  government,  university  and 
private  researchers  to  ensure  the  accuracy  and  quality  oT  survey  research  data.  We 
strongly  oppose  the  bill  in  its  current  form. 

Public  opinion  polling  and  other  survey  research  relies  heavily  on  telephone  inter- 
views. Supervisory  monitoring  of  telephone  interviews  enables  the  companies  con- 
ducting the  research  to  ensure  tiie  accurarv  and  Quality  of  their  data.  This  function 
cannot  be  served  if  supervisory  monitoring  must  be  limited  to  a  few  hours  a  week, 
if  interviewers  must  be  told  when  their  calls  will  be  monitored,  and  if  respondents 
must  be  told  that  the  interviews  are  being  monitored. 

This  is  precisely  what  S.  984,  in  its  current  form,  would  do: 

Section  5  would  prohibit  a  research  organization  from  monitoring  interviewers 
(other  than  the  newest  employees)  through  "telephone  service  observation"  or  other 
electronic  monitoring  for  more  than  2  hours  per  week,  and  long-time  employees 
could  not  be  monitored  at  all. 

Section  4  would  require  that  interviewers  be  given  advance  notice  of  the  hours 
and  days  that  any  monitoring  would  occur.  Sec.  4(b).  It  also  would  require  that  re- 
spondents be  informed  that  the  call  is  being  monitored.  Sec.  4(e).  Additionally,  any- 
one conducting  telephone  research  for  a  Federal  agency  would  have  to  offer  respond- 
ents the  opportunity  not  to  participate  in  view  of  the  fact  that  the  call  might  be 
monitored.  Sec.  4(f). 

Dr.  J.  Ann  Selzer,  the  former  Director  of  the  Iowa  Poll,  has  stated  that^ these  re- 
quirements would  make  it  impossible  for  researchers  to  maintain  the  "stringent 
quality  control"  that  is  indispensable  to  "first-rate  survey  research."  Frank  Brown, 
Uie  president  of  MarketSearch  Corporation  in  Columbia,  SC,  spoke  for  survey  re- 
search organizations  around  the  country  when  he  stated  that  S.  984  "would  seri- 
ously jeopardize  telephone  survey  research."  The  reasons  are  obvious: 

If  survey  research  organizations  are  unable  to  monitor  interviewers  whenever 
they  are  conducting  research,  they  cannot  ensure  that  questions  are  being  asked 
properly  and  that  answers  are  being  properly  recorded,  or  evaluate  the  study  as  a 
whole,  mcluding  the  general  tone  of  the  responses  to  the  questionnaire. 

K  interviewers  must  be  told  when  monitoring  is  being  conducted,  they  inevitably 
will  be  more  cautious  and  conscientious  at  those  times  than  at  others,  thus  defeat- 
ing the  control  function  of  the  monitoring.  We  are  aware  of  no  comparable  require- 
ment that  employees  in  other  contexts  be  given  such  specific  notice  that  they  are 
being  observea. 

If  respondents  are  told  that  the  calls  are  being  monitored,  this  mformation— 
which  is  wholly  gratuitous  and  amounts  to  "static" — is  bound  to  make  at  least  some 
respondents  less  willing  to  participate  and  thereby  compromise  the  quality  of  the 
population  sample.  .  j     x 

The  additional  requirement  that  Federal  agencies  affirmatively  invite  respondents 
to  "opt  out"  of  a  survey  would  cripple  the  ability  of  the  Labor  Department,  the  Com- 
merce Department,  the  Federal  Trade  Commission  and  other  agencies  to  collect  im- 
portant research. 

Eminent  academic  researchers  also  have  expressed  their  strong  opposition  to  b. 
984.  Dr.  Stanley  Presser  of  the  University  of  Maryland,  who  is  the  President  of  the 
American  Association  for  Public  Opinion  Research,  has  stated  that  S.  984  would 
"impair  the  ability  of  both  public  and  private  decisionmakers  to  obtain  high-quality 
information"  about  public  attitudes  and  opinions  "on  a  wide  range  of  subjects." 

Dr.  Norman  N.  Bradbum,  the  director  of  research  for  the  National  Opinion  Re- 
search Center  at  the  University  of  Chicago,  and  Dr.  John  M.  Kennedy,  director  of 
the  Center  for  Survey  Research  at  the  University  of  Indiana,  have  expressed  similar 
concerns.  Dr.  Bradbum  has  warned  that  S.  984  threatens  many  government  surveys 
and  "would  do  great  harm  to  the  fundamental  statistics  upon  which  the  Congress 
and  the  AdrMnistration  rely  for  policy  information."  nv,     r<  u 

Four  leading  public  opinion  researchers— Field  Research  Corporation,  The  Gallup 
Organization,  Xouis  Harris  &  Associates,  Inc.,  and  The  Roper  Organization— have 
sent  each  Member  of  this  subcommittee  a  joint  communication  stating  their  strong 
opposition  to  the  bill  as  drafted.  (See  Attachment  A).  Indeed,  letters  opposing  the 
bill  have  been  sent  to  individual  members  of  the  subcommittee  by  a  wide  variety 
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of  public  opinion  polling  and  survey  research  organizations  and  professionals,  in- 
eluding  some  identified  above.  (See  Attachment  B). 

Mr.  Chairman,  survey  research  organizations  and  other  employers  should  provide 
their  employees  with  general  notice  that  they  may  be  subject  to  electronic  monitor- 
ing, and  they  should  describe  the  purposes  for  which  the  monitoring  may  be  con- 
ducted. But  it  is  unreasonable  to  address  the  privacy  concerns  that  underlie  S.  984 
in  a  manner  that  would  severely  impair  government  and  private  survey  research, 
which  the  bill  as  currently  drafted  would  do. 

Thank  you. 

ATTACHMENT  A 

Text  of  Western  Union  Opiniongram  by  Leading  Public  Opinion  Researchers 

Opposing  S.  984 

June  21,  1993 

To  the  members  of  the  Subcommittee  on  Employment  and  Productivity: 

As  leading  public  opinion  researchers  in  the  United  States,  we  strongly  oppose  S. 
984,  the  "Privacy  for  Consumers  and  Workers  Act,"  scheduled  to  be  heard  by  the 
subcommittee  on  June  22.  As  drafted,  S.  984  would  impose  restrictions  on  super- 
visory monitoring  of  telephone  interviews  that  would  cripple  our  ability  to  ensure 
the  accuracy  and  quality  of  polling  tmd  other  survey  data  relied  upon  by  government 
and  private  decisionmakers  alike.  S.  984  should  be  rejected  unless  these  unneces- 
sary and  unwarranted  restrictions  are  eliminated. 

Field  Research  Corporation,  Mervin  D.  Field,  chairman  The  GaUup  Organization, 
James  K.  Clifton,  President  Louis  Harris  &  Associates,  Inc.,  Humphrey  Taylor, 
President,  COO  The  Roper  Organization,  Harry  W.  O'Neill,  Vice  Chairman 

ATTACHMENT  B 

Illinois 

Dr.  Norman  M.  Bradbum,  Director  of  Research,  National  Opinion  Research  Cen- 
ter (NORC)  at  the  University  of  Chicago 

John  A.  Bunge,  President,  LEGAL  MARKETING  RESEARCH  INC. 

Verne  B.  Churchill,  Chairman  and  CEO,  MARKET  FACTS 

Wesley  R.  Peters,  President,  DIMENSION  RESEARCH,  INC. 

Indiana 

Dr.  John  M.  Kennedy,  Director  of  the  Center  for  Survey  Research  at  the  Univer- 
sity of  Indiana 

Iowa 

Dr.  J.  Ann  Selzer,  SELZER  BODDY,  INC.,  formerly  Director  of  the  Iowa  Poll 

Maryland 

Dr.  Stanley  Presser,  Director  of  the  University  of  Maryland  Survey  Research  Cen- 
ter and  the  Joint  University  of  Maryland/University  of  Michigan  Program  in  Survey 
Methodology,  and  President  of  the  American  Association  for  Public  Opinion  Re- 
86&rcri 

Joseph  A.  Hunt,  President,  WESTAT 

New  Hampshire 

Michael  Kenyon,  President,  PROJECTIONS  INC. 

Pennsylvania 

John  Berrigan,  President,  National  Analysts,  Inc. 

Paul  A.  Frattaroll,  President,  JRP  Marketing  Research  Services,  Inc. 

BJ.  McKenzie,  President,  Market  Dimensions  Inc. 

Fred  B.  Soulas,  President,  ICR  Survey  Research  Group 

South  Carolina 

Frank  K.  Brown,  President,  MarketSearch  Corporation 

Utah 

Ron  Lindorf,  President,  Western  Wats  Center 

Senator  SiMON.  The  hearing  stands  adjourned. 
[The  appendix  follows:] 
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WITH  X-RAY 


Your  employer 
may  be  using 
computers  to  keep 
tabs  on  you 

■   Y       CHARLBS       PILI.BII 

Each  ind  ever)'  day,  Gayle  Grant  and  her  colleagues 
were  electronically  monitored  down  to  the  second  as 
they  did  their  jobs.  Unphiggipg  themselves  from 
their  job  monitors  could  lead  to  dismissal.  "We 
punch  in  and  out  of  three  units  the  time  clock,  the 
VD1  [computer  terminal),  and  the  telephone  keypad 
known  as  Collins.  We  plug  a  phone  jack  into  Collins 
that  is  attached  to  our  headset  and  |we)  receive  tele- 
phone calls.  The  VDT  and  Collins  track  every  sec- 
ond of  our  day,"  says  Grant  (a  pseudonym),  an  air- 
line reservations  agent  in  California.  She  and  her 
colleagues  were  allow  ed  1 1  seconds  between  calLs  and 
12  minutes  of  personal  breats  daily.  Two  episodes  of 
unauthorised  unplugged  time  in  a  week  were  cause 
for  disciplinary  action.  She  eventually  cracked  under 
the  pressure.  Grant  suffered  a  nervous  breakdown. 

Grant's  reaction  may  have  been  extreme,  but  her 
employer  merely  followed  standard  practice  in  many 
industries,  and  acted  consistently  with  both  the  let- 
ter and  intent  of  U.S.  federal  law.  The  1986  Elec- 
tronic Communications  Privacy  Act  (ECPA)  pro- 
hibits phone  and  data-line  taps  with  two  exceptions: 
law-enforcement  agencies  and  employers. 

The  police  or  FBI  can  tap  lines— hut  only  as  •  last 


resort  under  court  order — to  crack  criminal  conspir- 
ators, drug  traffickers,  and  other  serioas-crime  sus- 
pects. The  courts  permit  fewer  than  I0()0  such  taps 
each  year,  nationwide. 

Employers  have  no  such  limits.  They  may  view 
employees  on  closed-circuit  TV;  tap  their  phones, 
E-mail,  and  network  coirununications;  and  rummage 
through  their  computer  fdes  with  or  without  employ- 
ee knowledge  or  consent — 24  hours  a  day. 

The  most  pervasive  use  of  monitoring  takes  place 
in  occupations  where  tasks  are  highly  repetitive,  so 
productivity  can  be  easily  measured.  The  Commu- 
nications Workers  of  America,  the  union  that  repre- 
sents most  telecommunications  workers,  estimates 
that  employers  eavesdrop  on  phone  calls  between 
workers  and  consumers  4(X)  million  times  per  year — 
more  than  7S0calls  every  minute.  Mail  sorters,  word 
processors,  data  entry  clerks,  insurance  adjusters,  and 
even  computer  tech-supfK)rt  specialists,  often  work- 
ing on  terminals  connected  to  a  mainframe,  may  be 
monitored  constantly  or  intermittently  for  speed, 
errors,  and  time  spent  working. 

Wertiing  In  Class  Offices 

MOST  TROFESSIONAL  AND  TECHNICAL  EMPLOYEES 
a.ssume  that  they  have  nothing  to  fear.  Their  privacy 
is  protected  by  the  nature  of  their  jobs— too  com- 
plex to  evaluate  by  machine,  right'  To  test  that 
assumption,  AfflfuorW examined  25  jiopular  network- 
management,  integrated  groupware,  electronic-mail, 
and  remote-access  products  to  see  if  they  could  be 
used  to  invaile  employee  privacy,  and  if  so,  how  eas- 
ily. The  study  used  only  Macintosh  software,  but 
similar  tools  are  available  on  other  platfonns. 

If  your  office  network  runs  on  a  full -featured  net- 
work operating  system,  like  Novell  NetWare  or 
Microsoft  LAN  Manager,  and  is  run  by  a  technical- 
ly astute  manager,  then  your  Macintosh  and  all  data 
transferred  from  it  is  an  open  book.  Working  from 
an  office  across  the  room  or  across  the  country,  a  net- 
work manager — particularly  in  server-based  local 
area  networks — can  eavesdrop  on  virtually  every 
aspect  of  your  networked  computing  environment 
with  or  without  your  approval  or  even  knowledge. 
The  manager  can  view  the  contents  of  data  files  and 
electronic-mail  messages,  overwrite  private  pa.ss- 
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•  OStEl    WITH   XRAV    IVIS 


Tom  O  Nell,  t  N«w  lerf«y  butlnt«i 
consultant  and  onrtlm*  chairpfrson 
of  tht  Ptrot  campaign  In  Ml  statt. 
claims  he  was  confronted  by  repre- 
sentatives of  Perot  s  Dallas  headquar- 
ters who  had  obtained  error-ridden 
ver^ons  of  hh  personal  data. 


Job  Seeker  Beware: 

Electronic  Hurdles  lo  Employment 

Ro«s  Perot's  e«gef  campaign  voluntrf  rs  wett  )tunne<l 
Uit  year  when  they  (JlKovefed  that  agenb  of  the  bil- 
lionaire poIlUeHan  may  have  looked  Into  jome  of  their 
bacligroun<h  The  newt  tUmulated  an  f  Bl  probe  Into 
allegallonf  that  the  Perot  campaign  organliaBon  Ille- 
gally obtained  vdunfeen'  confldcnllal  credit  reports. 
The  alegallons  made  Perot  seem  paranoid  and  sleajy. 
Actually,  he  may  (ust  have  been  (olbwing  the  standard 
practice  of  many  prudent  managers,  who  have  become 
some  of  the  biggest  usen  of  electronic  tools  to  Inves- 
tigate )ob  seekers  or  recent  hires. 

These  managers  verify  prlor-empkjyment  dalms 
eirelully,  of  course  Nothing  new  there  Then  they 
check  credit  and  criminal  records  online  In  a  matter  of 
minutes.  If  data  h  not  available  In  electronic  form— lor 
example,  college  transcripts — they  hire  research  ser- 
vices lo  get  transcripts  and  deliver  their  contents  to  Use 
client's  online  account  In  a  day  or  so. 

TTiese  efforts  fit  right  Into  a  corporate  culture  that 
leads  a  growing  number  of  employers  lo  require  drug  tests  and,  leavkig  notlilrtg  to  chance,  so- 
called  personality  profiles  Such  profiles  may  contain  hundreds  of  true-false  questions,  such  as 
these  lypkral  examples  "I  have  read  little  or  none  of  the  Bible."  "My  se«  llle  Is  salklactory." 
and  -|  am  very  seldom  troubled  by  conibpaMon."  They  may  be  used  to  predict  lajinesi,  poor 
work  habits,  or  psycfiologlcal  problems,  or  merely  to  verify  whether  the  Job  seeker  has  main- 
stream values  or  an  outlook  consistent  with  company  goals. 

"Management  Is  very  pragmatic."  says  Alan  f  WesUn,  a  professor  at  Cokjmbla  Universi- 
ty who  Is  an  expert  on  electronic  privacy  hsues  and  an  Industry  consultant  "Management  will 
do  whatever  the  social  system  and  the  legal  system  says,  with  a  special  emphasis  on  whether 
II  helps  get  the  work  done  to  make  a  belter  product " 

This  pragmatk  approach  derives.  In  part,  from  skyrocketing  health-Insurance  and  legal 
bins.  The  cost  of  medical  care  has  led  many  employers  to  soeen  out  applicants  who  smoke  or 
are  overweight. 

And  until  last  summer,  many  employers  searched  online  data  banks  lo  find  out  whether 
a  |ob  seeker  had  ever  fled  a  workers'-compensation  dalm— an  Insurance  claim  lor  an  on-the- 
job  injury.  Some  employers  refused  to  oiler  a  job  to  anyone  who  had  ever  filed  a  comp  daim. 
The  Americans  With  DlsabltlUei  Act,  signed  Into  law  last  year,  limits  the  use  of  such  data  banks 
before  a  flmi  offer  of  employment  has  been  made.  But  If  an  employer  finds  a  history  of  com- 
pensattan  claims  alter  making  a  job  offer,  the  employer  can  shift  the  prospective  employee  lo 
a  )ob  clasiHIcatlon  that  reduces  rlik  of  reinjury  If  In  the  employer's  opinion  no  appropriately 
safe  job  h  available,  the  offer  can  be  reKlnded 

And  a  rash  of  lawsuits  In  the  1980s  accusing  employers  of  "negligent  hiring "  has  also 
pushed  empteyer  vigilance  to  a  new  standard  You  hire  a  man  to  do  maintenance  at  your  hotel, 
giving  him  a  passkey  to  all  the  rooms,  of  course  That  man  rapes  a  guest  Because  you  failed 
lo  check  his  cHmlnal  history  onlne,  you  didn't  know  that  he  served  lime  for  assault  six  years 
earter.  Welcome  to  court  Employers  are  caught  In  a  dilemma,  says  Weslln  "Do  Ihey  stay  with 
the  hands-off.  respect-the-privacy.  that's-not-our-business  view,  or  do  they  respond  to  Ihek 
lawyers'  warnings  lo  prolecl  themselves  against  liability,  and  their  bean-counters'  warnings 
that  health-benefit  costs  are  going  to  be  out  ol  sight? " 

Employers  have  a  responsibility  to  protect  themselves  from  potential  liability  and  their  cus- 
tomers from  undue  danger  But  privacy  advocates  ask  whether  society  Is  well  served  by  a  bsjsl- 
ness  culture  that  can  blacklist  people  with  the  cool  efficiency  of  a  9600-bps  modem 


n'ord!,  ind  audit  your  time  Jnd  ictivitiej 
on  the  network. 

All  the  mijor  electronic -mail  ind 
groupware  products  that  cotnbine  mes- 
saging, nic  management,  and  Kheduhng 
(such  as  WordPerfect  Office)  allovs'  the 
netsvork  administrator  to  change  pass- 


words at  any  time,  then  read,  delete,  or 
alter  any  messages  on  the  server.  With 
few  eiccptions,  network-monitor  pro- 
grams, such  as  AG  Group's  I.ocjIPeek, 
Farallon  Computing's  Traffic  Watch  II, 
and  Neon  Software's  NetMimlcr,  allow 
astute  managers  to  read  files  transmitted 


over  the  net  In  short,  these  tools  are  only 
slightly  less  invasive  than  others  specifi- 
cally designed  for  surveillance  and  used 
primarily  on  mainframe  systems. 

-nsay  LIk*  to  Watch 

NE'IIV'ORK  ADMINISTRATION  AND  COM- 
municition  tcxits  were  designed  for  valid 
reasons,  not  to  invade  employees'  privacy. 
Like  any  technology,  they  are  value-neu- 
tral. Some  vendors  even  include  strongly 
worded  privacy  warnings  and  a  few  offer 
options  that  allow  a  client  Mac  to  shut  out 
network  managers. 

The  capacity  to  snoop  Is  there,  but  is 
it  used?  Old  surveys  and  anecdotal 
accounts  suggest  that  in  some  indus- 
tries— telecommunications,  insurance, 
and  banking,  for  example — as  many  as  80 
percent  of  employees  are  the  subjects  of 
telephone  or  computer-based  monitor- 
ing. Such  estimates  may  lie  inflated,  but 
there  is  little  dispute  that  many  employ- 
ers monitor  routinely.  And  if  the  rapid 
sales  and  market  growth  of  snooping  tools 
is  an  indication,  monitoring  is  on  the  ri.se. 
But  virtually  no  rigorous  research  has 
been  done  about  how  much  electronic 
eavesdropping  takes  place  on  the  job. 

Until  now.  MecworlJ  conducted  a 
survey  of  CEOs  and  MIS  directors  at  .101 
large,  medium,  and  small  basinesses  in  a 
wide  range  of  industries  to  find  out  how 
much  they  peek  at  their  employees'  work 
on  their  computers,  and  why  (see  the 
"Electronic  Eavesdropping  at  Work" 
charts).  Alxiut  22  percent  of  our  sample 
have  engaged  in  searches  of  employee 
computer  files,  voice  mail,  electronic 
mail,  or  other  networking  communica- 
tions. In  companies  with  1000  or  more 
employees,  the  figure  rises  to  JO  percent. 
Nearly  16  percent  of  res|)ondents  report 
that  they  have  checked  employees'  com- 
puterized work  files. 

The  average  company  in  our  study 
employs  3240  people,  so  the  total  sample 
represents  the  conditions  experienced  bf 
nearly  I  million  workers.  This  data  sug- 
gests that  some  20  inillion  Americans  may 
be  subject  to  electronic  monitoring 
through  thiir  computers  (not  including 
telcphone.s)  on  the  job.  Meanwhile,  only 
18  percent  of  respondents'  companies 
have  a  written  policy  regarding  elearon- 
ic  privacy  for  employees. 

Managers  who  endorse  electronic 
surveillance  argue  that  it  helps  them 
gauge  productivity  and  chart  the  work 
flow  of  a  group  of  employees.  It  can  gen- 
erate statistics  on  individual  or  depart- 
mental accomplishments  and  plot  future 
work  loads.  Computer  monitoring  can 
even  be  used  to  give  employees  manage- 
rial feedback  and  reduce  the  need  for  per- 
sonal attention  from  supervisors.  In  the 
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f  rtvacy  advocate  Man  Retanbarg:  Contnry  to 
what  many  p»opl«  brilfvt.  -|.ma«  H  mora  Wia  a 
pMkard  ttian  a  waltd  l«ttar.* 


Sanator  Paul  Simon:  'Employed  thouU  not  bt 
foicrd  to  |<va  up  Ihclr  fi*«<)om.  dl(nlty,  or  laoMca 
tttafr  haahh  wWn  0iay  go  to  woA* 


Privacip  aaf  art  Alan  F.  Waalln:  'Monitoring 
ttiit  ocatn  fr«<lngi  ol  turvrllanca  am)  ttr«(  ll  antt- 
ttwBc^  to  (ht  n<w  cuRum  of  managanwnt.' 


Mara'orU  survey,  12  percent  of  respond- 
ing employerj  endorse  monitoring  for 
rvaluating  performince  or  productivity. 

Monitoring  cin  »ko  increase  safety  or 
idherence  to  company  rules,  some 
employer?  contend.  Some  trucVinp  com- 
panies, for  example,  set  on-hoard  moni- 
tor? to  record  speed,  engine-idling  time, 
tnd  length  of  stops.  The  s)-stem  ostensi- 
bly tries  to  ensure  that  tnickers  drive  safe- 
ly and  taVe  adequate  rest  breaks. 

Companies  that  deal  in  sensitive  data 
may  feel  compelled  to  guard  against  dis- 
loyal or  merely  careless  employees  who 
might  dKulge  it  to  competitors  (see  the 
sidebar  "To  Catch  a  Spy:  Is  Workplace 
E-Mail  Private?").  And  4  percent  of  our 
survey  respondents  endorse  electronic 
monitoring  "for  routinely  verifj-ing  em- 
ployee honesty."  A  much  higher  num- 
ber— 2)  percent — feel  electronic  moni- 
toring is  I  good  tool  where  reasonable 
evidence  of  wTongdoing,  such  as  theft  or 
negligence,  comes  to  light. 

UTiile  nearly  half  of  the  managers  in 
our  survey  endorse  the  concept  of  elec- 
tronic monitoring,  and  nearly  a  fourth 
actually  conduct  electronic  monitoring, 
most  of  those  don't  do  it  often.  Alxiut  71 
percent  of  those  who  conducted  such 
searches  did  so  only  ^e  or  fewer  times  in 
the  preceding  two  years.  Only  two  com- 
panies had  searched  employees'  work 
files,  voice  mail,  electronic  mail,  or  net- 
working communications  more  than  100 
times  during  that  period. 

From  Walehlni  lo  Intrudlnf 
TIIE  M4CUVK1.D  SUKVTY  tNDICATES  Tl  lAT 
many  employers  may  recognize  that 
eicessive  monitoring  has  possible  nega- 
tive side  effects.  'Technolog>'  now  allows 
employers  to  cross  the  line  from  moni- 
toring the  work  to  monitoring  the  work- 
er," Cindia  Cameron,  a  field  organirer 
for  9  to  5,  National  As.sociation  of  Work- 


A  Model  Employment-Privacy  Policy 

MMcvtoild'f  privacy  lurvey  suggrtts  that  l«j  than  one-tiUh  of  US  employen  have  eiect'on- 
k  ptlvjcy  pollclej  So  In  moil  cases,  employees  may  have  no  Wea  whelhet  or  how  employers 
monitor  their  everyday  activities  and  worV  files.  The  following  points  represwl  what  many  pri- 
vacy advocates  consider  basic  features  for  a  good  electronic-privacy  policy  for  employers 

•  tmployeei  are  entflleJ  to  reasonable  e«peclaUoni  of  personal  privacy  on  the  job 

•  Dnployees  know  what  electtonk  lucveflUnce  tools  ire  used,  and  how  management  uses  the 
collected  daU. 

•  Management  uses  electronic  monitoring  or  searclws  of  data  files,  network  communkatloni. 
or  electionlc  mall  to  the  minimum  e»tenl  possible  Continuous  monitoring  Is  not  permitted 

•  Employees  participate  In  decisions  about  how  and  when  electronic  monitoring  or  searches 
take  place 

•  Data  Is  gathered  and  used  only  for  dearly  defined  wort-related  purposes. 

•  Management  will  not  engage  In  secret  monitoring  or  searches.  eKcept  when  credible  evi- 
dence ol  criminal  activity  or  other  serious  wrongdoing  comes  to  light  ■ 

•  Monitoring  daU  will  nol  be  the  sole  factor  In  evaluating  employee  performance. 

•  tmpbyees  can  Inspect  chalenge.  and  correct  electronic  records  kept  on  their  activities  or 
files  captured  through  electronic  means. 

•  Records  no  bnger  relevant  to  the  purposes  they  were  collected  (or  wll  be  destroyed 

•  Monitoring  data  that  IdenUlles  individual  emptoyees  wB  nol  be  released  to  any  third  party, 
except  to  comply  with  legal  requirements 

•  Employees  or  prospective  employees  cannot  waive  privacy  rights 

•  Managers  who  violate  these  privacy  principles  are  subject  lo  discipline  or  termination 


ing  Women,  told  a  Senate  committee. 
She  cites  the  case  of  an  express-mail  com- 
pany employee  whose  computer  lop  the 
length  and  frequency  of  her  trips  to  the 
bathroom.  The  woman  was  reprimanded 
for  using  the  bathroom  four  times  in  i 
single  day. 

Some  employers  use  monitoring  data 
in  efforts  to  boost  productivit)'  through 
competition — by  posting  data  publicly. 
One  enterprising  Florida  company, 
Tbomas  Pow  ell  Associates,  found  a  way 
to  automate  the  process.  "I  got  the  idea 
watching  the  (Miami)  Dolphins  (football 
team),"  says  a  company  founder.  "Those 
athletes  play  their  hearts  out.  Why?  Cer- 
tainly the  money  helps,  but  it's  not  the 
real  reason.  They  play  at  10(1  percent 


because  everything  they  do  is  seen  by 
hundreds  of  thousands  of  people — 
instantly."  The  company  produces  and 
sells  software  that  instantaneously  puts 
every  telephone  operator  or  telemar- 
keter's productivity  statistics  on  a  com- 
puter screen,  visible  to  all  employees. 

Do  such  schemes  pay  off?  "Monitor- 
ing that  creates  feelings  of  surveillance 
and  stress  Is  antithetical  to  the  new  cul- 
tures of  management  that  our  society  is 
moving  toward,"  says  Alan  F.  Westin,  a 
professor  at  Columbia  University  and 
consultant  to  the  data-gathering  giant 
Equifax.  Westin  practically  invented  the 
idea  of  "electronic  privacy"  and  has  writ- 
ten on  the  subject  for  three  ilecades.  "|If 
management)  doesn't  motivate  employ- 
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To  Catch  a  Spy: 

Is  Workplace  E-Mail  Private? 


Symantcc'i  Cu|tent  Winf ,  who 
itindt  accuud  of  Ihtft  of  Irtdt 
«eoelf.  H  it  th«  «ntff  of  •  bittff 
d«bat«  ovtr  tti»  privacy  of  com. 
mercUl  E-mail  lervlcrf  that  art 
iKcd  for  company  budnets. 


Moil  peopi*  bellevt  that  el«clfonlc-m»ll  meiiagn  ut 
wojrvd  by  •  periorul  paiiworrf— as  pflvate  u  ■  letter  In 
th*  U.S.  miB  -They  «r»  finding  ouf  ttfi  M«rc  f«ol«i- 
b»f  J.  Wi'hlnglon.  D.C..  dlr«tof  of  Computer  Profuslon- 
tli  for  Social  Rnponsiblllly.  *lh«t  E-mil  h  more  lllce  ■ 
poitctnj  than  a  waM  letter." 

TmI  cat*  for  privacy  tmploytri  have  ready  means  to 
read  E-mail  messages,  ar>d  many  do  just  that,  ai  comput- 
er enecutlve  Eugene  Wang  found  out  recently  His  case. 
Involving  two  Silicon  Valley  companies,  could  break  new 
ground  In  electronlcpHvacy  law. 

Wang,  who  was  lorland  Inlematlonal't  vice  presWenl 
for  computer  languages,  defected  to  a  direct  competitor, 
Symantec  Corporation,  last  September.  Courl  docwnents 
(lied  by  Borland  attorneys  state  that  shortly  alter  Wang 
announced  hli  departure,  Borland  eKecs  found  E-mail 
addressed  from  Wang  to  Symantec  CEO  Cordon  EubanVs 
The  messages  alegedly  revealed  top-secret  corporate  data. 
Including  marVelIng  plans,  product-release  dates,  and 

detailed  information  on  Borland's  game  plan  against  Symantec  The  police  and  FBI  were  called 
In  shortly  thereafter,  and  seized  other  documents  at  Eubanks'  and  Wangi  homes 

Because  Wang  used  MCI  Mail — a  commercial  E-mail  service — allegedly  lo  transfer  data 
to  Eubanks.  ejectronk  privacy  has  become  a  key  Issue  in  the  case  Wang  and  Eubanks.  who 
have  been  Indkted  on  criminal  felony  charges  Involving  theft  of  trade  secrets,  deny  that  they 
vblated  trade  secrecy  laws.  They  also  argue  that  when  Borland  viewed  Wang  s  MCI  Mali  mes- 
uges.  the  company  may  have  violated  federal  law  If  so.  the  confiscated  E-mail  messages 
might  not  be  admissible  in  court  The  1986  Electronic  Communications  Privacy  Act  (tCPA) 
protects  messages  sent  on  commercial  Email,  such  as  MCI  Ma*,  from  outside  or  unauthorijed 
users  -Even  If  Borland  had  gathered  evkJence  In  a  legitimate  and  legal  way  regarding  priva- 
cy. tEubanks  and  Wang)  v/ouH  still  be  innocent."  says  Symantec  attorney  James  McManis. 
"But  K  after  reviewing  all  the  data,  H  appean  le  ut  that  there  hai  been  t  vtolaUon  of  the 
(ECPA)  sUhjte.  we  will  raise  that  " 

Borland  counters  that  It  paid  for  Wangs  MCI  Mall  account  and  therefore  had  every  right 
to  Inspect  the  messages  "New  employees  at  Borland  are  given  an  MCI  (Mail)  password  that 
b  on  He  with  a  Borland  adminisliator,"  says  Borland  spokespenon  Steve  Crady  "Vou  do  not 
have  a  reasonable  e«peclat)on  ol  privacy  in  an  Email  syslem  that  h  given  to  you  for  compa- 
ny business  by  your  employer '  II  the  privacy  Issue  H  litigated.  It  couW  set  new  standards  on 
the  privacy  of  commercial  E-mail, 

Calllomla  challengts  Federal  rvles  regarding  Inhouse  electronic  mail  are  less  ambiguous 
than  those  governing  commercial  Email  ECPA  treab  internal  company  communications  as 
company  property  And  a  Macworld  survey  suggests  that  some  375.000  employers  agree 
About  9  percent  ol  respondents— CEOs  and  MIS  directors  of  US  companies  ol  all  sljei— indi- 
cate that  they  somebmes  search  empbyee  Email  flies  This  prerogative  Is  being  challenged  in 
CaWomla,  where  the  slate  constitution  specifically  protects  privacy,  unlike  the  U  S.  Constitu- 
tion. Court  dorumenU  kidicate  that  Alana  Shoars,  fonneriy  E-mail  director  of  Epson  America. 
Halms  she  was  fired  in  1990  lor  questioning  her  boss's  right  lo  read  hundreds  of  E-mail  mes- 
sages sent  between  other  employees  Shoars  filed  wrongfullerminalion  and  class-action  law- 
sulti  against  Epson  Her  attorney,  Noel  Shlpman.  claims  that  by  reading  employee  E  mall  mes- 
sages. Epson  violated  both  the  lUle  constitution's  privacy  provision  as  weB  is  a  CaMornla 
eavesdroppkig  statute. 

Shlpman  also  represents  two  employees  of  Nissan  Motor  Corporation  embroiled  in  an 
E-mail  controversy  Rhonda  Hall  and  Bonita  Bourke  were  allegedly  fired  from  their  |obs 
Installing  software  and  training  other  employees  A  legal  brief  filed  by  Shlpman  claims  that  the 
two  were  fired  or  forced  lo  resign  after  complaining  about  managers  printing  and  reviewing 
printouts  of  penonal  messages  from  the  company  s  E-mail  syslem — messages  they  assumed 
were  private  The  two  sued  for  invasion  of  privacy  and  wrongful  lerminaUon 

Both  the  Nissan  and  Epson  cases  were  dismissed  by  lower  courts,  but  are  now  on  appeal 
H  the  plalnWIs  prevail  In  either  situation,  the  legal  sUtus  of  personal  E-mail  messages  on  inter- 
nal company  systems  will  be  thrown  open,  perhaps  resulting  ki  greater  privacy  rights 


ees  to  be  more  participative,  Co  be  more 
committed  to  the  workplace,  then  the 
chances  of  producing  the  kind  of  quality 
work  that  will  compete  with  the  Japanese 
•nd  the  Germans  are  very  low." 

And  managers  concerned  with  both 
productivity  and  containing  health  -insur- 
ance costs  may  find  electronic  monitoring 
to  he  self-defeating.  Electronic  monitor- 
ing increases  employee  "boredom,  ten- 
sion, anxiety,  depression,  anger,  and  fa- 
tigue," according  to  a  recent  study  of  745 
employees  of  telecommunications  com- 
panies, jointly  conducted  by  researchers 
from  the  University  of  Wisconsin  and  the 
Communications  Workers  of  America. 
These  findings  confirm  earlier  studies 
that  implicate  electronic  monitoring  as  > 
major  workplace  stress  factor — linked,  in 
part,  to  the  sense  of  powerlessness  that 
monitored  employees  feel. 

PettlbU  La(lilallv*  R*ll*f 

SUCH  CONCERNS  HAVE  STIMULATED 
some  members  of  Congress  to  ask  what 
constitutes  fair  and  appropriate  monitor- 
ing. The  proposed  Privacy  for  Consumers 
and  Workers  Act  failed  in  the  last  Con- 
gress, but  Capitol  insiders  have  high 
hopes  for  it  in  this  session.  The  proposed 
law  would  limit  how  monitoring  could 
take  place  in  these  ways: 

•  Employers  would  have  to  tell  new  hires 
how  they  might  he  monitored  and  how 
the  collected  data  would  be  u.ied, 

•  Employers  would  be  required  to  give 
advance  warning  that  monitoring  wilt 
take  place  (except  for  employees  on  pro- 
bation)— possibly  including  a  signal  light 
or  beep  tone  during  monitoring. 

•  The  total  time  that  an  employee  could 
be  monitored  would  be  capped  at  two 
hours  per  week. 

•  Secret,  periodic,  or  random  monitor- 
ing of  long-term  employees  would  be 
prohibited. 

htiicuorlj'i  survey  shows  that  the  law 
would  force  poliq'  changes  for  many  hazi- 
nesses. We  found  that  only  ?1  percent  of 
companies  that  conduct  electronic  moni- 
toring or  searches  of  employee  comput- 
ers, voice  mail,  electronic  mail,  or  net- 
working communications  give  employees 
advance  warning. 

Many  companies  recognize  consumer 
demand  for  privacy  protections,  and  they 
have  stepped  forward  with  pioneering 
consumer-privacy  policies  that  go  far 
beyond  the  limited  legal  requirements. 
But  few  companies  have  |>olicies  in  place 
that  go  as  far  to  protect  employee  privacy 
as  the  Privacy  for  Consumers  and  Work- 
ers Act  would  mandate. 

Companies  that  have  led  the  way  on 
consumer-privacy  concerns,  such  as 
American  Expres.s,  Citibank,  and  Equifax, 
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descrihe  their  electronic  monitoring  of 
employees  (9  strictly  limited.  But  they 
would  not  release  internsi  policies  on 
employee  priviry,  »nd  they  jctnowledged 
surveillance  prictices  beyond  what  would 
be  allowed  by  some  features  of  the  con- 
gressional proposal. 

One  reason  that  employen  may  give 
less  weight  to  employee  privacy  is  that 
they  feel  countervailing  pressure:  legal 
requirements  to  monitor  or  audit  employ- 
ee activities,  particularly  in  information- 
Intensive  industries.  So  most  employers 
comply  with  employee-monitoring  laws 
«nd  regulations  as  they  see  fit,  rather  than 
breaking  new  ground  by  minimizing 
monitoring  and  using  the  least-invasive 
approach,  says  privacy  expert  Westin. 

Inda'try  groups  also  castigate  the  Pri- 
vacy for  Consumers  and  Workers  Act. 
"An  employer  would  be  put  in  the  absurd 
position  of  having  to  advise  suspected 
thieves  when  they  are  being  observed," 
Vincent  Ruffolo.  president  of  Securit)- 
Companies  Organired  for  Legislative 
Action,  told  a  Senate  hearing. 

If  the  proposal  Is  enacted,  says 
Lawrence  Fineran  of  the  National  A.sso- 
clation  of  Manufacturers  (NAM),  cus- 
tomer service  will  erode,  and  manufac- 
turers might  have  to  abandon  certain 
kinds  of  computer-aided  manufacturing. 
'NAAl  opposes  any  legislation  that  will 
interfere  with  the  ability  of  modem  and 
foture  equipment  that  can  assist  domestic 
companies  in  their  fight  to  remain  com- 
petitive," Fineran  says.  "Otherwise  the 
United  States  may  as  well  let  the  infor- 
mation age  pa.ss  it  by."  Yet  Japan  and  most 
of  Europe  already  impose  much  tighter 
restrictions  on  employee  surveillance 
than  the  U.S.  proposal  would  mandate. 

Few  privacy  advocates  argue  that 
monitoring  should  be  eliminated.  But 
they  say  industry  ignores  a  critical  factor: 
most  employees  are  hardworking  and 
honest.  'The  problem  with  the  business 
community,"  sa)-s  Louis  Maltbe,  director 
of  the  American  Civil  Liberties  L'nion's 
Workers  Rights  Project,  "is  that  they  are 
trying  to  make  the  rules  with  the  assump- 
tion that  every  employee  is  a  goldlirick." 

Maltbe  and  other  advocates  see  rea- 
sonable privacy  protection  going  far 
beyond  the  provisions  of  the  proposed 
law,  to  the  point  where  employees  have 
some  control  over  monitoring  practices 
and  data  collected  (see  the  sidebar  'A 
Model  Emploj-ment -Privacy  Policy"). 

"There  has  been  kind  of  a  reflex  reac- 
tion, automatically  resisting  things  that 
ultimately  have  been  very  helpful  to 
industry,"  saj-s  Senator  Paul  Simon,  D- 
III.,  principal  sponsor  of  the  Senate  ver- 
sion of  the  privacy  bill.  "1  he  banking 
industry  resisted  having — believe  it  or 
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not — federal  insurance  for  banks.  Now  no 
bank  would  want  to  do  without  it,"  he 
adds.  "Some  coinpanles  are  (giving  prior 
notice  of  monitoring)  right  now  and  hav- 
ing no  difficuliits.  I  think  it  improves 
employee  -elationships,"  Simon  says.  In 


any  caiie,  he  argues,  "employees  should 
not  be  forccil  to  give  up  their  freedom, 
dignity,  or  sacrifice  their  health  when 
they  go  to  work,"  ■» 

Research  assistance  by  JIM  CAM. 
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PRIVACY 


PERIL 

How  computers 
are  making 
private  life  a 
thing  of  the  past 

■  Y       CHAR(.aS       PII.I.BR 

In  rrcent  year?.  g«hf  ring  and  sharing  ptrsonal  infor- 
mation has  become  a  way  of  life  for  businefa  ami  gov- 
ernment. People  have  kept  track  of  one  another  for 
millennia,  of  course.  But  the  advent  of  telecommu- 
nications, the  growth  of  centralized  government,  and 
the  rise  of  massive  credit  and  insurance  industries 
that  manage  vast  computenKd  databases  have  turned 
the  mo'lesi  records  of  an  insular  society  into  a  bazaar 
of  data  aviilable  to  nearly  anyone  for  a  price. 

The  U.S.  Constitution  carries  no  eicjilicit  guar- 
antee of  personal  privacy.  But  most  Americans  con- 
sider the  ability  to  conduct  one's  personal  affairs  rel- 
atively free  from  unwanted  intrusions  to  be  an 
inherent  human  right.  A  year-long  MttmorU  investi- 
gation shows  that  such  a  right  stands  little  chance 
against  new  electronic  technologies  that  make  most 
people's  lives  as  clear  as  glass. 

From  a  personal  computer  anywhere  in  the 
world,  data  can  be  gathered  fmm  limitlessly  broad 
and  diverse  sourres.  The  ability  to  capture,  sort,  and 
(nalyTe  that  data  Is  often  nearly  instantaneous.  The 
force  of  such  tools  has  overwhelmed  the  capacity  of 
laws  and  social  mores  to  protect  privacy. 

Until  the  last  few  years,  if  you  wanted  to  find  out. 


say,  if  anyone  had  sued  Roger  Heinen,  the  former 
Apple  vice  president  who  defected  to  Microsoft  in 
January,  you  had  to  laboriously  check,  in  person,  at 
various  county  court}iouses.  I  spent  about  two  min- 
utes doing  the  same  thing  online. 

"As  technology  becomes  ever  more  penetrating 
and  intrusive,  it  becomes  possible  to  gather  infor- 
mation with  laserlike  specificity  and  spongelike 
absorbency,"  says  Gary  T.  Marx,  a  privacy  expert 
who  teaches  at  the  University  of  Colorado.  "Infor- 
mation Iraliapc  becomes  rampant-  indeed,  it  is  hem- 
orrhaging. Barriers  and  boundaries — be  they  dis- 
tance, darkness,  time,  walls,  windows,  even  skin — 
that  have  been  fundamental  to  our  conceptions  of 
privacy,  liberty,  and  individuality  give  way.  Action.s, 
feelings,  thoughts,  acts,  even  futures  are  increasing- 
ly visible."  Easy  access  has  blurred  the  borders  of 
private  life. 

The  public  views  the^e  developments  with  grow- 
ing alarm.  In  a  1992  poll  conducted  by  Louis  Harris 
and  Associates,  78  percent  of  Americans  expressed 
concern  alxjut  their  personal  privacy,  up  from  alwut 
a  third  of  those  polled  in  1970,  and  up  from  64  per- 
cent in  197R.  Perceived  threats  to  personal  privacy 
from  computers  rose  from  38  percent  in  1974  to 
68  pcrtrcnt  last  year. 

In  1  1991  7imr/ChfN|>oll,  93  percent  of  resfion- 
dents  asserte<l  that  companies  that  sell  personal  data 
should  be  required  to  ask  pennission  from  indivi<lu- 
ib  in  advance.  The  1990  census  showed  the  highest 
rates  of  noncooperation  ever — the  result  of  fears  that 
participation  could  place  personal  information  in 
jeopardy,  contend  some  privacy  advocates.  And  Cal- 
ifornia's Privacy  Rights  Clearinghouse — the  first  pri- 
vacy hotline  in  the  nation — logged  more  than  .S4(X1 
calls  within  three  months  of  its  inception  last 
November. 

Whit  "Hiiy  Hav*  on  You 

PUBLIC  CONCERNS  HAVE  RISEN  IN  TANDEM  VMTH 
the  proliferation  of  personal  records  kept  by  govern- 
ment, corporations,  and  employers.  New  fonns  of 
data  are  coming  online  all  the  time.  Nearly  every 
quantifiable  a^pect  of  our  lives — and  many  a  judg- 
ment call— finds  its  way  into  data  banks  where  it  is 
exchanged,  sold,  and  resold,  again  and  again. 

The  sheer  volume  of  available  data  is  stunning. 
In  1990,  the  U.S.  General  Accounting  Office,  an 
arm  of  Congress,  conducted  a  survey  of  federal  data 
banks  that  contain  health,  financial.  Social  Security, 
and  a  wide  rangeof  other  personal  data.  That  incom- 
plete tally  included  910  major  data  bants  with  bil- 
lions of  individual  records.  Much  of  the  information 


52 


A  Model  Consumer-Privacy  Code 

F««ttng  the  fUng  of  ron<um«r  tngrt  il  the  deluge  of  direct -m a rVetlng  fofkHaUons  wi  credit- 
report  problems,  many  comptnlei  have  volunta/lly  e^tablliHed  pHvacy  codei  of  conduct  The 
following  model  code  combines  high  pohts  from  corporate  and  bade-assodatkin  poHdei  with 
the  view*  of  prKacy  advocatei.  This  model  h  based  on  reasonable  expedaUons  for  business 
practkes  In  today's  world.  Therefore,  It  does  not  address  thrve  Ideas  that  could  prove  critkal 
Id  protecting  prtvacy  In  the  long  term: 

•  An  opt-In  system  for  direct  marketing.  In  whkh  the  personal  data  would  b«  collected  only 
on  consumers  who  r«<fiiest  that  thHr  names  be  placed  on  maHcetfng  Rsts. 

•  Mandatory  updatn,  audlb.  arxJ  conectlon  of  public  records  data. 

•  The  option  to  replace  aerf/f  cards  that  leave  an  electronic  tra/l  for  every  comumer  transac- 
tion with  anonymous  <kbU  cards,  as  some  rutfons  f>ow  do  (see  photo  below).  Rut  for  rww, 
the  following  measures  would  go  a  long  way  toward  prolectkig  comumcf  pHvacy  In  electronic 
transactions. 

Data  Collactfon 

•  Fully  disclose  to  consumers  the  ruttire  of  the  data  collectfd. 

•  Collect  only  data  necessary  to  your  business  purpose 

•  Contact  consumers  yearly  to  disclose  current  and  anticipated  secofMlary  uses  of  their  per- 
sonal data.  ar>d  to  offer  an  opt-out  optk>n 

CHrtct  Mtrlteting 

•  For  small  companies:  Don'l  sell  detailed  personal  data  tfiat  can  be  tracked  to  specHic  indl- 
vlduah.  Do  require  customers  to  certify  that  list  data  will  not  be  resold. 

•  For  large  companies:  Don't  sell  penonal  data  at  aH.  lr>stead.  charge  customers  to  distribute 
mafketing  materials  relevant  to  their  Interests. 

Data  Accuracy 

•  Cornfud  systematic  and  regular  audits  to  catch  data  entry  enort. 

•  Disclose  the  source  of  data  on  request  from  individual  consumers, 

•  Provide  easy  and  free  methods  for  consumen  to  challenge  records  that  corKem  Ihem  and 
If  rwpded.  Id  correct  those  records- 

Oata  Stcurtfy 

•  Umlt  access  *o  personal  data  on  a  'rwed  Id  know*  basis — avalable  only  for  legitimate  busf- 
rwss  purposes. 

•  Train  employees  to  prevent  unautho- 
rtied  disclosure,  and  audit  their  compli- 
ance at  regular  Intervals 
Oadit  and  Medical  Data  Bureaus 

•  Provide  ff?<  yearly  complete  reportj 

to  consumers. 

■   Create  a  speedy  appeal  process  for 
consumers  to  challenge  the<r  data 
Sunset  Provisions 

•  FoHow  all  laws  In  expunging  tnalml- 
nating  records  such  as  criminal  convic- 
tions or  bankruptcies. 

•  Periodically  check  for  and  purge  all 
obsolete  date 
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Phon«  dfbll  cards,  such  «s  this  on«  from  Franc*, 
wori  IVe  corripulef  tnr>sH  tkkets  Each  cal  s  cost  K 
dtduct^  from  tfi«  prvpaM  ca/d.  obviating  dtUJIcd 
blling  rtcords 


from  thwe  computerised  sj'stcm^  is  open 
to  other  govertiment  igencies  an  J  cor^io- 
ritions,  or  solil  to  thousands  of  commer- 
cial dJtjhanVsthit  trade  on  records  about 
your  home,  possessions,  stock  transac- 
tions, family  characteristics,  and  buying 
habits. 

And  once  created,  a  record  rarely  dis- 
appears. 'In  our  society,  there  is  a  ten- 
dency to  collect  data  without  a  clear  pur- 
pose. And  it  stag's  around  for  years,"  sa)'s 
Alan  Brill,  head  of  the  information -secu- 
rity practice  for  Kjoll  Associates,  the 
largest  and  most  successful  private-inves- 
tigation firm  in  the  country.  "It's  like 


vampire  data.  It  rises  up  from  the  dead  to 
bite  you,"  he  says. 

Obsolete  information  can  mislead. 
Out  of  context,  a  single  incriminating  ele- 
ment in  someone's  personal  historj'  can 
become  a  defining  characteristic.  Suppose 
you  were  guilt)'  of  possessing  a  small 
quantity  of  marijuana  in  1985,  but  haven't 
taken  a  toke  since  I9P6.  Should  that  con- 
viction affect  your  emplojinent  prospects 
in  1991? 

The  problems  grow  when  the  data  is 
wrong.  If  data  banks  contain  millions  or 
billions  of  records,  it's  hardly  sur]>rLsing 
that  they  sometimes  slip  a  digit  or  two. 


Consider  the  Big  Three  credit 
bureaus — TRW,  Equifax,  and  Trans 
Union — which  are  among  the  largest  and 
most  closely  monitored  purveyors  of  per- 
sonal data.  These  agencies  compile  and 
sell  the  records  of  key  economic  transac- 
tions for  a  large  majority  of  American 
consumers. 

Early  this  year,  TRW  agreed  to  pay 
SiflOn  each  to  about  1200  residents  of 
Norwich,  Vermont,  whom  the  company 
erroneously  designated  as  deadbeats  due 
to  a  coding  error.  A  1988  survey  of  1500 
credit  reports  found  that  4)  percent  con- 
tained errors.  And  a  1991  survey  by  Con- 
sumen Union  found  errors  in  48  percent 
of  reports  requested  from  the  Big  Three, 
including  19  percent  with  inaccuracies 
that  could  cause  a  denial  of  credit,  such  as 
a  delinquent  debt.  The  Federal  Trade 
Commission  receives  more  complaints 
about  credit  bureaus  than  about  any  other 
industry. 

Errors  are  not  always  the  fault  of  the 
credit  bureau — it  might  be  from  one  of  its 
sources.  "In  many  cases  the  [credit 
bureaus')  respotisibility  to  their  customers 
is  to  give  an  accurate  reflection  of  what's 
in  the  public  record,  and  that  public 
record  may  itself  be  inaccurate,"  explains 
Steve  Metalitz,  general  counsel  of  the 
Information  Industries  Association, 
which  represents  about  500  companies 
that  gather  and  resell  data. 

Regardless  of  the  origin  of  such 
errors,  there  are  no  clear  lines  of  respon- 
sibility for  correcting  the  record.  Mean- 
while, the  victim's  life  may  descend  into  a 
Kafka-esque  nightmare. 

Values  In  Conflict 

THE  NEW  STANDARDS  OF  ELECTRONIC 
intrusion  upset  the  balance  between  two 
distinctly  American  values:  an  open  and 
accountable  society,  and  the  right  to  he 
left  alone. 

There  are  many  reasons  to  keep  pub- 
lic records  open  and  easily  accessible. 
Society  has  the  responsibility,  for  exam- 
ple, to  monitor  illegal  activities,  to  cap- 
ture criminals,  and  to  presene  public 
safety.  If  electronic  privacy  rights  were 
absolute,  we  would  never  have  learned 
about  Oliver  North's  E-mail  messages, 
which  helped  unravel  the  Iran-Contra 
scandal.  And  organiied-crime  kingpin 
John  Gotti  might  never  have  been  con- 
victed but  for  the  tap  on  his  phone. 

Vet  data  collection  has  a  dark  side.  In 
the  I96()s  anil  1970s,  J.  Edgar  Hoover's 
FBI  gathered  personal  ilata  by  any  means 
possible  and  often  used  it  to  blackmail 
innocent  people,  sometimes  destroying 
their  lives. 

Employers  have  a  right  to  guard 
against  ineptitutle,  criminality,  and  cor- 


53 


B^H 

^M 

^^^HI^EiS^''^>^wi 

H 

tan 

WjtZ^jA    ^^M 

HPI^iiSI 

IHIil 

lim4m  ftjio<Utlen  ipokwcman  Sl*v«  MalalHat 
"In  m«ny  au«.  th«  (oedW  buwtui  ]  ffiponiHlty  h 
to  f*v*  an  tcajnt*  rtfl^tflon  of  »*hit  I  h  th»  pubHc 
noiri.  ind  <Mt  recDid  mty  lluH  be  kiaeruntt.' 


Prlvacjr  advocat*  Evan  Handtlchft   'To  ma, 

^nV  mijl  b  not  fra  mo«t  burnhj  privacy  hwa.  ImjI  I 
can  la«  II  annoyi  Hta  hel  out  of  a  lot  of  paopW.'  H« 
nctlvat  hundradi  of  lattan  ttial  pnva  th«  point. 


InformaUon  Indintry  Uwyar  Ranald  Pl*at*n 

'h  th«  uw  of  infonnatton  compatible  Mth  the  puf- 
po»«  lo«  which  It  wai  colleciad?"  If  not  mlahtatpfa- 
Utlon  or  aasi  taploltatlon  inualy  folowf. 


porate  spies.  But  should  employers  Ik  free 
to  seirch  at  will  any  and  all  employee 
computer  files,  E-mail,  voice-mail,  atid 
data  transmissions  over  a  company's  loral 
area  network?  (See  "Bosses  with  X-Ray 
Eyes,"  in  this  issue.) 

Government  investigators,  memliers 
of  the  press,  and  the  public  at  large  may 
have  a  legitimate  interest,  for  example,  in 
knowing  whether  U.S.  Trin«portition 
Secretary  Federiro  Pefia  has  ever  been 
tagged  for  drunk  driving  (We  have  no 
reason  to  believe  he  has.)  But  when  the 
driving  records  of  millions  of  people  are 
sold  to  mass  marketers  of  automobile 
insurance  or  alcohol-treatment  programs, 
has  the  public  trust  been  violated? 

■•yend  Junk  Mall 

TIIE  ISSUE  TRANSCEf^IDS  ELECTBONIC- 
lUt  sales  and  the  invasive  micro-market- 
ing tactics  they  stimulate.  Personal  data 
itself  has  become  a  commodity  for  sale 
on  the  open  electronic  market  to  anyone 
who  owns  a  personal  com|>utcr. 

Take  the  case  of  Marketplace;  I  louse- 
holds,  an  ill-fated  joint  venture  of  Lotus 
Development  Corporation,  a  software 
developer,  and  the  Equifax  credit  bureau. 
Marketplace  would  have  placed  the 
names,  estimated  incomes,  purchasing 
habits,  marital  status,  and  other  data  on 
120  million  consumers  on  a  CD-ROM — 
the  nation  on  a  disc  for  only  $701).  Few 
consumers  were  persuaded  by  the  pro- 
ject's privacy  protections.  Ajid  they  let  it 
be  known;  30,000  angry  letters  killed 
Marketplace.  Shortly  thereafter,  in  the 
face  of  mounting  consumer  pressure, 
Equifax  agreed  to  quit  selling  any  con- 
sumer credit  data  to  direct-marketing 
vendors. 

In  the  space  of  a  year  Equifax  went 
from  promoting  one  of  the  most  far- 
reaching  incursions  into  privacy  ever  con- 


templated to  opting  out  of  the  credit- data 
marketing  businrss  altogether.  Early  this 
year,  TRW  (but  not  Trans  Union)  fol- 
lowed suit. 

But  the  personal-information  market 
hardly  depends  on  Equifax  or  TRW. 
Thousands  of  other  data  resellers — Mac- 
world among  them— offer  lists  of  likely 
buyers.  This  wealth  of  sources  has 
spawned  a  sprawling  infotniation- 
reselling  indastr)'.  ITie  Bnr»ell  Directo- 
ry of  Infonnation  Brokers  describes  1253 
coinmercial  services  with  names  like  Dis- 
closure, Access  Information,  and  Answer 
Associates. 

Many  of  those  services  provide  only 
data  on  companies,  economic  treniLs,  or 
sociopolitical  issues.  But  personal  infor- 
mation— address,  marital,  salary,  driving, 
and  employment  historj';  corporate  affil- 
iations; who  your  neighliors  are;  vehicle 
and  real  estate  holdings;  civil  and  criminal 
court  records — and  much  of  the  rest  of 
the  trail  of  li)les  left  by  all  of  us  is  now 
available  from  scores  of  cominercial 
sources.  And  to  make  their  lives  easier,  the 
data-hungrj'  turn  to  supermarkets  of 
online  information. 

Down  In  lh«  Data  Mlnat 

SO-CALLED  St-fERBUREAL'S  BLT  ACCESS 
to  the  major  credit  bureaus,  state  and  fed- 
eral agencies,  and  just  about  any  other 
private  or  public-record  repository  they 
can  find.  They  provide  one-stop  shopping 
for  online  data.  TTie  data-reselling  trade 
is  the  electronic  equivalent  of  the  gold 
rush — few  Icgil  restrictions  apply,  and 
there  is  lots  of  money  to  be  made  if  you 
own  the  mine. 

Standards  vary  widely,  but  some 
information  bmkers  are  less  than  scnipu- 
lous  in  screening  their  clients.  Even  legal- 
ly shielded  ilata,  such  as  creilit  ami  phone 
records,  as  well  as  arrests  that  do  not 


result  in  convictions,  frequently  are 
revealed  to  a  wide  range  of  qualified  or 
merely  determined  and  savvy  requestets. 
These  include  private  invesiigaton,  direct 
marketers,  the  press,  FBI  agents,  lawyers. 
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insurance  companies,  corporate  spies,  and 
vindictive  ex-spouses. 

For  ilata  mining  to  be  worthw  hile,  the 
information  has  to  be  difficult  or  imprac- 
tical to  obtain  using  conventional  tneth- 
ods,  but  worth  the  cost  of  electronic 
extraction.  It  is. 

Consider  the  results  of  an  online 
expi  riment  my  colleague  Galen  Gruinan 
and  I  conducteil  during  research  for  this 
article.  First  we  selected  prominent  indi- 
viduals from  the  entertainment  industr)-. 
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Shattering  the  Illusion  of  Privacy 
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business,  politics,  the  Macintosh  Industry, 
ind  sports,  including  I  lollywood  produc- 
er (and  friend  of  President  Bill  Clinton) 
Hurry  Thompson,  former  Sm  Francisco 
49ersquartertuckjf>e  Monunj,  jndBink 
of  Americi  CEO  Richard  Rosenberg. 
Then  we  tried  to  find  out  everything  we 
could  on  thein,  with  the  following  restric- 
tions: we  did  not  seek  legally  protected 
data,  and  all  the  information  had  to  be 
obtained  online. 

For  this  m'Hiest  search  we  spent  an 
average  of  only  $112  and  75  minutes  per 
subject.  Even  so,  we  unearthed  the  essen- 
tial financial,  legal,  marital,  and  residen- 
tial histories  of  nearly  all  of  our  subiccts 
(see  the  chart  "Shattering  the  Illusion  of 
Privacy").  In  short,  we  compiled  elec- 


tronic dossiers.  And  these  were  the  efforts 
of  data-mining  neophjtes. 

As  online  services  become  increasing- 
ly Interconnected,  affordable,  and  fast,  the 
ability  to  build  electronic  dossiers  may 
quickly  become  the  hottest  privacy  issue 
of  the  ne«tcentur\'.  Then  again,  there  are 
so  many  pressing  privacy  issues  and  such 
widely  divergent  sensibilities  about  per- 
sonal privacy,  even  professional  privacy 
advocates  have  trouble  deciding  whal'j 
most  important. 

A  Quctllen  of  Prforlttaf 
•TO  ME.  JliNK  ^UIL  IS  NOT  TMF.  MOST 
burning  privacy  issue,"  says  Evan  f  len- 
dricks,    editor    of    the    Privacy    Timrs 
newsletter.  "But  1  can  see  it  annoys  the 


hell  out  of  1  lot  of  people  "  To  illustrate 
the  point,  he  pulled  out  a  boi  of  3(KI 
recent  letters  from  consumeni  ajKiplectic 
over  a  deluge  of  unwanteil  letters  flowing 
imp  their  mailboxes.  Financial  interests 
and  personal  sensibilities  about  electron- 
ic privacy  cover  an  enormously  broad 
spectrum.  This  makes  it  hard  to  separate 
trivial  problems  from  real  invasions  that 
damage  people. 

"You  have  to  choose  a  certain  bunille 
of  records,  prioritize  those  records,  and 
create  a  trustee  situation  around  them," 
argues  Jtrr)'  Btnnan,  Washington.  D.C., 
•lirectorof  the  Electronic  Frontier  Foun- 
dation, an  advocacy  group  for  com|<uter 
users.  "You  cannot  protect  all  data,  bit  l»y 
bit,  byte  by  bjte." 
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UTiJt  should  be  in  the  bundle'  Med- 
ical records  arc  i  top  priority  "due  to  the 
sensitriity  of  the  dita  jnd  the  lack  of  any 
existinjr  legislation  to  protect  it,"  says 
Ronald  Plesser,  i  lawj'er  who  represents 
the  information  industry  and  headed 
President  Clinton's  transition  team  for 
the  Federal  Communications  Commis- 
sion. Tighter  privacy  controls  for  bank- 
ing, tax,  and  credit  records  are  also  near 
the  top  of  every  privacy  advocate's  list. 

"Around  the  world,  the  U.S.  is  i 
laughingstock  among  privacy  experts 
because  we  have  i  law  protecting  video- 
tape-rental records,  but  not  medical 
records,"  Hendricks  idds.  (The  release  of 
individual  video-rental  records  was 
sharply  restricted  after  i  reporter  fina- 
gled the  details  of  Judge  Robert  Bork's 
viewing  habits  during  his  confirmation 
hearings  for  a  seat  on  the  U.S.  Supreme 
Court  two  years  ago.) 

Otitcry  ov«r  OarfH  Racerdf 
PIIBI.IC  OtJTCRV  AND  POt.mCAL  PRES- 
sure  have  already  reformed  the  mijor 
credit  bureaus:  all  three  bureaus  now  per- 
mit consumers  (o  view  and  correct  credit 
reports,  although  the  reports  released  to 
consumers  may  not  be  as  detailed  as  those 

ffiven  to,  say,  prospective  employers  or 
andlords.  What's  missing  is  usually  infor- 
mation like  an  assessment  of  the  person's 
credit  risk. 

TTIW  makes  reports  available  free  to 
'individual  consumers.  Eqtiifn  has  opened 
1  toll-free  line  (800/685-1 1 1 1)  to  respond 
to  consumer  questions.  Bad  publicity  has 
prompted  credit  agencies — particularly 
Fquifax — to  more  strictly  screen  compa- 
nies and  information  brokers  who  seek 
access  to  credit  reports.  And  in  Febriiry, 
federal  legislation  was  introduced  that 
would  force  credit  bureaus  to  correct 
errors  within  10  days,  and  would  hold 
banks  and  retailers  accountable  for  the 
quilit)'  of  the  information  they  turn  over 
to  credit  bureaus. 

But  credit  records  represent  only  J 
small  fraction  of  online  personal  data. 
The  far  broader  category  of  public- 
records  data — real  estate  ownership, 
court  records,  tax  liens,  bankruptcy  fil- 
ings, voter  registration  data,  auto  and  dri- 
ver records,  marriage  records,  and  the 
like — should  be  on  the  table,  argues  Jan- 
Lori  Goldman  of  the  American  Civil  Lib- 
erties Union's  Privacy  Project. 

"We're  now  asking  i  question  that 
hasn't  been  asked  before:  What  is  the 
public's  interest  in  accessing  this  infor- 
mation?" she  says.  Should  the  price  of  • 
driver's  license  be  that  you  give  up  your 
detailed  personal  description  to  anyone 
who  wants  to  buy  it'  Privacy  advocates 
call  for  >  close  look  at  online  data  mining 


and  they  recommend  limits  on  the  col- 
lection of  unduly  detailed  electronic 
dossiers. 

Plesser,  the  Cl'inton  transition  team 
adviser,  suggests  using  this  test:  "Is  the 
use  of  the  information  compatible  with 
the  purpose  for  which  it  was  collected?" 
When  the  answer  b  no,  the  prospect  of 
misinterpretation  or  crass  exploitation 
usually  follows. 

Oe  Aceast  and  Mvaqr  Canfllct? 

MAN^'  LAWYERS.  DIRECT  NIARICETERS, 
and  reporten  say  that  radical  restrictions 
on  public-records  data  would  give  them 
electronic  migraines,  and  could  even 
make  their  jobs  impossible.  But  Marc 
Rotenberg,  Washington,  D.C.,  director 
of  Computer  Professionals  for  Social 
Responsibility,  warns  against  believing 
arguments  that  access  and  privac)'  rights 
are  inherently  incompatible.  Such  con- 
flicts are  often  promoted  by  those  who 
stand  to  profit  by  expanding  access  to  pri- 
vate data,  he  argues. 

Tike  the  case  of  caller  ID.  Such  -sys- 
tems instantly  reveal  a  caller's  number  on 
a  display  attached  to  the  phone  of  the 
party  receiving  the  call.  (Waller  ID  has 
often  been  portrayed  in  the  media  as  a 
simple  case  of  competing  consiutier  inter- 
ests— some  people  advocate  the  system  as 
a  »  ay  to  apprehend  heavy  breathers;  oth- 
ers fear  caller  ID  as  an  open  invitation  for 
businesses  to  surreptitiously  pad  market- 
ing lists  and  for  bullies  to  find  battered 
spouses  hiding  in  shelters. 

But  there  is  a  third  factor.  "With  the 
advent  of  caller  ID,  the  telephone  com- 
panies stood  at  the  fulcrum  of  this  infor- 
mation transfer  and  stood  to  benefit  from 
the  proposed  sale  of  personal  telephone 
numbers,"  Rotenberg  says.  How'  They 
can  charge  businesses  for  using  the  caller 
ID  service  and  then  charge  consumers  for 
being  listed  or  not  listed,  depending  on 
the  local  laws'  requirements. 

Man«tln(  EUctrenIc  Privaqr 
HOW  SHOI-1,D  SUCH  CONFLICTS  BE 
resolved'  In  the  U.S.,  a  wide  range  of  fed- 
eral and  state  agencies  grapple  with  pri- 
vacy issues.  Sometimes  they  have  exem- 
plary tools  to  work  with,  such  as  the 
Electronic  Communications  Privacy  Act, 
which  bans  most  electronic  eavesdrop- 
ping over  phone  or  data  lines. 

More  often,  there  is  little  or  no  legal 
protection  of  personal  data.  Part  of  the 
reason  may  be  that  no  government  agency 
reviews  privacy  issues  comprehensively  or 
tries  to  map  a  coherent  overall  policy  on 
the  wide  range  of  consumer,  commetcial, 
and  workplace  privacy  issues. 

Canada  and  many  European  nations 
use  privacy  commissions  or  data-protec- 


tion agencies  to  advise  their  governments 
on  privacy  policy,  protect  consumer 
rights,  or  regulate  corporations.  Most  pri- 
vacy advocates  in  this  country  sec  some 
kind  of  privacy  board — staffed  with  spe- 
cialists equipped  to  evaluate  emerging 
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privacy  issues — as  a  key  to  timely  and 
effective  regulation. 

"The  U.S.  is  an  embarrassment  to  the 
privacy  movement  overseas,"  saj-s  Simon 
Davies,  director  of  the  Australian  Privacy 
Foundati(m.  "The  U.S.  stands  alone  as 
an  example  of  what  a  superjiower  should 
not  dn  in  privacy." 

A  U.S.  data-proiection  board  with 
advisory  |>owers  was  proposed  in  C^on- 
gress  in  1091.  Proponents  believe  that 
such  a  Iward  could  sort  out  the  privacy 
implications  of  new  services  or  ttxhnolo- 
gies  before  they  saturate  the  marketplace 
or  are  unnecessarily  quashed  by  consumer 
outrage. 

The  developers  of  Lotus  Marketplace 
might  have  averted  years  of  fruitless 
development  if  a  privacy  board  had 
offered  feetlliark  on  the  idea  in  advance. 
The  National  Research  and  Education 
Network  (NREN),  promoted  by  the 
Clinton  administration,  would  be  a  prime 
candidate  for  advance  evaluation  by  a  pri- 
vacy iKiard.  This  multibillion-dollar  "data 
superhighway"  would  theoretically  allow 
tens  of  millions  of  Americaas  to  cortutiu- 
nicatc  ilata,  voice,  video,  and  other  forms 
of  media  at  many  times  the  speed  of  cur- 
rent networks.  Protecting  personal  infor- 
mation on  NREN  is  'the  privacy  issue  of 
the  twenty-first  century,"  says  the  Elec- 
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Chtrin  Harm).  •  alHc  of  th«  Afyeska 
Pipeline  Servlct  Company,  whicti 
optfitei  the  trani-AUilca  oti  plprtln*. 
was  tht  uib)ec<  of  an  eUborate  spying 
operaUon  Inlllaird  by  the  company. 
Afyetlu.  tfirougti  a  third-party  Invntl- 
galor.  gained  aoceit  to  HanH  i  aedit 
•Pd  phont  rtcortft,  u  welt  a«  p«non> 
al  firundatdali. 


1 1  Easy  Ways  to  Safeguard  Your 
Electronic  Privacy 

Other  th«n  a  few  hermits  living  on  remote  mountain 
peaks,  few  of  us  can  reaJlsUcaDy  give  up  Insurance, 
credit  cards,  and  etectronk  t>anlcJng.  Sacrffldng  some 
penonal  privacy  Is  the  price  of  admission  to  our  con- 
sumer society.  But  the  foftowfng  steps  can  curb  some 
of  the  wont  Im/aslom  ol  privacy  In  the  Ives  of  today'! 
consumers, 
Ptnonal  Identlftcatfon 

•  Give  only  the  minimum  data  required  for  commer- 
cial tranuctlom.  Leave  atl  Sodal  Secjrity.  home  phorie. 
driver's  license,  and  credit  card  numbers  off  checks 
wherwver  possible.  And  don't  give  such  numbers  for 
credit  card  purchases;  In  most  ca»es  they  are  not  rteed- 
ed  by  merchants. 
Cr«dlt 

•  Obtain  your  aedlt  report  yearfy  from  one  or  more  of 
the  big  three  credit  bureaus  (Equifax.  Trans  Ur>lon.  and 
TRW;  to  contact  these  companies  check  for  an  office  In 
your  ve»).  arxf  try  to  correct  any  errors  you  detect, 

•  When  rclected  for  credit,  ask  why;  Ihtn  verify  Iht 
accuracy  of  the  data  used  to  refect  you. 
tnturanct 

•  Obtain  t  free  copy  of  your  medlcat  record  from  the  Medical  tnf ormabon  Bureau  (61 7/4J6- 
3660),  an  agerKy  used  by  more  than  750  InsurarKe  companies  to  calculate  financial  risk  M  (In 
consultation  with  your  doctor)  you  detect  erron,  contact  the  bureau  and  demand  that  the 
record  be  corrected  promptly. 

•  When  receded  for  Insurance,  ask  why;  then  verify  the  accuracy  of  the  data  used  to  reject 
your  polk7  apptlcabon 

Marketing 

•  When  offered  "free"  premiums,  rebates,  or  other  Incentives  In  return  for  giving  pergonal 
data  for  a  mariteting  list,  find  out  who  wffl  use  the  data  and  for  what  purpose  Ask  ff  you  can 
participate  by  giving  mhlmal  Informabon.  such  as  name  ar>d  address 

•  When  you  return  warranty  cards,  provide  only  Information  essential  to  the  "warranty  service. 
Igrwre  personal  questions  used  only  for  marketing 

•  To  pare  back  |unk  mail.  caHs.  ar>d  faxes,  check  the  'opt-out'  boK  many  companies  offer  on 
warranty  forms  and  subscription  cards  Ask  solicitors  to  take  your  name  off  lhe*r  lists,  and  get 
the  Direct  Marketing  Association  (312/6$9-4977.  ext  369)  to  remove  your  name  from  Its 
members'  Hsts. 

•  If  you  participate  In  marketing  or  public  opinion  surveys,  verify  that  answers  will  be  used 
only  In  conjurHrtlon  with  those  of  other  respondents.  ar>d  that  no  penorut  Information  can  be 
traced  back  to  you. 

Telecommunlcatlonf 

•  Some  states  allow  caller  ID  services— a  way  to  view  a  callers  phone  number  on  a  monitor 
attached  to  your  phone  before  answering  In  moil  such  states,  the  phone  company  must  pro- 
vide callers  with  tn  option  to  block  viewing  of  their  number.  Ask  your  phone  company  to  set 
up  that  blocking  abnity. 

Banking 

•  Aik  your  bank  to  agree  In  writing  to  disclose  your  personal  financial  records  only  to  legaly 
authorised  requesters,  and  to  notify  you  when  such  requests  are  granted 


tronic  Frontier  Foundation's  Beman,  yet 
so  far  the  government  has  ignored  the  pri- 
vacy implications  of  the  project. 

Wih  powerful  industr)'  interests 
arrayed  against  it,  privacy-board  legisla- 
tion has  gone  nowhere.  "American  con- 
sumers have  more  choice  than  any  other 
consumers  in  the  world.  Part  of  the  rea- 
son is  that  we  are  an  open  information 


socict)',"  sap  Lorna  ChrLsti  of  the  Direct 
Marketing  Association,  echoing  the 
industry's  general  fear  of  government 
regul3tion.''Self-repulation  is  working." 

John  Baker,  senior  vice  presi<lint  of 
Equifax,  sup|)orts  the  iilea  of  a  Ixiartl  that 
conducts  research  and  gives  confidential 
advice  to  industry.  But  he  olijects  to  giv- 
ing a  privacy  Iward  the  very  inve.stigative 


and  complaint-resolution  responsibilitia 
that  privacy  advocates  see  as  minimuin 
requirements  to  safeguard  consumer  and 
worker  rights. 

For  now  at  least,  the  privacy  implica- 
tions of  new  technologies  are  likely  to  be 
confronted  by  government  on  an  ad  hoc 
basis,  and  only  after  the  public  his  cried 
out  for  relief. 

Til*  RoU  of  Tachr«elo{y 

PRIVACY  ADVOCATES  ARE  FOND  OF  SAV- 
ing  that  the  United  States  is  Timt  in  tech- 
nology, last  in  privacy  protection."  And 
while  technology'  has  made  our  personal 
lives  more  transparent,  privacy  and  tech- 
nology are  not  inherently  antagonistic. 
In  the  absence  of  a  privacy  board,  new 
technologies  may  prove  one  of  the  most 
potent  forces  driving  what  Privacy  Timti'i 
Hendricks  calls  "the  right  to  informa- 
tional self-detemiination." 

Technology  has  already  alleviated 
many  everyday  intru.sions  Airport  X-ray 
units  have  made  hand  searches  of  luggage 
rare.  With  magnetic  marker!  In  books 
and  clothing,  searches  of  purses  or  brief- 
cases in  libraries  and  stores  are  quickly 
becoming  obsolete.  And  encr>'ption  soft- 
ware makes  computer  files  infinitely  more 
secure  than  paper  documents  in  locked 
cabinets. 

A  California  company  has  even  devel- 
oped a  "video  game"  'o  replace  ilrug  test- 
ing for  truck  drivers  and  other  workers. 
Before  each  shift,  employees  go  through 
a  short  hand-eye  coordination  exercise  at 
a  computer  terminal.  If  they  fail  this  sim- 
ple test,  they  skip  the  shift  or  are  moved 
to  less  demanding  work  that  day.  The 
technique  not  only  screens  out  drug  or 
alcohol  intoxication,  but  also  seems  to 
identify  workers  who  are  excessively 
fatigued  or  preoccupied.  One  trucking 
company  reports  a  dramatic  decrease  iti 
accidents  and  worker  errors  after  a  year 
asing  the  sj'stem 

Such  stories  are  encouraging,  but  so 
far  they  are  rare.  Indastr)' and  society  face 
a  ilaunting  challenge  to  develop  tech- 
nologies that  protect  personal  privacy 
faster  than  those  that  threaten  privacy. 

The  stakes  are  high.  "Privacy  allows 
us  to  move  freely  between  the  public 
world  and  private  world,  to  form  smaller 
communities  within  the  larger  communi- 
ty, to  share  our  concerns,  dreams,  and 
beliefs  with  our  close  friends.  To  have 
secrets,"  Rotenberg  commented  in  an 
online  forum  s|><insored  last  year  by  the 
Wall  Smri  Joiiniitl.  "There  is  a  close  tie 
between  privacy  and  pluralism.  .  .  . 
This  is  what  I  saspect  is  at  risk  in  the  cur- 
rent rush  to  record  and  exchange  person- 
al data.  Global  Village  in  theory.  Surveil- 
lance State  in  practice."  n 
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25  June  1993 


UICHARD  A   I\AIM(.1N 

SfNIOH  Vice  ITf  MI'I  NT  1  ,(  K  1 1■^ 


Dear  Sen 


k^ 


On  behalf  of  the  Direct  Marketing  Association  (DMA),  I  submit  this  letter  and  attached  DMA 
Fact  Sheet  and  request  that  they  be  included  in  the  record  of  the  hearing  held  by  the 
Subcommittee  on  June  22,  1993,  regarding  S.  984,  the  Proposed  "Privacy  for  Consumers  and 
Workers  Act." 

As  you  may  know,  the  DMA  is  a  national  trade  association  which  represents  more  than  3,000 
companies  and  organizations  that  use  the  telephone,  mail  and  other  electronic  and  print  media 
to  communicate  directly  wiih  consumers.  DMA  membership  reflects  a  wide  variety  of 
businesses  that  use  inbound  and  outbound  telephone  calls  as  their  primary  means  of  contact 
with  customers  and  perspective  customers  for  the  advertisement  and  sale  of  goods  and  services. 
In  addition,  DMA  members  include  or  provide  telephone  services  for  many  of  the  charitable, 
religious,  educational,  and  political  organizations  that  use  the  telephone  for  fund-raising, 
membership  and  other  non-profit  support  activities. 

DMA  members  who  use  the  telephone  for  these  purposes  share  a  desire  and  obligation  to 
maintain  high  standards  of  customer  service  and  compliance  with  consumer  protection 
requirements.  Telephone  service  monitoring  is  essential  for  achieving  these  goals,  but  would 
prove  unavailing  if  restricted  as  proposed  in  S.  984. 
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Wc  will  continue  to  work  with  the  Subconiniitlce  and  its  stnTf  in  an  crporf  fo  produce  a  revised 
bill  which  addresses  abusive  monitoring  practices  without  placing  unjustified  restrictions  on 
the  ability  of  DMA  members  to  perform  necessary  telephone  service  monitoring. 


Sincere 


Richard  A.  Barton 


RABJwb 
Enclosures 


DMA  Fact  Sheet  Concerning 

Telephone  Service  Monitoring  and  5.984 

("Privacy  for  Consumers  and  Workers  Act") 

TSR  Monitoring  Benefits  Customers  and  Protects  Consumers 

Businesses  and  nonprofit  groups  that  primarily  use  the  telephone 
to  advertise  and  sell  goods  and  services,  or  to  raise  support  for 
charitable  and  political  causes,  monitor  their  telephone  service 
representatives  ("TSRs")  as  an  essential  part  of  their  effort  to 
provide  quality  customer  service  and  comply  with  relevant  consumer 
protection  laws  and  regulations. 

TSR  monitoring  allows  these  employers  to  determine  how  well  their 
employees  are  communicating  with  current  or  prospective  customers, 
whether  they  are  adequately  responding  to  customer  needs,  concerns 
or  questions,  and  what,  If  any,  problems  are  occurring  that  may  be 
remedied  through  discussion  with  the  employees.  Moreover,  in  light 
of  new  laws  and  regulations  that  prohibit  deceptive  telemarketing 
practices  and  certain  kinds  of  unsolicited  telephone  calls,  TSR 
monitoring  is  an  indispensable  means  for  employers  to  promote  and 
comply  with  a  variety  of  consumer  protection  requirements. 

TSR  Monitoring  Benefits  Employees  As  Well  As  EratJlovers 

Proper  training,  oupervision  and  evaluation  of  employees  whose  work 
consists  primarily  of  handling  inbound  or  outbound  telephone  calls 
on  behalf  of  their  employer  requires  periodic  monitoring  of  such 
telephone  calls  by  the  employer.  New  TSRs  receive  helpful  reviews 
and  coaching  in  post-monitoring  discussions  with  supervisors,  and 
benefit  from  monitoring  calls  handled  by  their  more  experienced 
colleagues.  In  addition,  veteran  TSRs  who  are  chosen  to  handle  new, 
multiple,  or  more  complex  projects  appreciate  monitoring  feedback, 
and  monitoring  helps  maintain  the  quality  of  scripts  and  other  TSR 
resources. 

Monitoring  helps  employers  make  fair  job  performance  evaluations 
that  acknowledgr;  the  quality  of  a  TSR's  development  and  efforts, 
as  well  the  quantity  of  the  TSR's  sales,  calls  or  other  "bottom 
line"  figures.  Such  monitoring  not  only  helps  the  employer  to  make 
decisions  regarding  training  and  assignments,  but  provides  the  TSR 
with  better  opportunities  to  obtain  a  raise,  bonus  or  promotion. 

TSR  Monitoring  Does  Not  Violate  An  Employee's  Personal  Privacy 

The  personal  privacy  Interests  of  TSRs  should  be  protected  by 
ensuring  that  all  employees  have  access  to  unmonltored  telephones 
for  the  purpose  of  making  and  receiving  personal  calls.  Because  TSR 
monitoring  is  limited  to  telephone  calls  which  are  conducted  by  the 
employee  acting  on  behalf  of  the  employer  and  within  the  scope  of 
performance  of  the  employee's  job  responsibilities,  such  monitoring 
need  not  raise  personal  privacy  concerns  for  employees.  . 
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TSR  Honttorina  Should  Be  "Unannounced"  to  Achieve  Its  QblQCtiveg 

To  a  large  extent,  the  beneficial  purposes  of  TSR  monitoring  will 
be  achieved  only  if  the  monitoring  is  performed  without  notice  to 
the  employee  that  it  is  occurring,  since  this  is  the  only  way  to 
ensure  that  the  monitoring  obtains  a  representative  sampling  of  the 
employee's  usual  performance,  rather  than  one  that  is  affected  by 
knowledge  of  the  monitoring. 

Although  some  TSRs  apparently  find  it  stressful  to  be  subject  to 
"unannounced"  monitoring,  others  prefer  not  to  know  when  they  are 
being  monitored  for  fear  that  their  r^-  '..rmance  will  not  be  as  good 
as  usual  due  to  nervousness  brought  on  by  knowing  that  monitoring 
is  occurring. 

In  any  event,  all  employers  should  fully  explain  their  telephone 
monitoring  practices  to  employees  and  prospective  employees  before 
any  monitoring  occurs,  so  that  the  employees  will  understand  how 
and  why  the  monitoring  is  conducted.  Moreover,  monitored  employees 
should  have  a  right  of  access  to  any  lnforma:.ion  which  the  employer 
obtains  through  monitoring  and  usts  to  make  decisions  affecting 
them. 

Why  DMA  Opposes  S.9B4  As  Introduced 

1.  The  bill's  "one  size  fits  all"  approach  fails  to  distinguish 
among  different  types  of  "electronic  monitoring"  in  terms  of  their 
purposes,  benefits  and  susceptibility  to  abuse.  It  puts  "telephone 
service  obser-vation"  under  the  same  restrictions  as  other  distinct 
forms  of  "electronic  monitoring,"  without  evidence  of  comparable 
abuse  and  without  understanding  how  the  restrictions  would  deny  the  . 
benefits  of  TSR  monitoring  to  customers,  employees  and  consumers. 

2.  The  bill  assumes  that  all  forms  of  "electronic  monitoring"  are 
oppressive  and  violate!  employees'  personal  privacy,  despite  the 
fact  that  TSR  monitoring  only  applies  to  calls  which  are  handled 
by  employees  acting  on  behalf  of  their  employer  and  In  the  scope 
of  the  performance  of  their  job  responsibilities,  rather  than  on 
their  own  personal  behalf. 

3.  The  bill  would  bar  or  restrict  TSR  monitoring  based  solely  on 
how  long  an  employee  has  worked  for  an  employer.  Banning  monitoring 
of  employees  who  have  worked  for  their  employer  for  more  than  five 
years,  imposing  a  2-hour  per  week  restriction  on  monitoring  of  all 
employees  who  have  worked  for  the  employer  for  more  than  sixty  days 
but  less  than  five  years,  and  allowing  unrestricted  monitoring  of 
employees  who  have  worked  for  their  employer  for  less  than  sixty 
working  days,  are  wholly  arbitrary  policies  because  the  length  of 
employment  with  the  employer  does  not  reliably  determine  the 
quality  of  the  employee's  job  performance. 

4.  Through  enactment  of  the  Telephone  Consumer  Protection  Act  of 
1991  and  its  anticipated  passage  of  the  proposed  "Telemarketing  and 
Consumer  Fraud  and  Abuse  Prevention  Act"  (S. 568/H.R. 868)  sometime 
this  year.  Congress  is  serving  notice  to  TSRs  that  their  telephone 
conduct  must  conform  to  certain  standards  of  federal  law.  The  only 
effective  technique  for  ensuring  full  compliance  with  such  laws  and 
their  implementing  regulations  is  TSR  monitoring. 

The  bill's  "consumer  protection  compliance"  exemption  permits  TSR 
monitoring  "only  to  the  extent  necessary  to  ensure  an  employee 
provides  the  notices  required"  by  various  consumer  protection  laws 
and  regulations.  This  standard  is  not  adequate  to  ensure  compliance 
with  requirements  imposed  by  federal  and  State  laws  because  many 
of  the  requirements  of  such  laws  (e.g.,  those  prohibiting  deceptive 
telemarketing  practices)  do  not  Involve  qlvlng  required  notices. 

[Whereupon,  at  11:00  a.m.,  the  subcommittee  was  ac^ourned.] 
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